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In this paper, we propose a cryptosystem to solve the problem of broadcasting in the network. The cryp-

tosystem has the following advantages:
(1) Only one ciphertext is sent out.

(2) The operation of enciphering is performed only once.

(3) The key which is held by each user is the same as the one in the public key cryptosystem.
(4) The length of ciphertext is shorter than the ones proposed so far.

(5) The sender can arbitrarily select the receivers who are requested to know the message.

(6) Digital signature can easily be implemented.

(7) The security of the cryptosystem is the same as the one of RSA.

1. Introduction

To send secret messages by using cryptography is
very important in the area of data transmission. A
broadcasting system is characterized by the property
that a single transmission from a user may be received
simultaneously by several other users. This kind of ap-
plication exists in the medium of satellite, radio, etc.
The cryptosystems in the past were all devised with
point-to-point type communication. Point-to-multi-
point data communication will be studied as well in the
near future.

In this paper, we propose a cryptosystem to solve the
problem of broadcasting in the network. We can send
any secret message to several authorized users
simultaneously. Our cryptosystem is based on the RSA
public key scheme [10] and single key concept [7].

Let U={U,, U,,- -, U,} be a group of n users in a
broadcasting network system. All users can directly
communicate with each other. Now, we suppose that a
sender in U wants to send a secret message M to all
users in set 4, a subset of U. By using our proposed
cryptosystem, the sender enciphers the message M into
ciphertext C and then broadcasts it to all other users in
the broadcasting network system; although all other
users in U can receive the ciphertext, only the users of
set A can decipher it. Moreover, since the keys which
are held by all users in A are the same as the ones of
RSA. The security of our cryptosystem is the same as
the one of RSA.
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2. Cryptographic Techniques

In this section, we will review the essence of some
knowledge and techniques which will be used in our pro-
posed cryptosystem. First, we will give some properties
of the RSA public key scheme [10]. Each user U, has his
public enciphering key (e;, N;) and secret deciphering
key (d;, N;). The encryption and decryption functions
of RSA are as following:

C=(M)% mod N,.

M=(C)* mod N..
Since the enciphering and deciphering functions are
mutually inverse, we can use RSA public key scheme to
implement the digital signature. For example, if user S

wants to send a signed, secret message to user R, then
he should encipher the message as follows:

C=({(M)* mod N,) mod N,.

where

(es, N;) is the sender’s public key.

(d;, N;) is the sender’s secret key.

(er, N,) is the receiver’s public key.

(d:, N,) is the receiver’s secret key.
Because only the sender knows his secret key (d;, N;),
the ciphertext C can not be forged by any others.

Secondly, we recall the Chinese Remainder Theorem

(CRT). Let Ny, N,,---, N, denote n positive integers

that are relatively prime in pair, and let R\, -, R,
denote any n positive integers. Then the congruences
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X=Ri;(modN,), i=1,- -, n have a common solution X
which is in the range of [l, m—1] and

X= (i (m/M)#RI*b,‘) mod m,

where
Mm=NpNyx- -+ *Nn)
bi#(m/N;) mod N;i=1.

The proof of CRT and the algorithm can consult [1]
and [9]. For example:
Let N|=5, N2=7, N3=8,
R|=2, R2=4, R3=3.
Then m=N*N»N;=5x7x8 =280,
b1=6, b2=3, b3=3

Thus
X=(((m/N)*bi*R))
+((m/ N2)xbxR;)
+((m/ N3)+b*Ry)) mod m
=(672+480+315) mod 280
=67.
Since

X mod N\=67 mod 5=2=R,,
X mod N,=67 mod 7=4=R,,
X mod N;=67 mod 8=3=R;.

Now we state the single key concept [7]. An access
control matrix establishes the relationship of each user
subject and every resource object; conventionally the ac-
cessible objects are arranged in columns and various
user subjects are arranged in rows. Each elements a;; in
the access control matrix A stands for the corre-
sponding access privilege of user i to resource j. We
identify every access privilege as a positive integer, and
assign zero to every matrix element which represents no
access priviledge. Let A~ , be an access control matrix,
t be the total number of access control privileges, and a;;
be the (i,j)th element of the access control matrix
Amxn. Then there exists an integer Kj, called the key of
the user i, such that

(t+1
wherel<i<mand 1<j=<n,

K;
a;= ['ﬁ_' mod (t+1),

if
K,=Z a(t+ 1), (0))
q=1

For example, let us consider the simple access control
matrix with 4 users and 5 files as depicted in Table 1.

Since the total number ¢ of access control privileges is 4
and the number of files is 5, by (1) each key can be com-
puted as
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Table 1 An access control matrix.

User i File j=1 2 3 4 5 0: No access
1: Execute
1 2 0 1 1 3 2: Read
2 1 3 1 2 0 3: Write
3 3 0 2 0 1 4: Own
4 1 1 0 2 0
5
K=Y ap(4+1y""
g=1
s
= Z a,-q5"".
q=1
Thus
K,=2027,
K2= 291,
K,=653,
K,=256.

Now, let us compute a;; for the (7, j)th element. For in-
stance, if /=3 and j=4, then the corresponding access
control privilege is computed as

K;
= Gry

653
= ? mod §
=5mod 5

=0,

J mod (4+1)

which is correct.
3. Our Proposed Solution

In our cryptosystem, we employ RSA, single key con-
cept, and CRT. In the RSA public key scheme, each
user U; has his public enciphering key (e;, N;) and secret
deciphering key (d;, N;). Meanwhile, there are some
assumptions listed below:

(1) Let U={U, U,, -, U,} be a group of n users

in a broadcasting network system.

(2) A is the receiver’s group, ACU.

(3) U is the sender and U, is the receiver, U,

Ue U.
(4) (e, d, N) is the communication key.
(5) id,,- -, id,are user’s id numbers, which are pair-
wise relatively prime, and id;> 141, i=1,---, n.
(6) N,,---, N, are pairwise relatively prime.
The format of the message is given as follows:

!K BJPB

N | SID |CKD
1

C!SG'!

K: the ciphertext of the deciphering key d, com-
puted by single key concept.
B: the base of single key concept.
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PB: the receiver’s location in the single key concept,
by using CRT.
SID: sender’s id number and is enciphered by the
key (e, N).
CKD: ciphertext of deciphering key d by using (e, N ).
C: ciphertext of the message M by using (e, N).
SG: ciphertext of the sender’s signature.
The Encryption Method
Step 1: Use the RSA algorithm to compute the com-
munication key (e, d, N) of system.
Step 2: Compute K and B by the single key concept.
(1) a=(d*“mod N)+1 for all Ue A or U=U;,
i=1,---,n.
a;=0 for all U;i¢ A and U;# U, i=1,---, n.
(2) B=Max (a)+1, i=1,---, n.
(3) Select
R;#0 for all U,e A, and
R;=0 for all Ui¢ A.
Here 1<R,, RjS |Al, and R,'#Rj for all U,
Uie A.
(4) K=E"1=1 a;BR'.
Setp 3: Compute PB by CRT.
PB=R;(mod id;) for all Uie U, i=1,---, n.
Step 4: Compute the SID, CKD, C, and SG using (e,
N) by RSA scheme.
SID=(id;)* mod N,
CKD=d*®mod N,
C=M°*mod N,
SG=(d* mod N;)* mod N.
The Decryption Method
Step 1: Compute the R, from PB using CRT.
R,=PB mod id,.
If R,=0 then STOP.
Compute the a, from K using B, and R, by
single key concept.

K
a,= B_R' mod B.

If a,=0 then STOP.

Compute the (d, N) using (d., N;) by RSA

scheme.

d=(a,—1)* mod N,.

If d is not equal to ((CKD)? mod N) then

STOP.

Decipher the ciphertext using (d, N) by RSA

scheme.

M=C?mod N.

Check the signature.

SG’ =((SG)? mod N)* mod N;.

If SG’=d then the message M is sent by U,
else the message M is invalid.

It is clear to see that the keys held by all users are the

same as the ones of RSA.

Example

Let U,, U,,- - -, U, be seven users in the cryptosystem

and their keys are given in Table 2.

Step 2:

Step 3:

Step 4.

Step 5:

Table 2 Public keys and secret keys.

User id

Public key Secret key

User —

e N d D

1 125 141 53 8

2 107 215 11 9

3 179 287 59 11

4 139 253 19 13

5 211 3717 43 17

6 37 527 13 19

7 85 703 61 23
Suppose user U, wants to send a message

M=“HELLO” to U; and Us. To encipher the message
M, we use 2 digits, for instance, for each character,
where A=01, B=02,---, Z=26.
In the following, we present the encryption and
decryption steps of our proposed solution.
The encryption steps:
Step 1: Let e=275, d=11, N=817.
Step 2:
1) a=011"" mod 141)+1=6.
az=0.
a;=(11""°" mod 287)+1=150.
a4=0.
[15-_—0.
as=(11"" mod 527)+1=45.
a7=0.
2) B=Max(a)+1=150+1=151.
(3) Select
R1=0, R2=0, R3=1, R4=0,
R5=0, R¢=2, R;=0.
@ K=3L,aB"®
=6+151°+0%151°+ 150+151"' 4+ 0%151°+
0+151°+45%1512+0+151°
=6+22650+ 1026045
=1048701.
PB=0 (mod 8),
PB=0 (mod9),
PB=1 (mod 11),
PB=0 (mod 13),
PB=0 (mod 17),
PB=2 (mod 19),
PB=0 (mod 23),
therefore,
PB=(3%6953544x1 + 6x4025736%2) mod (l'[,7=1
id;)=69169464.
=“HELLO’=08 05 12 12 15.
8% mod 817=753.
5% mod 817=104.
12¥% mod 817=673.
12¥ mod 817=673.
15% mod 817=268.
C=753 104 673 673 268.
SID=8"" mod 817=153.
CKD=11"" mod 817=121.

Step 3:

Step 4:
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SG=(11% mod 141)*” mod 817=125"° mod
817=672.
The decryption steps of the receiver Us, for instance,
are described as follows.
The decryption steps:
Step 1: R;=69169464 mod 11=1.

| 1048701
N EETIT

mod 151=150.
Step 3: d=149"° mod 287=11.
CKD*mod N=121""mod 817=11=d.
Step 4: M=C"mod N.
753" mod 817=38.
104! mod 817=5.
673" mod 817=12.
673" mod 817=12.
268! mod 817=15.
Therefore, M=““HELLO”.
Step 5:  SG'=(672"" mod 817)'** mod 141
=125'" mod 141=11=d,
which verifies that the message is sent by the
user U,.

Step 2: J mod 151=6945

4. Security of Our Cryptosystem

We claim that the security of our cryptosystem is the
same as the one of RSA. If some one wants to break our
cryptosystem, he must know the value of d. The value
of d is computed from a, and R,. The value of R, can be
computed from id,. The value of @, must be computed
from d,. The value of d,, which is the secret key of U, is
known by the receiver U, himself only. The intruder
must first break the RSA scheme and then can find d,.
Therefore, the security of our cryptosystem is the same
as the one of RSA, no matter how large the number of
receivers will be.

5. Space Required of Our Cryptosystem

In our cryptosystem, the involved operations are the
same as the ones of RSA. The total length of the addi-
tional messages (K, B, PB) is smaller than the ones of
any scheme proposed so far [2, 3]. The value of PB is
computed from id; by CRT. The value of id; is smaller
than N, therefore PB is smaller than K. The value of B
is computed from a; by RSA scheme. In worst case, B is
equal to the maximum of N;. The value of K is com-
puted from a;, R;, and B by single key concept. R; is less
than the number of users. From the step 2 of the encryp-
tion method, we can see that only the authorized user’s
a; is greater than zero, so the value of K is less than Jop
N;.

The length of B is less than len(Max(N;)), here
len(N) denotes the length of N in bit. Suppose
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2" '=N;<2™, m>0. Then len(N;)=m. We can see
that len(Il’-, N)=OLDL=mn. If |A|l=k, then
B¥<K<B**'. In worst case, len(B)=len(Max(N;))
=m. So len(K)=m(k+1)=mk+m. If 2° ' <id;<2?,
p>0, then len(id)=p. In worst case, len(PB)<pn.
The total length of additional message is:

NEWL =len(PB)+len(B)+len(K)
spn+m+(mk+m)
=mk+pn+2m.

If p«<mand k<« n, then NEWL <OLDL. In general, m,
n are two large numbers, and p, k are smaller than m, n.
It is clear to see that the total length of additional
messages is shorter than the ones of ever before [2, 3]. It
means that our method can reduce the communication
cost. On the other hand, the computational cost for
computing the communication keys is a little bit higher

K
than the ones of [2, 3]. Since we employ [_B—_RJ mod B

to compute the value a,, while [2, 3] use K mod N, to
compute the value a, instead.

6. Conclusions

In our proposed method, the security is the same as
the one of RSA. The sender can arbitrarily select the
users who are authorized to know the message, so the
multi-level security can be successfully implemented, as
well. The length of additional message of our scheme is
less than the ones before, and the steps of encryption
and decryption of our scheme are simple and clear too.
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