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Multi-lateral security on
the Advanced Digital Audio Visual Framework

Itaru Kaneko*

Abstract:.

In this paper, multi-lateral security in the context of MPEG-21, Audio Visual Framework
will be discussed. Advanced Audio-Visual Services, as combinations of Digital
Audio-Visual coding, hyper-media coding and network, are rapidly evolving and various
issues such as privacy violation, crime increase and IT divide are drawing broader
interest. In this paper, firstly we will consider these problems as the requirements
of multilateral security. And secondly we propose multilateral security model.
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1 B2/ ND)N— K57, 3> | The solution shall support access to and interaction with content while keeping the amount of
FYUWOESY, HE R, hardware to a minimum. There shall be no duplication of similar devices to interact with
BWENTTRETH 22 & similar content from different sources. To a lesser extent, the same applies to software.

° Examples of interaction with content are playback, copy, edit, create and so forth,

2 FETY DEIR Y HMEME T | The solution shall support easy interaction with content from different sources without

RNz &, swapping of physical modules; that is without requiring action on the part of the end user.
Addition of modules is acceptable if it requires a one-time action, if the device supports it, and
if the cost is reasonable.

3 225 WD FEFEEE DS | The solution shall support conveying to end users which conditions apply to what types of
FIAE TR DI Y, interaction with the content. An example is payment for playback.

4 FIEFZED 7S5 4 )8 —DSE S | The solution shall support protection of user privacy. Note: In many countries legislation
hazl, requires that no user information shall be disclosed without the explicit consent of the end

user,

5 FIFEE 1D HABHURWT T | The solution shall support service models in which the end user's identity is not disclosed to
HY— AL AEER S &, the service/content provider and/or to other parties.

6 7084 ' —HVEEZE(E ] L 7= | The solution shall support the preservation of user rights. Notes: For instance, the solution
1B A i 5 OMER DHR2 s_bal/ .§upport pzese{'vation of user rights in such events as the provider going o_ut of business. It
XNBI L. Is believed that an important requirement of end users is that their rights to interact with the

content not be revoked for alleged misuse when the burden of disproving misuse Is entirely on
the end user. However, MPEG does not currently see any implications for these requirements.

7 0S M7 5w 235 1) | The solution shall support the content and the end user’s rights to interact with it to survive
_@M%f; E—G%;FU hiseh, | common accidents, ¢.g. an operating system crash, or a flat battery.

BN k.

8 kBB L CHR AT XS | The solution shall support MPEG-4 terminal mobility, e.g. end users should be able to use the
e, same device in different locations.

9 V52 BRI TCHE)T | The solution shall support content mobility across MPEG-4 terminals, e.g. end users should be
Xz Lk, able to move to a different terminal and keep their rights to interact with the content.

Note:Assuming easy access to the content, this mainly applies to the portability of the rights to
Interact with it.

10 N— K%Y 7 FDH L3 — | The solution shall support content and the end user’s rights to interact with it to survive
TAVIIRETEL I &, changing to a new version of similar hardw are or software. Note: Assuming easy access to the

content, this mainly applies to the renewability of the rights to interact with it.

11 724 MPEG-4 /\— Rzt | The solution shall support content and the end user’s rights to interact with it to survive
BTEBT L, changing to a different type of MPEG-4 hardware. Note: Assuming easy access to the content,

this mainly applies to the survivability the rights to interact with it.

12 | —BEf), {EAHIC. 2> 5 | The solution shall support transferring, temporarily or permanently, content and the rights to
WRZEDMEN BBETED 2 interact with it to another party.

Lo

13 V5L WIRE EZDSEIBIHER] | The solution shall enable content owners to control which of their assets are available when,
DETNATEER T & o where and under what conditions.

14 | %295 1 BELARRE = | The solution shall support persistent security over time and renewability of that security.

h, poFEFHaRER I &,

15 | LW E DX REF)VICHEE | The solution shall support the flexible expression of different business models/rules, which

TEBZ L, might yet be unknown and which may change over time, markets and geography. Note: Some
business models are envisaged to involve ‘super distribution, in which content and rights to
Interact with it are p d along from one user to another.

16 | #eR)EDRERER A5 %#Z H | The solution shall enable content owners to change business rules whenever and however they
TELIL, wish

17 | {32 NTEREAEETSH % = | The solution shall support implementations that are cost effective with regard to the value of
. the content to be managed and protected.

18 | fEHAR THI & T 8E T % = | The solution shall support fast development of products and services.

Lo

19 | #hE2EE U =RE D) | The solution shall support implementations into devices that have a long life cycle, i.e. at least
BRMEOC L, fivoyours.

20 | BfEAAET 2 EACEHE T X | Implementation of the solution shall be based on currently available technology.

52 &,
21 | BB RN 2 FRE U 72wy & | The solution shall not impose policies. Note: Imposing policies is the legitimate domain of

tﬂ

content, service and application providers, and governments.
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