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Abstract There are some Intruder Detection Systems(IDS’s) to defend networks and systems
against the illegal access. Most systems check the current access with the known illegal access
pattern in the database. However it can not cope with unknown illegal access, i.e. masquarade
and so forth. Moreover, it can not be detected that illegal access through inner network, because
the purpose of these IDS’s is to detect the attacker from outer network.

In this paper, we propose a new IDS called IDS-M(IDS for Masquarade) which detects that
the attacker in the attacker in the inner and outer networks masquarade .as the right user by
monitoring the packets from the outer network and through the inner network. The occurrence
probability of the user’s inputted characters, and the user’s input speed are-used in this method.
Furthermore, we give the experimental result in our network and some considerations.
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