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Security audit method for distributed,systems
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“*Software Development Center, Hitachi,Ltd.

: Abstract , : ;

A method is proposed for analyzing audit logs ‘automatically by using specified rules on.
a common database for various applications and platforms. The proposed method
monitors login/logout ‘and analyzes the access logs to detect unusual usage. It increases
detect precision by analyzing computer usage several points of view (numb}erhof login
failures or illegal period of time and place, etc.). Moreover, the candidates for source
computer are identified if a remote computer is used to -execute remote login by way
-of multiple computers. We propose the method for source computer searching.

This method reduces the security administrator’s work load and detects ‘illegal usage
more preéisgly_. k
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