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Restart Protocol for Hybrid Cheékpointing
in Large-Scale Mobile Systems o
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We have proposed a hybrid checkpoint protocol for stations to take their checkpoints and to be
restarted in the mobile computing systems. Here, Two kinds of checkpoint protocols are combined. That
is, fixed and mobile stations take their checkpoints synchronously and asynchronously, respectively. For
supporting mobile stations to take checkpoints asynchronously and to be restarted consistently with the
fixed stations, there are checkpoint agents in mobile support stations. In this paper, in order to support
large-scale mobile computing systems, a communication-induced checkpoint protocol is adopted among
the fixed stations. Especially, this paper discusses the restart protocol for supporting disjoint restart
domain induced by the mobility of the stations. By using this protocol, it is realized for large-scale
mobile systems to be fault-tolerant in the presence of stop faults in fixed and mobile stations.
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1 Introduction

Information systems are getting distributed
and larger by including various kinds of stations
interconnected by local-area and wide-area net-
works, e.g. the Internet. Especially, many kinds of
mobile stations like notebook computers, mobile
computers, and personal data assistants EPDAS)
are available. New computing paradigms like no-
madic computing are also proposed according to
the advance of the mobile stations. Hence, recent
information systems are developed based on large-
scale mobile computing systems including fized
stations and mobile stations. A fixed station is
located at a fixed location in the network, i.e. it
can always communicate with another station by
using the same address. A mobile station moves
from one location to another, i.e. its address may
change during its computation. The network is
divided into multiple cells. That is, a mobile sta-
tion moves from one cell to another. There is a
mobile support station (MSS) in each cell and a

mobile station communicates with another station
only through the MSS supporting the cell where
the mobile station is supported.

In information systems, applications are real-
ized by cooperation of multiple stations. Usually,
these stations and the network interconnecting
the stations are developed by using widely avail-
able products including engineering workstations,
personal computers, mobile computers, Ethernets,
routers, switching hubs, and so on. Mission criti-
cal applications cannot always be realized by using
such products. Hence, it is important to discuss
the way to make and keep the system so reliable
and available. Checkpoint-restart is one of the
well-known method to realize a fault-tolerant dis-
tributed systems. Each station sometimes takes
its checkpoint during executing an application by
storing its state information into its stable stor-
age. If some station fails, the stations in the sys-
tem are restarted from the checkpoints. To keep

- the system consistent even after the restart, a



set of checkpoints are required to be consistent.
In order to take checkpoints consistently, there
have been proposed two kinds of protocols: syn-
chronous checkpoint protocols and asynchronous
ones. Most checkpoint protocols have been. de-
signed to support only fixed stations. However,
a mobile station has different properties from a
fixed one, e.g. the mobility and the limitation of
battery and storage. In order to realize reliable
mobile information systems, a hydrid checkpoint
protocol has been proposed L] Here, fixed and
mobile stations take their checkpoints by using
synchronous and asynchronous checkpoint pro-
tocols, respectively. However, all the fixed sta-
tions are required to take their checkpoints syn-
chronously in the protocol. Hence, stations which
do not need to be restarted are also restarted and
exchanged synchronous messages are increased
as the stations are increased. Communication-
induced checkpoint protocols have been proposed
to support large-scale distributed systems only in-
cluding fixed stations [8]. In this paper, we pro-
pose a novel protocol realized by the combination
of the communication-induced checkpoint proto-
col [4] and the hybrid checkpoint protocol in or-
der to achieve fault-tolerance in large-scale mo-
bile computing systems. Especially, we discuss
a restart protocol achieved by the cooperation of
fixed stations and checkpoint agents in MSSs sup-
porting mobile stations.

The rest of this paper is organized as follows: In
section 2, a system model of a large-scale mobile
computing system is described. In section 3, the
conventional protocols are discussed. In section 4,
a novel protocol for supporting large-scale mobile
computing systems is proposed.

2 System Model

A mobile computing system & = (V, L) is com-
posed of a set of stations V' = {sy,...,8,} and
channels L C V2. An application is realized by
cooperation of multiple stations communicating
with each other by exchanging messages through
the channels. We assume that each channel in L
is reliable and bidirectional like TCP (Transmis-
sion Control Protocol). Communication events,
ie. a message-sending event s(m) and a message-
receipt one r{m) of a message m, and local events
occur in §. A state of a station s; is assumed
to be changed only when a communication event
occurs. A local state of s; is determined by the
initial state and the sequence of communication
events occurring in s;.

There are three kinds of stations: fized sia-
tions F; (i = 1,. <SF)), mobile stations M;

Il =1,...,n(M )), and mobile support stations
MSSs) s, (s = 1,...,n(5)). Each F; is con-
nected at a fixed locatwn in the network M,
moves from one location to another. If M; is in a
cell supported by an MSS S,, M; communicates
with another station only through S, by using a
wired or wireless channel. S, forwards messages
from M; to destination stations and delivers mes-
sages from the other stations to M;. M; has the
same address as long as in the same cell. The
connection with M; is automatically maintained
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Figure 1: Mobile computing system.

by the cooperation of the MSSs even if M; moves
among the cells [10,12,13]. The fixed stations and
the MSSs are assumed to be interconnected by a
high-speed reliable network. M; does not have so
much capacity of battery that M; can continue to
communicate with an MSS S, for a long period.
Hence, M, often disconnects the connection with
another station in order to reduce the power con-
sumption while the applications are being com-
puted in M;. Furthermore, M; does not support
enough computation power and storage capacity
like disks storages. Hence, it is not easy for M, to
take a checkpoint by itself.

3 Hybrid Checkpoint Protocol

3.1 Consistent checkpoint

We overview the conventional checkpoint-
recovery protocols. Each station s; € V takes a
local checkpoint ¢; by storing the state information
of s; in the stable storage. A global checkpoint C
is a set of local checkpoints taken by the stations
in V,ie. C = {c1,...,cn}. If the stations take
the local checkpoints and restart independently
of the other stations, there may exist two kinds of
inconsistent messages: lost messages and orphan
messages. Here, suppose that s; sends a message
m to s;. A message m is lost iff s(m) occurs be-
fore c; and r(m) occurs after c;. m is an orphan
iff s(m) occurs after ¢; and r(m) occurs before
¢;. C is defined to be consistent iff there is nei-
ther lost nor orphan message [3]. If there exist
orphan messages, S cannot be restarted consis-
tently. However, if s; stores m in a message log,
s; can take m from the log when s; is restarted
from c;, that is, no message is lost and S is consis-
tently restarted. Hence, C can be defined to be a
consistent global checkpomt iff there is no orphan
message.

Two kinds of protocols for ta.kmg consistent
global checkpoints in & have been proposed: asyn-
chronous and synchronous checkpoint protocols.
In the asynchronous checkpoint protocols [1,7,15],
each station in & takes local checkpoints inde-
pendently of the other stations. If some station
fails, the stations cooperate to find a consistent
global checkpoint. On the other hand, in the
synchronous checkpoint protocols (3,9, 14], mul-
tiple stations are coordinated to take a consistent
global checkpoint. The asynchronous checkpoint
protocol implies less communication overhead for




taking checkpoints. than the synchronous one be-
cause no communication is required -among the
stations. However, it takes longer time for the
stations to be restarted in the asynchronous one
because the stations have toexchange messages
carrying the information of the local checkpoints.
Moreover, if no consistent global checkpoint can
be found, the stations have to be restarted from
the initial state. It is called the domino effect [11].
In the synchronous checkpoint protocols, the sta-
tions can always be restarted from the most recent
consistent global checkpoint and no domino effect
occurs. The communication overhead for taking
the checkpoint can be acceptable in the high-speed
networks.

3.2 Hybrid checkpoint protocol

The computation in § is realized by cooper-
ation of the fixed stations F; (2 = 1,...,n(F))
and the mobile stations M; (I = 1,...,n(M)).
The mobile stations are supported by MSSs S,
(s = 1,...,n(S)). Each M; is in a cell of some
MSS S;. Here, M; is supported by S, and S, is
the current MSS of M;. The stations exchange
messages by using a mobile communication pro-
tocol FlO, 12,13]. Each station can communicate
with the others without being conscious of the lo-
cations of the stations. In this paper, we assume
that the state of every station is changed only if
a communication event occurs.

The synchronous checkpoint protocols have an
advantage that the stations can be restarted with-
out domino effect. However, it is difficult for mul-
tiple mobile stations to take local checkpoints syn-
chronously [5]. Thus, a hybrid checkpoint proto-
col [5] has been proposed.

[Hybrid checkpoint]
e Fixed stations take their local checkpoints
by using a synchronous checkpoint protocol.
A collection of the checkpoints taken by the
fixed stations is referred to as a coordinated
checkpoint.
o The mobile stations take their local check-
points by using an asynchronous checkpoint
protocol. O

At a local checkpoint c{” of M, the state infor-
mation of M; isstored in the stable storage of the
current MSS S,. In addition, the messages sent
and received by M; are also stored in the stable
storage of S,. M, fails to take cf” if the chan-
nel between M; and S, is disconnected. Thus,
M;j can take ciM only if M; does not move out of
the cell and has enough capacity of the battery to
take c{“' . Therefore, M; asynchronously takes the
local checkpoint, i.e. independently of the other
stations.

If some station fails, all the fixed stations
are restarted from the coordinated checkpoint C.
Each mobile station M; is also restarted from its
checkpoint cM by restoring the state information

stored in an MSS S,. However, cM might not be
consistent with C. In a hybrid checkpoint proto-
col, S, stores the messages exchanged between M;
and other stations after taking cf” . In a restart

protocol, M; recomputes the messages until M;
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Figure 2: Checkpoint in Hybrid Protocol.

get a state consistent with C.

4 Protocols

4.1 Communication-induced protocol

In the conventional hybrid checkpoint proto-
col, all the fixed stations take their checkpoints
simultaneously according to the protocol based
on two phase commitment [9] for taking a con-
sistent coordinated checkpoint. In a large-scale
distributed system, i.e. there are many fixed sta-
tions in the network, high communication over-
head for synchronization among the fixed sta-
tions is required. . In order to restart the sta-
tions consistently, it is not always required for
all the stations to be restarted from their check-
points. Communication-induced checkpoint pro-
tocols [4,8] have been proposed.

First, we define a semi-consistent coordinated
checkpoint in S.
[Semi-consistent] let G be a subset of a fixed
stations {Fy,..., Fym}. A coordinated check-

" point C(G) = {cf'|F; € G} is semi-consistent for

G iff there is no orphan message for every channel
of F;€G. O

Here, suppose that a fixed station F; has taken
a checkpoint c{" . If F; sends a message m to an-
other fixed station Fj after taking ¢, m is re-
ferred to as a checkpoint message of cf to Fj.

m carries an information that F; has taken cf.
In order to take a semi-consistent coordinated
checkpoint among a subset of the fixed stations
{F1,..., Fo(r)}, each F; takes its checkpoint cf
according to the following checkpoint rule:

[Checkpoint rule] F; takes a checkpoint cf just
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Figure 3: Restart in Hybrid Protocol.

before a message-receipt event r(m) of a check-
point message m in Fj. O

If F; fails, it is not sufficient to restart only
F; from its checkpoint ¢/ because there may be
orphan messages. In order to restart the system
from a semi-consistent coordinated checkpoint, if
F; is restarted from ¢, an event e; in Fj where

cf' — €; has to be canceled by restarting F;. On

the other hand, if no event e; where ¢f

— €5

occurs in F;, F; is not required to be resta.rtecjl
from cf' .
[Theorem] According to the [Checkpoint rule],
a semi-consistent coordinated checkpoint C(G) is
taken where the system S is kept consistent if only
and all the fixed stations in G is restarted. O

In order to determine a set of fixed stations to
be restarted if some fixed station F; fails, we define
a precedence relation among checkpoints and a

restart domain as follows:
[Checkpoint precedence] Let ¢f and cf be
checkpoints taken by F; and Fj, respectively. Let

e; and e; be events such that

F
® C; — €

° cf' — €;, and

e there is no event ¢ where cf — e — ¢; or
F
c

;e €.

Here, cf precedes cf (cf =>¢f)iffe; —e; 1. O
[Restart domain] A restart domain D(F;) of
F; is a following set of fixed stations:
e F; € D(F;) if cf has been taken by F;. Oth-
erwise, D(F;) = 0.
e F; € D(F,) if ¢ has been taken by p; and
cf = cf or ef = ¢f where ¢f € D(F). O
If all the stations in V are fixed stations, all
the stations in each restart domain are connected.

! means a causal relation among events [2].

Hence, a message diffusion protocol can be used

- for sending restart request messages to all the sta-

tions in a restart domain. . :

4.2 Checkpoint information forward-
ing :

In a mobile system § = (V,L) where V in-
cludes both fixed and mobile stations, a restart
domain D(F;) for a fixed station F; is not always
connected. This is because a mobile station M,
moves between cells after receiving a checkpoint
message from F;. For example, suppose that a
mobile system & includes two fixed stations F;
and Fj, one mobile station M; and two MSS S,
and S; where there are two channels (F;, S,) and
(Fj,S;). Initially, M; is supported by S,. Af-
ter taking a checkpoint cf, F; sends a checkpoint
message m; to M; through S,. Then, M; moves
to another cell supported by S; and sends an-
other checkpoint message m; to Fj. On receipt
of m;, F; takes a checkpoint cf' according to the
checkpoint rule. Now, F; and Fj are included in
a restart domain which is not connected. Hence,
a message diffusion protocol cannot be used to
distribute restart request messages if one of the
stations in this restart domain fails.

In order to solve this problem, checkpoini
agents are required to cooperate. In this exam-
ple, a checkpoint agent A% of M; in S, holds the
following information:

o A! receives a checkpoint message from F;.

o M; moves to a cell supported by S;.

On the other hand, another checkpoint agent Al
of M; in S; holds the following information:

e M; moves from a cell supported by S,.

o A! sends a checkpoint message to F;.
If F; fails and is recovered, F; sends a restart re-
quest message Rreg to A’ by using a message dif-
fusion protocol. A! forwards (or tunnels) Rreg to

Al according the above information. Then, Al
sends Rreq to F; also by using a message diffu-
sion protocol. By using this protocol, the restart
request messages can be transmitted even in a dis-
connected restart domain.

For implementing this protocol, we extend an
agent cooperation protocol for exchanging address
information [6]. Here, suppose that a mobile sta-
tion M; moves from a cell supported by S, to an-
other one supported by S,. Consider the case that
M; takes its checkpoint c{“ while M is supported
by S;. The state information and the messages
exchanged between M; and other stations after
taking c¢M is stored in a stable storage in S;. The
messages exchanged between M; and other sta-
tions while M; is supported by S; are stored in
a stable storage in S;. If M; receives a restart
request message, M) has to collect the state infor-
mation at ¢™ and the messages stored in S, and
S;. Here, .&', and S; exchanges their addresses,
e.g. IP addresses and port numbers in' TCP/IP
network, through a home agent of M;. In order
to forward a restart request message, S, informs
S; whether M, has received a checkpoint message
with the address information.




4.3 Hybrid checkpoint protocol for
large-scale mobile systems

In a novel hybrid checkpoint protocol, a set G
of fixed stations where G C {F},.. n(p)} take
a semi-consistent coordinated checkpomt C(G) =
{cF |F; € G} by using the communication-induced
checkpoint protocol discussed in the prevmus sub-
section while the mobile stations My, ..., My(ar)
take checkpoints ¢¥,..., cﬁ‘{ my bY the asyn-
chronous one.

Now, we discuss how each M; takes ¢c™. Here,
suppose that M; is supported by S;. 'Ilhe a.gent
Al in S, takes a tentative checkpoint tc] inde-
pendently of the other stations. The state mfor-
mation required for M; to be restarted from tcl
carried by a tentative checkpoint request’ messa.ge

TCreq. On receipt of TCreg, A% stores the state
information of M; to the tentative state log tslf”
in the volatile storage of S,.
[Tentative checkpoint tcM in A!]
1) M; sends TCregq to A’ TCreq carries the
state information of Mz
2) On receipt of TCreq, Al takes tcM of M; by
storing the state information to tslM
3) If some agent A} had taken another tenta-
tive checkpoint tc/ of M;, A} requires A} to
discard tcfM, ,

Aset G C {Fy,..., Fy(r} of fixed stations take
a semi-consistent coordinated checkpoint C(G) =
{cF|F; € G} according to the following checkpoint
rule:

e If F; decides to take a checkpoint by such a
trigger as a user request or a timeout and F,-
has not yet taken a checkpoint, F; takes cf

e If a message-receipt event r(m) occurs in F
where F; has not yet taken a checkpoint a.nd
F; receives a checkpoint message m from Fj,
F; takes ¢} just before r(m).

The former means that the checkpoint protocol
can be initiated by multiple stations. By taking
a checkpoint according to the latter, there is no
orphan message in a channel (F;, F;).

Let (A') be a sequence of agents (4!,,...,4.,)
supporting M; where Al has tc{” and Al is the
current agent of M in the current MSS S!,. If
S, receives a checkpoint message from some fixed
statmn A’1 changes tcM to a permanent check-
point ¢ by storing the state information in tsi¥
to the stable state log si. In addition, each Af,a
(1 € a < n) stores the messages in the tentative
message log tmI} to the stable one mi}M. The
stable logs are stored in the stable storage while
the tentative logs are stored in the volatile one.
[Permanent checkpoint ¢ in A4} ,]

e If S! has not yet taken a permanent check-

pomt and receives a checkpoint message, Al
moves the messages from a tentative message
log to a stable message log and sends a check-

point request message Creg to S! s(n—1)*

o If S, where 1 < a < n receives Creg from
St s(a +1), - oves the messages from a ten-
tative message log to a stable message log
and forwards the checkpoint request message

Cregq to. Si(a 1) .
o If A receives Creg, A}; moves the state in-
formation from tsiM to siM.
In order to exchange address information and
checkpoint information between 4!, and A!
the following two protocols are apphed.

s(a-{—l)

[Disconnection from 4!,] -
o If M, is disconnected from Am, i.e. M;moves
out of a cell supported by S!,, M; sends a
message My to its home agent A'. m, in-
cludes an address of Al and a variable '
representing whether M; has taken a perma-
nent checkpoint.

[Connection to A‘(a+1)]
1) If M; is connected to Aa(a+1)’ ie. M; moves
into a cell supported by S s(at1) M, sends a
message myg including an address of A! s(at1)

to its home agent A'.

2) On receipt of mg, A' sends m, and mg to
Af,(u +1) and Al respectively. .

3) If C' represents that M; has taken a perma-
nent checkpoint, messages that A"( a+t1) is go-

ing to send are checkpoint messages.

4.4 Restart protocol for large-scale
mobile systems

We discuss how fixed and mobile stations are

restarted. A fixed station F; is restarted as fol-
lows:
[Restart in F;]

e On receipt.a restart request message Rreg
from another fixed station or a checkpoint
agent, F; forwards the Rreg to all the neigh-
bor fixed stations and checkpoint agents in-

cluded in the same restart domain as F;..
In order for Mj,..., Mya) to be restarted
from the states consistent with a semi-consistent

coordinated checkpoint C, checkpoint  agents
have to cooperate. Let (A') be a sequence
(Aly,..., ALY of checkpoint agents for M;. Sup-
pose Aﬂ has a permanent checkpoint ¢, 4!
(1 < m < n) has a tentative checkpoint tcM, and
A}, is the current agent. That is, A}; and A}

receive TCreq from M; and Al, (1 < o < m)
receives a checkpoint. message The messages ex-

changed between M; and A (1 < p <o) are
stored to mlip and used by M1 for obtaining a

state consistent with C. A recovery protocol for
M; is as follows:

[Restart in M;]
1) If S, receives Rreq, Al sends a state log re-
quest SLreq to Al 1 and a message log request
MLreq to every Al » (1<p<o0)



2) On receipt of SLreg, A}, sends A}, back a

3)

4)

5)

6)

7

~

8)

9)

5

state log reply SLrep contammg the state in-
formation at ¢M in siM. ,

On receipt of MLreq, each Aip (1<p<o)
sends Al back a message log reply MLrep
containing the messages in mlip.

If Al has tcM, A,, sends a tentative state
log cancellation request SLCreq to Al

On receipt of SLCreg, A, discards tc}?, i.e.
discards the state information in tsl;,, and
sends A} back a tentative state log cancel-
lation reply SLCrep.

Al sends a message log cancellation request
MLCreq to every A}, (m < g < n).

On receipt of ML Creg, A, discards the mes-
sages in ¢ml;; and sends Al back a message
log cancellation reply MLCrep.

After receipt of SLrep, MLreps, SLCrep and
ML Creps sent in steps 2), 3), 5) and 7), re-

spectively, Al forwards these messages to

1.
On receipt of the messages sent in step 8),
M; restarts from c, by the state informa-
tion carried by SLrep and recomputes the
messages carried by MLreps to get the state
consistent with C.

Concluding Remarks

In this paper, we propose a novel hybrid check-
point protocol for supporting a large-scale dis-
tributed systems. Here, a communication-induced
checkpoint protocol and an asynchronous check-
point protocol are applied to fixed stations and
mobile ones, respectively. A restart protocol for
the hybrid checkpoint protocol is designed. For
supporting a restart domain which is not con-
nected, a cooperation among checkpoint agents by
transmitting checkpoint information is designed.
The cooperation is realized when a mobile station
is disconnected .and connected to the network, and
when the system is restarted from the checkpoint.
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