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SPAgent— A Security Module Adaptable for EC Systems

M. Kajiuraf, T. Goto!, T. Takahashi* and K. Akiyama'
t Human Interface Laboratory, R & D Center, Toshiba Corp.
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We have developed a basic module SPAgent which is suitable for implementation of digi-
tal contents/service distribution systems. SPAgent avoids many kinds of delicate problems
derived from user authentication, controlling the client’s privacy level, and adapting to ever-
changing WWW server/client systems. And it provides common methods to execute service
programs, unified ways of logging into access-controlled services, and other security features
indispensable to EC systems. The module is highly extendable because its implementation
is independent of HTTP servers and WWW browsers, and so it easily enables EC systems to
make use of new technology, to adapt to other kinds of server/client systemns, and to connect
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with new authentication hardware coming into wide use.
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