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Access Control for Training Information System Users
on Usage Etiquette
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The International School of Economics and Business Administration

Reitaku University
Reitaku University Information System Center

Abstract

In a Windows system, a single account can be used to log on to multiple PCs(multi-logon). At
Reitaku University, problems because of duplicated logon have become evident: the multi-logon
facility was used for lending usage authorization to others, which led to disclosing user
authorization information (the account) itself. For everyday use of the information system by
students, accesses by multi-logon must be controlled in order to educate users in information ethics.
In this study, we constructed an access control system to suppress multi-logon for the purpose of
training on the proper etiquette to follow when using the system. Upon detection of a multi-logon,
the system sends a warning message to the logon user as an alert. A UNIKX file server system was
used for this system and therefore it was possible to build the system comparatively easily and at
Jow cost. Running the access control system resulted in definite improvements in the etiquette
followed when the system was used.
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