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Implementation of Varying Laboratory Security Policies
through the Use of VLAN Functions
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Abstract

Implementation of policies related to information security for an assortment of research
facilities in an institution such asa university poses a real challenge. In general, the difficulty
arises from the diverse needs of researchers. Achieving a certain level of security for such
academic organizations requires an environment that facilitates satisfying the security needs of
each researcher, since the individual researchers are the smallest elements of the organization.

In this report, we explain a system in which multiple information wall jacks were installed
in each laboratory and connected through a virtual local area network (VLAN). Communication
between LANSs was implemented through Cisco Catalyst routing modules (RSM/MSFC). Such a
design enabled the implementation of a set of security rules for each VLAN. In addition, as a
security measure, shared Windows folders within each laboratory's LAN were hidden. An
operation for maintaining security by monitoring the movement of each laboratory's traffic was also
proposed. The results of implementing that measure are also reported.
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