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A Routing Method with LDAP Servers for
Hierarchical Virtual Private Networks

Kiyohiko Okayamat Yuji Kanadechift Nariyoshi Yamaift
Hayato Ishibashit Toshio Matsuurat

Abstract

In Virtual Private Networks(VPNs) having hierarchical structure, clients and VPN gate-
ways(VGWs) have to determine the next hop VGW according to the location of the destination.
However, in the existing VPN methods, administrative cost is fairly large because the locations
of next-hop VGWs are managed by static routing tables. In this paper, we propose a routing
method for hierarchical VPNs. In the proposed method, LDAP servers are introduced for man-
aging the routing and authentication information of VPN gateways efficiently. Moreover, clients
and VGWs can determine the next hop VGW dynamically by mapping VPN domains to DNS
domains and by storing the information of LDAP servers to DNS servers. The effectiveness
of our method is confirmed by the experiment on the actual network using clients and VPN

gateways based on our method.
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