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Abstract It is getting more difficult to monitor the multiple service classes provided to various customers or to
detect andjor to trace the Daniel of Service attacks with using only tools showing graphs of whole IP layer traffic
of links like MRTG or checking counters of router interfaces. It is much useful to use a flow visualization tool based
on any portion of headers between the network layer and applications transported by the transport layer at this
kind problem. However, the development of hardware of such flow measurement tools enabling to measure high
speed links costs much because of the its complexity of flow detection process and a number of flows detected in a
short time passing through such high speed links. We discuss of specification of the real-time low measurement tool
which consist of multiple capture devices, a manager device and a user interface device, and propose its architecture
in this paper. And then we report the evaluation of the performance of a prototype of proposed real-time flow
measurement tool developed on PC-UNIX.
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Fig.2 Relation of devices and function
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ID: *IP version®
PST: 0, SIZE: 1, MASK: Ox£0,
HIN: 040, MAX: O0X60,

Child: "IPvé TCP", “IPV6 TCE"

Bit pattern for IPv4 TCP
1D: *IPva TCP"
PST: 9, SIZE: 1, MASK: Oxff,
MIN: 0x06, MAX: 0x06,
child: "IPvé TCP source well-known"

Starting potion of TCP header is 20 byte
from top of IPv4 header

ID: “IPv4 TCP source well-knowa" l

PST: 20, SIZE: 2, MASK: OX£Sff,
MIN: 0x0000, MAX: 0x0400,
Paxent: (mil)

Bit pattern for IPvE TCP
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ID: “IPv6 TCP source well-koown® }

PST: 40, SIZE: 2, MASK: OXffEf,
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Parent: (nil)
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Fig.3 Example of flow definition for TCP well-known port flows
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Table 2 Specification of PCs used for Evaluation

CPU Xeon 2.8GHz

Memory 2GB

HDD 73GB

Bus PCI-X (64bit, 133MHz)

Network interface | 2 10/100Base-TX
Operating system | RedHat 9 linux kernel 2.4.20

Packet speed {Kpacket/sec)
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Fig.5 Capture loss depending on the number of flow definition
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