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A Efficient Management Method of Access Policies
for Hierarchical Virtual Private Networks

Kenta Fukuit  Kiyohiko Okayamatt Nariyoshi Yamaiftt
Hayato Ishibashif Toshio Matsuurat

Abstract

In Virtual Private Networks(VPNs) having hierarchical structure, since each VPN domain has
different access policy (whether VPN gateway should perform authentication and data encryp-
tion, and so on), the administrator of a VPN domain may need to configure access policies which
are different from every VPN subdomain. However, in the existing VPN methods, since access
policies are stored in static configuration file of each VPN gateway, the administrator of a VPN
domain has to cooperate with the other administrators of its subdomains. Therefore, manage-
ment cost of access policies becomes fairly large if the organization has complicated structure. In
this paper, we propose an efficient management method of access policies for hierarchical VPN.
To reduce management cost, we introduce a database with hierarchical structure to represent
access policies easily and policy servers to get access policies automatically. The effectiveness
of our method is confirmed by the experiment on the actual network using policy servers based
on our method.
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