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Abstract The volume of mass unsolicited electronic mail, often known as spam, has recently increased enormously

and has become a serious threat to not only the Internet but also to society. This paper proposes a new spam de

tection method which uses document space density information. Although it requires extensive e-mail traffic to

acquire the necessary information, an unsupervised learning engine with a short white list can achieve a 100% recall

rate and 100% precision. A direct-mapped cache method contributes handling of over 12,500 e mails per secorsd.

Experimental results, which were conducted using over 50 million actual e-mails, arc also reported in this paper.
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Main Procedure Check-Mail
Input

T: Text of Mail

Var h: Hash value
begin

end

New-Hash-DB-Candidate
+— Make N Hash values from T
for h in New-Hash-DB-Candidate do
if Similar(Mail in Hash-DB pointed by h,
New-Hash-DB-Candidate)
then Update-Similar-Mail(
Mail in Hash-DB pointed by h)
exit Check-Mail
// If No Similar Entry exists in Hash DB
Store-New-Mail(New-Hash-DB-Candidate)

Function Similar
Input

H1: Hash-DB entry
H2: New-Hash-DB-Candidate

begin

end

if H1 and H2 share S same hash value
then return Yes
else return No

Procedure Update-Similar-Mail
Input

Var

H1: Hash-DB entry
h: Hash value

begin

end

Increment “No.of Similar Mail” of H1

for first n h in H1 do
Set-DMC-Entry(current h, H1)

if No.of Similar Mail > D

then Mark H1 as “spam”

Procedure Store-New-Mail
Input

Var

H2: New-Hash-DB-Candidate
h: Hash value

begin

end

Store H2 as New Hash DB Entry

for first n h in H2 do
Set-DMC-Entry(current h, H2)

Set “No.of Similar Mails” as 1

Set “No.of DMC Entry” as n

Procedure Set-DMC-Entry
Input

h: Hash value
H: Hash-DB Entry

begin

end

Set DMC Entry for h so that it points H

if Previous h already point Hash-DB Entry: e
& e#H

then Decrement “No.of DMC Entry” of e

if “No.of DMC Entry” of e = 0

then Delete e from Hash DB
& Clear DMC entry which point ¢
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