2004—QAI—-13 (2)
20041028

#HEEA BRAEZES PIERS
IPSJ SIG Technical Reports

Fo27 4 v 7BERICEA2FHY—20BHY XT L
Sk Fith! i BET O me BT 4l sSxt

TRRERKRA St EX 2 ) T 7Yz s b ¥ T180-8750 BUREREMEF ifi -PHET 2-9-32
E-mail: T {Kazuya.S,Shunsuke.Baba, Takashi.Tanaka, Takuya.Kanayama}@jp.yokogawa.com

HoEL BEDAUF—Fy MNIXT—LRBEL, EEMRIS 74 v 7 2ERLTVS. U—L+S5 74
v 7 13 DoS WBRLHENT 7 v X L RRICKFIAT FLRIZHEET S, LEN->THRABAT FLAKHTS +5
T4y 8BRTIIECEST, FRV—L2OHBRICLBA VI F Y FORYIRRBHETEX 5. 46, *FH
DT FLVRAZHT DI 74 v 72 BETIZEICLY, EFMICEELTVWAT—LLZDOMDRF ¥ L 1TAR
EEQBTHVRATLARMBE L. ERZBLERVATACLVEFRY — AOHBENIHBRE CRETE= &
EABETHRARS.

¥—U—F Xy bU—2+5T740v7, RERT FLR, 7y MER, FEY—A
New worm detecting system with traffic monitoring
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Abstract Worms are spreading in the Internet these days and generating constant traffic. Worm traffic arrives at
unassigned addresses just like DoS attacks and misuses. Thus, monitoring the traffic to unassigned addresses enables us to
detect new worm outbreak instances. We have established a system that can distinguish well-known worm traffic and irregular
traffic like scanning or new worm outbreak. This report describes that we found a new worm occurrence in its early stage with

our proposed system.
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