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Abstract Network monitoring is necessary to evaluate the performance and to ensure operational stability and
efficiency. We have been monitoring traffic statistics for the JGN-II network and are studying the results. RTT is
one of statistics we have collected as a byproduct of the monitoring activity. RT'T values do carry some hints about
the underlying network’s quality of service and capacity. In this paper, we clarify the nature of the RTT statistics
that we have collected for the JGN-II network and survey the techniques used to analyse RTT statistics. We then
analyse the RT'T—statistics and examine its utility in monitoring network status.
Key words network management, network monitoring, RT'T measurement

1. Introduction has occurred. And we would know the predictive information

about quality of service, throughput and so on.

Network Traffic Monitoring is an important aspect of net- We have been researching and developing techniques of
work management and security. For example, we might ob- analysis and providing traffic statistics at a “JGN-II moni-
serve the effects on the network traffic when an event, such as toring project”. In this project. we aim at providing network

a network failure, an operational failure or a security incident information for network administrator to management and



for network user to know network status in experiment.

To execute this monitoring project, we put 10 probes in
JGN-II network and have been monitoring traffic statistics
for that network (Table 1 in Sec. 3). And two different
agents have been collecting traffic statistics from probes via
SNMP.

In this paper, we focus on Round Trip Time (RTT). This
measurement shows us the important information to evalu-
ate network quality of service, conditions and other status.
And there are many works about RTT, e.g. distance metrics,
RTT distribution, etc. We use SNMP to collect traffic statis-
tics. As a byproduct we also record the time taken for each
SNMP query to complete. This gives us the “SNMP-RTT”.
In this work, we examine the usefulness of this statistice and
we show the correlation between the SNMP-RTT and RTT
measured by other tools.

This paper consists of the following sections. Firstly we
define the Round Trip Time and consider the relationship
of our monitoring measurement in Sec. 2. We describe our
monitoring environment in Sec. 3. We show some techniques
to analyze RTT in Sec. 4. We also consider the result of
analysis here. Finally we present our concluding remarks

and future plans in Sec. 5.
2. Definition for RTT

There are many tools such as ping, traceroute, skitter,
pchar and other tools, to measure Round Trip Time (RTT in
short). Here we consider what kind of statistics these tools

measure. Firstly we clarify the definition of RTT.

Node A Node B

“Proc(B)

Fig. 1 diagram to measure Round Trip Time

Fig. 1 shows that the diagram of a packet flow. We sim-
plify the Round Trip Time from node A to node B on single

path as follows:

RTT(A, B) = 6a—~B + 654 + Proc(B).

The first term (64— p) stands for the time taken by the
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Fig. 2 the type of RTT depending on the measurement tools

packet to transit from Node A to Node B. and the second
term (6p—4) vice versa. The last term (Proc(B)) is the time
that Node B takes to process the received packet and send
the response packet.

The value of 48, we call it transit time, is reflected on
the distance between two nodes. This value is influenced by
the network status, such as capacity, available bandwidth
and so on. Huffaker et al. deals with this issue(3].

On the other hand, processing time, Proc(B), depends on
the time of packet such as ping, traceroute, SNMP polling
and HTTP application. If the application to measure the
RTT is changed, the change is reflected on processing time.
For example, there must be difference between the process-
ing time of HTTP application, time of SNMP access, and
the time of ping. And it is easy guess that the simpler the
measurement tool is, the shorter the processing time is. But
with many measurement tools, it is difficult to measure these
values separately. So we would like to know how to evaluate
the processing time from these measurement tools.

As another matter, we also classify the type of RTT mea-
sured by the tools (Fig. 2). The estabilished tools, e. g,
ping, traceroute and so on measure the IP-layer RTT. In
this work, we use SNMP to collect traffic statistics. We also
record the time taken for each SNMP query to complete, as
a byproduct. We think that if the type of measuring RTT is

changed, the different network information is provided.
3. Environment

In this section we describe our monitoring environment in
JGN-II[1].

JGN-II is an open test-bed network environment for re-
search and development and provides nationwide IPv6 net-
work and optical wavelength networks in Japan.

We project a network traffic monitoring in JGN-II net-
work. We aim at providing user network traffic information
and analysis techniques to use for research and experiment
in JGN-II network.

We adopt passive monitoring with splitter or tapping
equipment for 100base-TX or 1000base-SX link. We have
been placing probes at Miyagi, Tokyo, Gifu, Kyoto, Hi-

rosihma and Saga, and polling traffic statistics from agents



on Sendai and Kyoto.

Table 1 shows our monitoring environment as on 26 July
2004. We place probes monitoring lines passively at all points
in JGN-II. We use SNMP framework to collect traffic statis-
tics. Two Polling Agents at Sendai and Kyoto periodically,
every 60 seconds, access probes by SNMP over [Pv6 and ob-
tains traffic statistics which is obtained in the form of Man-
aged Objects. We open these traffic information to the pub-
lic [2].

Table 1 Monitoring Environment in JGN-II
Items Number
Sites where probe is placed | 9
Placed probes 10
Monitoring points 11
Monitoring links 26
(with VLAN) (19)

Polling Agents 2

We show our monitoring traffic statistics on table 2. Here
“other protocols” means that it is an IPv6 packet but its next
header field is not ICMPv6, TCP or UDP. We also have been

collecting Round Trip Time measured by traceroute6.

Table 2 Measuring statistics

1Pv6 packets/traffic volume

ICMPV6 packets/traffic volume

TCP over IPv6 packets/traffic volume
UDP over IPv6 packets/traffic volume
Other protocols packets/traffic volume
SNMP Polling Interval

Elapsed time by Traceroutef

We provide cilckable map to show the traffic graph. The
following example shows the traffic volume between Research
Institute of Electric Communication in Tohoku University
and the University of Tokyo on Fig. 3. In this way, user can

know the network traffic statistics graphically.
4. Measurement Experiment

In this section, we introduce our experiment and show
techniques to analyze the Round Trip Time. To measure
the RTT, we adopt two methods to collect. One is round
trip time measured by traceroute6. It sends UDP packets by
IPv6 protocol, which payload length is 20 bytes with 40 bytes
IPv6 header, contrglling a “hop limit” field and attempts to
elicit an ICMP6 TIME_EXCEEDED IN-TRANSIT and fi-
nally obtains an ICMP6 PORT UNREACHABLE response.
This method measures the interval from sending packet to
get ICMP6 PORT UNREACHABLE.

The other method is to measure polling interval from the

time to send get request to the time to get response from the

Fig. 3 Traffic Graph between RIEC in Tohoku University and
the University of Tokyo

agent by SNMP over IPv6. We have been collecting these
values every 60 seconds.

Firstly we consider about processing time. And next we
survey the character of traceroute6 comparing and SNMP
to collect traffic statistics with the mean and mode value of
each statistics. Finally, as we collect these statistics from two
different sites, we consider the correlation of these values.

4.1 Processing Time

Here we consider about processing time. We evaluate the
RTTs measured by traceroute6 and SNMP to collect traffic
statistics to the node on the same link (we call the later one
“SNMP-RTT”). We might bypass influences by transit time
from these measured values to do above.

We show these results on Fig 4. The measurement is done
on 19th Nov. 2004. Remark that Y-axis scale is log-scale.
There nodes in this experiment are on the same LAN. In the
case of Kyoto, the source and target are on the same host.

The figure on left side shows the distribution of tracer-
oute6’s RTT and SNMP-RTT in Sendai. The figure on right
side shows the distribution of traceroute6’s RTT and SNMP-
RTT in Kyoto. We also draw the line at the mode value for
SNMP-RTT. But the mode values of traceroute6’s RTT is
are both 0 so we cannot draw those lines because Y-axis is
log-scale. We can ensure that the processing time depends

on the measurement tools.

Fig. 4 traceroute6’'s RTT and SNMP-RTT to the node on the

same LAN



4.2 Mode and Mean Properties

Here we discuss the statistics from RTT measurement.
From Fig. 5 to Fig. 13 are graphs to plot the traceroute6’s
RTT and SNMP-RTT for each probes on 19th Nov. 2004.
And also we draw the line at the value where the mean
and mode value for the sets for each traceroute6’s RTT and
SNMP-RTT. Note that we did not have reachability for one
probe on that day. Therefore, there are only 9 graphs. We
can see from these figures that there are stability for time
duration of traceroute and polling interval, and also, the dif-

ference between them is almost constant.
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Fig. 9 Traceroute6’s RTT ans SNMP-RTT for the node at Saga

Univ.

Fig. 5 Traceroute6’s RTT ans SNMP-RTT for the node at Hi-
roshima City Univ.

Fig. 6 Traceroute6’s RTT ans SNMP-RTT the node at Hi-

roshima Univ.

Fig. 7 Traceroute6’s RTT ans SNMP-RTT for the node at Kyoto

Univ.
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Fig. 8 Traceroute6’s RTT ans SNMP-RTT for the node at Syn-
ergy Center in Tohoku Univ.

Fig. 10 Traceroutef’s RTT ans SNMP-RTT for the node at
Sendai (Cyber Solutions Inc.)

Fig. 11 Traceroute6’s RTT ans SNMP-RTT for the node at
RIEC in Tohoku Univ.

Fig. 12 Traceroute6’s RTT ans SNMP-RTT for the node at
TRIX

Fig. 13 Traceroute6’s RTT ans SNMP-RTT at the Univ. of
Tokyo

Next, we consider the daily distribution of traceroute6’s
RTT and SNMP-RTT. We focus on two statistics, the mean
value and the mode value. The figure on the left side shows
the daily distribution of RTTs from Sendai. The figure on the
right side shows the daily distribution of RTTs from agents



at Kyoto University.

Fig. 20 shows the daily distribution of RTTs to Research
Institute of Electrical Communication (RIEC) in Tohoku
University. We can see from the figure that there are not so
fluctuate in traceroute6’s and SNMP-RTT. In contrast with
this, Fig. 22 shows the same graph but the destination is a
node located at the University of Tokyo. This figure shows
the median value and mode value of traceroute6’s RT'T which
are stable. but there is a variation in the values of SNMP-
RTT from Sendai compared to the values from Kyoto. We
can guess that there are some problems on the path between
Sendai and the University of Tokyo. Also we can see from
the graphs of Kyoto’s agent that the mode values of tracer-
oute6 on 8th Nov., 9th Nov., and 10th Nov. have the gap

from the mean values of traceroute6.

Fig. 14 Daily Distribution of traceroute6’s RTT and SNMP-RTT
in Hiroshima City Univ. on Nov. 2004
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Fig. 15 Daily Distribution of traceroute6’s RTT and SNMP-RTT
in Hiroshima Univ. on Nov. 2004
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Fig. 16 Daily Distribution of traceroute’6 RTT and SNMP-RTT
in Kyoto Univ. on Nov. 2004

et Ty T e

Fig. 17 Daily Distribution of traceroute6’'s RTT and SNMP-RTT
in Synergy Center at Tohoku Univ. on Nov. 2004

Fig. 18 Daily Distribution of traceroute6’s RTT and SNMP-RTT
in Saga Univ. on Nov. 2004

Fig. 19 Daily Distribution of traceroute6’s RTT and SNMP-RTT
in Sendai (Cyber Solutions Inc.)

Daily Distribution of traceroute6’s RTT and SNMP-RTT
in RIEC at Tohoku Univ. on Nov. 2004
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Fig. 21 Daily Distribution of traceroute6's RTT and SNMP-RTT

in TRIX on Nov. 2004

4.3 Correlation

We have been monitoring network traffic statistics from
two different sites. So we evaluate the correlation of tracer-
oute6’s RTT and SNMP-RTT.

Fig. 23 plots the RTT values where X-value is the value



Fig. 22 Daily Distribution of traceroute6’s RT'T and SNMP-RTT
to the probe at the University of Tokyo on Nov. 2004

from Sendai and Y -value is from Kyoto on 19th Nov. 2004.
The drawing points of traceroute6’s RTT are centered on
one point, but the points of SNMP-RTT vary widely. The
reason we can see the concentrated points on the line X =
1,000msec. and Y = 1,000msec, is because we set 1 second
as retry interval for SNMP Polling.

Note that we did not have reachability for one probe on
that day. We can also observe that the SNMP-RTT seen
from Sendai is not stable in compared with the SNMP-RTT

seen from Kyoto.
5. Conclusion

In this paper, we have focused on RTT as a statistics for
estimating network performance and operational status. We
have used “SNMP-RTT” values obtained as a by-product of
network monitoring. We have analyzed the usefulness and
significance of this statistics. We have shown that SNMP-
RTT is useful in obtaining an insight into the operational
dynamics of the network.

As future work, we introduce the reason we have been
monitoring and analyzing network traffic. We are aiming
at modeling network traffic statistics and we obtain hints to
analysis deeply if measured traffic statistics is errant from
established traffic model. We will make the model for RTT
values in JGN-II network and discuss event detection with
these statistics applying for network management. And we
will continue further consideration to the properties of RTT
values.
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