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Abstract Signature amortization schemes for multicast streams authentication is introduced as a solution to re-
duce the high overhead that sign-each schemes suffer from. The authentication probability is an important metric
to measure the performance of signature amortization schemes since packet loss seriously affects the authentication
probability for multicast application. In this paper we derive the authentication probability of MC model using
2-state Markov model to achieve longer resistance to packet loss and to reduce the overhead. Several simulation
studies of the authentication probability in terms of several factors have been carried out to measure our scheme
performance and to determine the effect of these factors on the authentication scheme. The number of hashes
appended to a signature packet and number of packets containing the hash of a previous packet have the highest
influence on the authentication probability.

Key words Authentication probability, 2-state Markov model, hash chain, signature amortization, multicast

streaming, Internet security.

probability is an important metric for evaluating the effi-

1. Introduction ciency of the authentication scheme. The EMSS [2] and Aug-

Several amortization schemes (1], [2],[3] have been intro-
duced as a solution for authenticating multicast streams to
reduce the high cost of sign-each schemes. In amortization
schemes a single signature is amortized over multiple packets
by using a multiple hash links called hash chains to achieve
robustness against packet loss. Since The authentication of
any packet in amortization schemes is dependent on other
packets and is affected by packets loss, the authentication

mented Chain (3] schemes append the hash of a packet to
several other packets in order to increase robustness against
packet loss and achieve higher authentication probability,
moreover they solved the weak robustness against packet loss
of Rohatgi's scheme [1].

Finding an exact formula to characterize the authentica-
tion probability of a model in amortization schemes remains
an open problem (2], and the difficulty of finding an exact for-
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% 1 Notation.

symbol representation

number of packets appended with the hash of P;
number of hashes appended to the signature

number of hashes appended to the packets of the stream
hash size (SHA-1 is 20, MD5 is 16 bytes)

total size of all hashes in the stream

number of signatures in the stream

number of packets in the stream

number of slices in a block

number of chains in the stream

communication overhead per packet in byte

signature size (RSA is 128 bytes)

NQ%DH‘ZQ::;"\Q":

loss resistance

mula is due to the hash chain topology [2], [4]. A recurrence
authentication probability formula of EMSS is introduced
using a specific hash chain in case of independent packet loss
in[5]. Sara, et al.[6] introduced the authentication proba-
bility for their graph-based model, while Chan [4] provided a
potential analytical solution of EMSS and Augmented Chain
using graph theory. Park, et al.[7] introduced asymptotic
authentication probability of their scheme that uses erasure
codes to reduce the overhead. Sanneck, et al. (8] and Jiang,
et al. [9] recommend the use of 2-state Markov model, also
known as Gilbert model, to characterize burst packet loss.

The hash chains introduced for signature amortization un-
til now do not have a clear and fixed structures and it do
not specify clearly what packets have their hashes appended
to the signature. Those make it hard to study the effect of
some factors on the authentication probability. The hash
chain construction for most schemes has been determined by
simulation.

In previous papers [10], {11}, [12], [13], we introduced a mul-
tiple connected chains MC model that consists of multiple
chains to achieve longer resistance to packet loss and to re-
duce the overhead. The number of chains plays a main role in
the efficiency of MC model, where each chain connects some
packets together; that is, increasing the number of chains
leads to longer loss resistance and reduces overhead. The
definite expression of authentication probability remains un-
solved in the previous studies.

Using 2-state Markov model, this paper presents the au-
thentication probability of MC model to measure its per-
formance and robustness against packet loss. So as to au-
thenticate any packet of MC model, there should be a link
from that packet to the signature one. Since the hash of
any packet is appended to several other packets and the sig-
nature packet is appended with several hashes of previous
packets, there can be several links from any packet to the
signature one. The multiplication of the transition states
from any packet to the signature one through any link au-
thenticates that packet. We perform simulation studies to
determine the main effective factors on the performance of
the authentication scheme.

This paper is organized as follows: in Section 2. we give a
brief discussion of MC model. In Section 3. we give an effi-
ciency and authentication probability of MC model. Section
4. describes the simulation study, and in Section 5. we give
the conclusion of our study.

2. Chain Construction

. Table 1 shows the notation used in MC model. When a

Py
Psi,

B(Pj1)
H(Pj2)
Pin Pz u(eju)

Py

1 The packets of the sets A(c,v) and E(u).

stream S consists of N contiguous packets we represent S as:
S: {P1,Pz,...,PN}.

We introduce a multiple connected chains (MC) model for
multicast stream authentication using signature amortiza-
tion in which a stream is divided into a number of blocks
and each block consists of some packets. A single packet in
each block is digitally signed and the rest of the packets are
concatenated to the signed one through hash chains in a way
that allows the receiver to authenticate the received packets.

A block of MC model consists of ¢ chains, where each chain
consists of some number of packets and the hash H(P:) of
each packet P; is appended to packet Py, in addition to v
other packets as Piyjc where j = 1,2,...,v. For example,
when v = 3, H(P;) is appended to Piyc, Pit2: and Piyse.
Let A(c,v) denotes a set of the packets that contain H(F;),
then

A(Ca V) = {F)H—ly Pi+c, Pz-p-zc, s y})i+vc}-

The set A(c,v) is depicted as shaded cells in Figure 1. So as
for MC model to be constructed and robust against packet
loss, we choose the value of v as v 2 1.

A signature packet Ps;, is appended with p hashes of non-
contiguous packets. We mean by non-contiguous packets
that the next packet to P; is Piy; where j > i + 1. Empty
cells in Figure 2 are an example of non-contiguous packets.
On the other hand contignous packets mean that the next
packet to P; is Piy1. Shaded cells in Figure 2 are an example
of contiguous packets.

Pi+2

Pi Pis Pis3

2 Non-contiguous and contiguous packets.

The packets that have their p hashes appended to Psig are
chosen from the last ¢ packets preceding the signature one.
Let FE denotes a set of the last ¢ packets preceding the signa-
ture one, then the set E = {Py_1yct1, Plh—1)ct2r" s Prc}
belongs to the first signature packet Psig,. Let the first
packet of those that have their p hashes appended to Psig,
chosen from E be P_1)c4+1 = Pj,, thelast one be Pr.c = F;,.
So the set of the packets that have their x4 hashes appended
to Pig, is as:

E(p) Z{PJLijzf'"Eu}v

where ji < j2--- < ju, depicted in Figure 1. The reason
to choose these packets as non-contiguous is that Internet
packet loss is burst in nature, and if a packet P; is lost,
packet Py, is likely to be lost (8], [9], [14].



Each signature packet is sent after every kc packets which
determines the block size, where k denotes the number
of slices in MC model. The group of the first ¢ packets
{P.,P2,---,P.} is the first slice in MC model, the group
of the second ¢ packets {P.t1, Pet2, -, Pac} is the second
slice, and so on. Figure 3 depicts a construction of MC model
when ¢ = 8, the signature is sent after every 4c packet, and
v=2 .

3. The Efficiency of MC Model

In this section we introduce factors that affect the per-
formance of the authentication scheme, equations to mea-
sure these factors and the authentication probability of MC
model.

3.1 Communication Overhead

The communication overhead means the total size of the
information added to a packet to authenticate it, such as
hashes and digital signature. The number of packets v, num-
ber of hashes y and number of chains ¢ influence the perfor-
mance of the authentication scheme and the authentication
probability. Also the communication overhead J and the au-
thentication probability are dependent on each other.

Since in MC model the packets that have their u hashes
appended to a signature packet are chosen as non-contiguous
to each other from the last ¢ packets preceding the signature
one, the value of u is computed as

PESEat &)

where ¢ 2 2.

Since each packet P; in MC model is appended with hashes
of previous packets, P; contains no additional hashes. While
each of the rest packets of the first slice { Pz, P3,- - -, P} is ap-
pended with only a single hash, that is, in total there are ¢—1
hashes. Each packet of the second slice {Pey1, Pet2, -, Pac}
is appended with 2 hashes of the previous packets, so that in
total there are 2¢ hashes. Each packet of the ith slice is ap-
pended with 1 hashes of previous packets where i < v except
for P. In total we have c—1+2c¢+3c+...+vc hashes in the
first v slices; that is, ("l; “)c—1. Each packet of the remain-
ing packets {P.cy1, Pocy2, -+, PN} is appended with v + 1
hashes of previous packets. In total we have (v +1)(N —ve)
hashes. Accordingly, the total number of hashes 8 appended
in the packets of stream S is computed as

ﬁ:(ﬁ%)c‘}-(u—#l)(N—uc)—l, (2)

The total size of all hashes H in the stream depends on the
hash value the algorithm uses. In general H is computed as

H = hp. 3)

Since there are ke packets in each block, the number of sig-
natures « in the stream is expressed as

7=, 4)

Dividing the overhead by the total number of packets in the
stream gives the overhead per packet.

[Lemma 1] The communication overhead § in bytes per
packet is

6=H+'y$;+yh). ®)
Proof: Since the packets in the stream contain hashes and
signatures in addition to data, the total of all hashes in the
stream is given as H, while every signature packet contains a
signature and p hashes of other packets. Therefore, we have
$ + ph overhead per signature packet. Since we have v sig-
natures in the stream, the overhead of all signature packets
is y(s + ph). The overhead per packet is given by dividing
H + ~(s + ph) over N, which is 4. [m}

Loss resistance £ is the maximum number of lost packets
the scheme can sustain and still able to authenticate received
packets. To resist burst loss of packets, the distance from P;
to the last packet that contains H(P;) must be longer than
the expected burst packet loss length. In MC model since
Py, is the farthest packet that contains H(P;), resistance
£ to burst loss is achieved by

L=ve—-1. (6)

The number of chains plays an important role in the effi-
ciency of MC model in terms of loss resistance and overhead.
The model must resist the expected burst loss b, otherwise
the authentication of the received packets preceding the start
of the loss becomes not possible. Accordingly, ve' —1 2 b;
then,

e rﬁ“:—ly 7

Increasing the number of slices k decreases communica-
tion overhead ¢ as depicted in Figure 4 for different streams
when ¢ = 16, p = 3, v = 2, s = 128 bytes, and h = 16
bytes. For streamns of size N = 320, 1000, 2000 and 5000,
the overhead per packet & decreases 6.7%, 5.9%, 6.0% and
6.0%, respectively, when increasing k from 3 to 20.

The number of the chains ¢ plays a main role in the ef-
ficiency of MC model; that is, increasing ¢ decreases ¢ and
achieves longer loss resistance. The decrease of § in terms of
¢ is depicted in Figure 5 for different streams, where the
number of slices k is 3. The overhead per packet § de-
creases 27.5%, 16.6%, 14.1% and 12.5% for the streams of
size N = 320, 1000, 2000 and 5000, respectively, when in-
creasing c¢ from 8 to 64.

3.2 Authentication Probability

In this section we present the authentication probability
of MC model using 2-state Markov model, where the hash of
packet P; is appended to v + 1 other packets and signature
packet P;;, is appended with p hashes of previous packets
chosen as non-contiguous to each other. According to MC
model, packet P; is authenticated if signature packet Py;g, at
least one packet of E(u) and at least one packet of A(c,v)
are received. Note that for P; to be authenticable, all the
whole packets of E(u) or A(c,v) cannot be lost.

For the purpose of deriving the authentication probability
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4 Overhead per packet in terms of number of slices k for dif-
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5 Overhead per packet in terms of number of chains c¢ for
different streams where k=3, v =2 and p = 3.

loss

6 2-state Markov model for burst packet loss.

of P;, we assume the followings:

® the derivation applies to a single block.

e packets P; and P, are received.

® i+vc< j. Since packet P;, is chosen from the pack-
ets that are preceding P.ig, this condition means that the
packet Py lies before Piig.

Let P.{P.} denote the authentication probability of packet
P; when P, is received, then P-{P;} is expressed as:

P.{P;} = P,{P, is verifiable | P; is received } (8)

Figure 6 shows the 2-state Markov model that is used for
characterizing burst packet loss. In the figure, r represents
the probability that the next packet is lost, provided the pre-
vious one has arrived. ¢ is the transition probability from loss
state to received state, and it is opposite to r. The transition
matrix P of the 2-state Markov model is expressed as

] 1-r T
p= Poo  Por _ , (9)
P P q 1-¢

where p;; is the transition probability from state i to state

‘packets as Piyjc,j=1,2,---

J.

Packet P; can be authenticated by multiplying the tran-
sition probabilities from P; to one of the packets of A(c, v),
then to one of the packets of E(u). The authentication prob-
ability of P; in MC model is influenced by two factors v and
p. According to 2-state Markov model depicted in Figure
6, receive and loss states are denoted 0 and 1, respectively.
We give an example when v = 1, p = 2, and both packets
P,y . and P;, are lost, a case to authenticate P; is through
Piy1, P, and Peig, and its transition probability is denoted
as poopl; plit P2~ The only case that cannot au-
thenticate P; is that all the whole packets of E(u) or A(c,v)
are lost, while the combination of lost and receive of these
packets are cases to authenticate P;.

Table 2 shows the combination of the transition states
when v = 1, u = 2 and the cases of transition probabilities
to authenticate P;, where P;.. means the receive probability.

—i—c)

% 2 Transition states and probabilities to authenticate P; when

v=1and p=2.

P Pty Piyc Pj, Py Prec

0 0 1 0 1 P()()P((n )1’(1]()1-l 2 (nu'”)
- 1 0 1 pmp(m )p((,':,‘“z B) (Jzﬁx)
0 0 1 1 0 p(mpm PE‘ 9 (n—h)
0 1 0 1 0 Polpg(, )P(()Jll =) (J)) -
0 0 1 0 0 pnop((,l I)Pg‘:,’ T plam)
0 1 0 0 0 pupls )Pffn‘ S
0 0 0 0 1 PUOP(()() P()l‘) -I_D_rl Y
0 0 0 1 0 Pool)((m W‘“’ 9 (n v
00 00 0 poopls DG "‘ Y

[Lemma 2] The hash of a packet P; is appended to v other
, v, in addition to Pi,. A signa-
ture packet is appended with p hashes of previous packets.
Based on 2-state Markov model the number of cases m of
transition probability to authenticate P; is:

m= (2" —1)%(2* - 1) (10)

Proof: The hash of P; is appended to the v + 1 packets of
A(e,v), also p hashes of the packets of F(u) are appended
to signature packet. So as to authenticate P;, at least one
of the packets of A(c,v) should be received. All the whole
packets of A(c, ) cannot be lost and the other cases are the
combination of lost or receive states, so we have (2"+! — 1)
cases. On the other hand, at least one of the packets of E(u)
should be received. All the whole packets of E(u) cannot
be lost and the other cases are the combination of lost or
receive states, so we have (2# — 1) cases. In total we have
(2“1 — 1) % (2* — 1) cases to authenticate P,. )

Since packet P; is assumed to be received, its authentica-
tion probability P.{P;} is the total of the transition proba-
bilities from P; to A(c, v), then to E(u), all the whole packets
of E(u) or A(c,v) cannot be lost.

The first transition probability starts from state 0 since P;
is received, to either 0 or 1; that is, P41 is either received
or lost, this transition probability is denoted pog,, where the
value of g is either 0 or 1. The second transition proba-
bility goes from state g; to either 0 or 1; that is, Piy. is
either received or lost and this transition probability is de-
noted pg,q,. The rest transition probabilities go from state
g2 to g3, then g3 to g4, -, until g.4+1, where gy is either 0
or 1. The next transition probability goes from state g.+1
to either 0 or 1 which means Pj, is either received or lost
and this transition probability is denoted py, , ,»,. The next



transition probability goes from state hi to ho; that is, P, is
either received or lost, the transition probability is denoted
Phihy- The rest of the transition probabilities go from h2 to
hs, then hj to hg, - - until by, where hy is either 0 or 1. The
total of all the cases of these transition probabilities gives
the authentication probability of P;.

[Theorem 1] Based on 2-state Markov model the authen-
tication probability of the ith packet P; in a block accord-
ing to MC model is given by the following expression, when
i1+ve < g1

P{R}=)

g9.h

|:P0y1pgclazl H(pgkmc“ ]
(j1—i-vc) (Jr+1 Jk)
{py.lﬂhl H Phihiys ] } (1)

where gr € {0,1}, k=1,2,---,v+1, g = (91,92, , go+1),
g+ (1,1,---,1) and hy € {0,1}, £k = 1,2,---,pu, h =
(hl,hz,“',h,‘), h:f: (1,1,-'-,1)‘

Proof: Since P; is received, there is one transition state from
P; to P41, so the transition probability is denoted pu,, -
There are (¢ — 1) transition states from P;t1 to Pitc, so
the transition probability is denoted pgcl;;). On the other
hand, there are ¢ transition states between every two ad-
jacent packets of A(c,»), so we have transition probability

H:~2 (;r.vﬁ,i)g,c +1)» and in total we have transition probability

png,p_(,,,2 Hk 2(p9L9L+1 Also a signature packet is ap-
pended with p hashes of previous packets and is assumed
to be received. Since i+vc < j1, we have (j1 —i—wvc) transi-
tion states from P;j,. to Pj,, and the transition probability

is denoted pgi‘;’;”c). There are (j2 — j1) transition states

from Pj, to Pj,, -+, (Ju
to P;,, so we have transition probability [T} l(pﬁf:,j; ‘;"‘)).

Since all the whole elements of g or h cannot be 1, the total
of the whole transition probabilities gives the desired result.
o

When i + ve = j,, it means that the same packet Py,
that contains the hash of P; has its hash appended to the sig-
nature packet. As a result the transition states are reduced
and the authentication probability of P; is given in the next
Corollary.
[Corollary 1] Based on 2-State Markov model the authen-
tication probability of the ith packet P; in a block accord-
ing to MC model is given by the following expression, when
i+ve=j:

P{P}=) { [pnmpfﬁg; [ }
g.h

k=2

— ju—1) transition states from Pj,_,

{H( e ”’)] (12)

where gi € (0,1}, k=1,2,--,v + 1, g = (91,92, ", got1),
g * (1,1,---,1) and hy € {0,1}, k = 1,2,---,u, h =
(h1 ha, - ), R (1,1,00,1) o

4. Simulation Results

Several simulation studies have been carried out to an-
alyze the authentication probability P.{P;} of MC model.
We study the authentication probability in terms of the fol-
lowings:

® v, the number of packets containing the hash of a
packet P;

0.995

0.985

authentication probabilty

0.975

number of hashes in each packet

7 Authentication probability in terms of v, when ¢ =8, k = 5,
r=0.1and ¢ =038.

0.995

e
8

o0.98s |

aulhentication probability

°

0975 |

st ——

Pyl So—
2 25 s 4
number of hashes W o signature packet

8 Authentication probability in terms of u, whenc¢ =8, k=5,
r=0.1and ¢=038.

® 4, the number of hashes appended to a signature
packet

® ¢, the number of chains in MC model

e g, the transition probability from loss to receive

® r, the transition probability from receive to loss.

Figure 7 depicts the authentication probability in terms
of v for different values of p when ¢ = 8, k =5, r = 0.1
and ¢ = 0.8, where the authentication probability increases
when v increases for all values of . Appending the hash of
a packet to more other packets increases the authentication
probability.

Figure 8 depicts the authentication probability in terms
of p for different values of v when ¢ = 8, k =5, r = 0.1
and ¢ = 0.8, where the authentication probability increases
when p increases for all values of v. The more hashes are
appended to the signature packet, the higher the authenti-
cation probability is achieved.

The authentication probability increases as the transition
probability ¢ increases for all values of v and p as Figure
9 depicts when ¢ = 8, k = 5, r = 0.1. Also the authenti-
cation probability decreases as the transition probability r
increases for all values of v and p as Figure 10 shows when
¢ =8, k=205, ¢ =0.8. Increasing the transition probabil-
ity q achieves higher authentication probability since more
packets are received. The transition probability r is oppo-
site to ¢; that is, increasing r achieves lower authentication
probability since more packets are lost.

Figure 11 depicts the authentication probability in terms
of number of chains ¢. The greater the value of ¢, the greater
p can be chosen, this in turn will increase the authentication
probability. For each value of ¢ in Figure 11, the maximum
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9 Authentication probability in terms of g, when v =2, ¢ =8,
k=5and r=0.1
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10 Authentication probability in terms of r, when v = 2,
c=8k=>5and ¢g=038.

| maximum mu
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number of chains (c)
11 Authentication probability in terms of ¢, whenv =2,k =5
r=0.1and ¢g=038.

value of u is chosen using equation (1); that is, when ¢ = 4,
the value of y = 2 while when ¢ = 8, the value of u =4 and
50 on.

5. Conclusion

We introduced a multiple connected chains MC model for
signature amortization to authenticate multicast streams.
We also presented the authentication probability of MC
model using 2-state Markov model and equations to measure
the factors that influence the performance of the authenti-
cation scheme. The authentication probability is derived as

a multiplication of the transition states from any packet to
the signature one.

Simulation studies of the authentication probability in
terms of several factors such as the number of packets con-
taining the hash of a previous packet, the number of hashes
appended to the signature packet, number of chains and the
transition probabilities have been carried out. The authen-
tication probability increases as the number of hashes ap-
pended to the signature packet increases and also increases
as the number of packets that contain the hash of a previous
packet increases. Increasing the number of chains makes it
possible to append more hashes to the signature packet, that
in turn achieve higher authentication probability.

More studies and derivation of the authentication proba-
bility using different statistical model is needed. Empirical
study to compare the theoretical results to the experimental
ones is our next research.
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