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Up to now, there are many unknown traffic monitoring techniques have been proposed. However those
methods have operating limit in monitoring unknown worms, because these techniques are passive.
Therefore, operators can monitor attacking traffic, which uses interactive protocols by using low interaction
honeypot. In this case, services which honeypot can handle are limited by their implementations. To solve
the problem, we have developed multi service capable network-based honeypot system, which runs multiple
implementations on several servers and using policy routing to direct traffic.

IP7 FURERIZH L TR, (D)DoS BB ED
V=R P 7 RVRAEER LIy M LT
3843 3 Backscatter[ 1], 7 —APHREIZ L2

1. B

No=—Ry M, BETH, b L IXSRRAAT
THEMRT B0, BHBELIEET S, D

WIEEETADPDESIZIRZES VAT ATH
5. No—FRy ML, ‘ALY rvaLEy
No—Ky bL “UBL LIS/ alB no—
Ry FOZHRIZHBEhD. B4 P57V a
YEIN=—Ry b TR, BEEOHE Y RFLE
MEL, JBRFIBRASES. 4, BIL¥5
v a Bno—Ry b TR, DD 25—
=74 %1 I2b— 1*0)7%’&?1‘9 t_&b, %ﬁkﬂ"x
FADRBAIEFE LIz,

HERAIZIX, TR PBEELRV P 7 RLX
ERNZHLTIE, b3 710 v 2B8RELRVWLEE
z26h3b,. LELHEIZIX, FX MHBEELEN

BRFEEREBITHES V5714 v 2HBlISh
TWA.

ZRET, CAIDA O Network Telescope[2]%>,
The Team Cymru Darknet Project[3]7% ElZBW\ T,
RERDOT FLURZERIZH LTEZE LRy

MBI AMESTOhTX . ZOFHIL,
—}IZ Darknet EIRiEh, XF giﬁ* v h7—
ZIZBOTEREh TS,

BUAY)Z Darknet 0)1%5!2%%: LIZRT., o
BRIZBO T, Aoxy hv—2izaLT
10.0.0.0/8 D K 5 7288 S - ik# % EGP TIL#
LTWB LRELTWS., LA L, EEEIZIGP I



BOTEHRERTHSEEIX, 10.1.00/16 &
10.2.0.0/16 DHTH DI, FOMD 10.0.0.0/8
TROT RLARTay 28Oy MY, BE—
KAz XY, HY-—NIZV—F 1 T &N 3.

Y —
10.0.0.0/8 X

—&

o

7
1

7 Internet

Customer A » Customer B
10.1.0.0/16 10.2.0.0/16

N ]:Darknet DRRMA

BUEIRY7E Darknet IZBW T, HE—NIZHB
WTAFETEB IS 7492703, 2y a2z
VTR LB ZEBTES Ny MZBESH
. ZODk, TCPO LIy ¥ a vy RN—AD
7a b 2)UZBWT, A—DOR—bHEFIZH LT
Rz MBS EET HHEAICIT, HBROFEME
FAETHEHELN.

X5z, OMTeM I - Bt Rh 2 1M 3
iZix, 77V r—vaBORLa—-KESHT
AUHENPDHS. ¥IZ Windows RPC IZiX, BFEIC
MS03-026[5]%° MS03-039[6], MS04-011[7] &\ >
BB ORTENEE Lizicd, R—HBDOA
TiX, WBONBZHW TERW,

ZD L > IR B, TCP £y Y 3
LELIzl—hFBRTTU—FRBD. SHEIL,

KERHD IP 7 KL REMEBES YT/ ay

BON=—RY Y RAFAEN—=T 47T 3
ZET, BREORMu— REEDIREERITH .

¥ 72, The Internet Motion Sensor[4]TlE, itk
@ Darknet IZHIX. T, RENBRIES LTS5 7V a
vBIN=—KRy b TH B “lightweight active
responder” ZH\Y, TCP AR Y ¥ 3 /%mi‘ﬂ’é
FHEEHFRA LTS,

2. BALVES v a By
n:—ﬁvb@ﬁﬁ&ﬁ%

BL 2952y arBina—KRy N2k, 77
Vhr—La BTEEL, BEDY - XEEE
TIz2lL—b$BPLTL, bFURKR—DET
BEL, TCPYyYarvuaLIal— 3354
T ETEA.

TIVr—va BTHETRIESA LS5
VaryBno—Ry pizit, =72V —20D
honeyd[8] % mwcollect[9] , 7 F & 5 o
KFSensor[10], Specter[ 11172 ¥BHB. —F, b5
VAR— MNETHET BV L TDEL LY S 2
Va BIno—Ry ML, dumnet[121938%.

T7V r—va EBToedin=—FKy b
I3, OV —ERAEEETI2L— B0,
T7Vr—vary@o7a banizsir ek
IHETZ3. Bz mweollect 1, Mk
Windows RRCH—E 2% L3Iz2l—hL, 7—
ICEBABBERRTZD. 20X T Y r—
v a VRETHIEETHI N=—Ky M, BEDY
—ERIZEE L8R TX B,

b5 v ZR— NETEMET B =— Ry M,
TCPPDaAXr v arvwLIal—bT5. 5T,
BROY—ERITET B Z 2124, 2TH TCP
K= MW BT7 7R HIRTES. HlziE,
dumnet I%, £TDSYN 37 a L HHERIR TCP
F =575 M LT, SYN+ACK ZiE&ET 51
3, KRENZL2TO TCP. K— MBI TS
PO XSIZEHETS. B 2 IZ TCP O Three-way
Handshake DFENZ5Rd. ZD712®, dumnet 1T
OS D TCP/IP A ¥ v 7 % FIHE T, libpcap Z AW
THEIZ TCP £y Y ar O8fkerIal—}
LTW5.

. Server
Client (Honeypot)

Active Open Passive Open

SYN; '

W’

v v

2: Three-way Handshake

3. VATFADEGE

BA Ly I arBINnm—Fy MIBOWT
13, HBIZPIHINS D H BT LI
Y—ERE2TI2l—YarT3ZeRBEET
HB. LI LBREZX N=—FKy bOEFIZX
VYXxIal—varyTELY—EXBREZSH
B, BEWY—ERZTI2l—Y 3T
/AN



EPRTIL, ZOHOREIHEEFo KA
VIS va sB’INm—Ry hEHASDES
ZET, “Xy NI—=INn=—Ry b BREEL
feo Xy b= 1=Ky MI, EEON=—K
v Mo Eh, RI3Y—b 2 RBP4
TBRVARATLTHS.

TV r—va EBTEETREA LIS
vayBIno—Ry M, SR S o2
SRBEDY 7 v 2 TEEDOEHEEZI 2L
— B, 5T, TI2L—YaLoratid
VY7 by TRER, T b )UZIIHIET
=2/4AN .

—%, b2 RAKR— b NETEHET ZN=—Ry
MX, 77V r—va @7 b an e nmc
20,

EHEITBN T, BN o—Ry bFRER,
TFVr—va BOY—ERELI2L—Y
aVTEBPE, TON=—FKy b, BEY—
EZIZHT 5 “@RN—Ry N LR, F e,
FF L RAR—-NETEHETINN=—Ry b &
AT, BEDY —ERIZIKERT, TCP a2
A ELI2L—bTEBIN=—KRY b2F7
AW bNm—Ry b LR

£72, N"o—Ry VEEIBETS TS bE
—AMIZBHFIBEET S, ke 2iE, mweollect
& dumnet i¥ UNIX % OS TEi{E$ 545, KFSensor
¥ Windows TE)IEST B0, BIRBHKZ b TR
BEEILELRDD. RFH T, B—DOHh=—
Ry PRI LcFZ b TRBT S LERE
35.

INSOMEERRT B2, KRV —¥%
BAL, no—FRy bEEELTWS P 7 RL
AR LT, sER— P B/BBR—Z2DKRY &
V=T 4 T RBRATEILT, BEDKR— %
BIZHT BT 722 %, BEDNHN=—KY bzl
RETX3.

4. R

£, "BE N =—KRy ;"L LT mweollect
ZHV, mweollect LI 2 L—3 a L alEginy
—ERIZHTD b F 7 14 v 2% mweollect D3T3
TBRAMIN—=FT 14 7FB, ZOBOTI 2
L=y arsTEROVY—EZRD IS 74 v 21X
"FZAIW M=Ky b THB dumnet HERE
TBRRXMINV—F 47T 3.

R ITERERBZRT.

oS Debian GNU/Linux
3.1 (Sarge), Linux
Kemel 2427

RYY | 7% NERI- | iptables v1.2.11

=71 | =7

M N—F4% | iproute2-ss041019

R 1 RERE

EFEAXyY bU—Y

& mwoollect
1721633

Dumnet |
17216:3.2 8

s

¢ lnternet) v
RN 10.0.0.0/8

'y

HY oN—%
172.16.3.1

B3 Xy MY —-2HERR

£, B3Ik y VY-V EERIERT. o0
BRERIZBOTIE, 10.0.0.08 #r=—FKy bT
FIRT37 FLRZRILIREL, F7 40 bz
—Ky bE 1721632, BN =—FRY %
172.1633 L LTW3.

LR, KY Y —% kD iptables IZHBWT,
2745/tcp,. 2556/tcp, 8866/tcp, 4751/tcp,: 6777hcp,
11117/tep, 81/cp, 135/tcp, 445/tcp, 1025/tcp, 42/tcp
D7y MZHLT, Ny bw—%0 V%4155
REEZRT. BB, B LIRFTENR TSR,
EBUTIIHAT LR OERT & <R B TR

iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 2745 -j MARK -set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 2556 -j MARK -set-mark 10
iptables -t mangle -A POSTROUTING -p tcp &
-m tcp --dport 8866 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 4751 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 6777 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p .tcp €
“m tcp --dport 11117 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 81 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p. tcp €
-m tcp --dport 135 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €




-m tcp --dport 445 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 1025 -j MARK --set-mark 10
iptables -t mangle -A POSTROUTING -p tcp €
-m tcp --dport 42 -j MARK --set-mark 10

¥7e, iproute2 IZX BN —F 14 LY DBEEYUT
IZRY. .

echo 10 mwcollect €

>> /etc/iproute2/rt_tables

ip route add default via 172.16.3.3 €
table mwcollect

ip rule add fwmark 10 table mwcollect

ip route flush cache

RIZ, A—DY—EZRBZRELTNABN=—R
v MOAEBRBEEET B E0BEIZ O VTR
R3. A—DR— b EBIZHT I =Ry b2
EEHRE LIRS, BB LR IXTHEE N =—
Ry b L1235 728, Equal Cost Multi Path & RIH®D
MEHBREET S, AREIZBOTIY, B H=—

FIEREET BBE. TORIPILT Y
KRBT AIN=—Ry PERELTWAS.

5. GHROBE

ﬁE@vaALthﬂ.f—bﬁ%%nL
RYYNV—F 4 T #{F>TWA. LHL, UDP
EROWET =L, TCP Y Y a iRy LE
BPOBRIZEIRI O —FERERFTEI7—4
RERCEB NS5 7 4 v 7 EMET B0z, ay
FIIR=ZADIN—F 4 VT ERTHLER
H35.

&ElE, mweollect B3N =—F v MG Windows
RPC DEBOMHEEETI 2 L — b TELH, 5§
BB EORBHICN T HRITFADRA 0 —
FEEEDON=—FKy MV—T 1+ VT TEB
TERBBE LW, S8, N=—KRy Mz LT
IV r—va BEADIER) VILV—F 1
JEBRTAI LT HBOBBIZILClono—
Ry bADN—F 4 V7 E#EBE L THEZW,

6. £&d

EWHETIE, RYVVIV—TF 1 L TERAVWAZ L
‘u:k Da }‘:7:7 4 3'5709P§i§luiﬁilz'f, 1*-—!::&
DLI 2L —¥aryHuigian=—Ry M
ML, Zhizky, BEDN=—KY MEED
BEREP, N"o—Ry MBRETER Y —E R
OFMBUTIRET B Z 2124, @ﬁ&&ﬁ%ﬁw&
No—Ry bTRETE .

7. BELE

[1] D. Moore, G. Voelker and S. Savage. “Inferring
Internet Denial-of-Service Activity”. In Proceedings
of the 10th USENIX Security Symposzum Augest
2001.

[2] D. Moore. “Network Telescopes: Observing Small
or Distant Security Events”. Proceedings of the 11th
USENIX Security Symposium, Aug. 2002

[3] Team Cymru, “The Team Cymru Darknet Project”
http://www.cymru.com/Darknet/

[4] Michael Bailey, Evan Cooke, Farnam Jahanian,
Jose Nazario and David Watson* “The Internet
Motion Sensor: A Distributed Blackhole Monitoring
System”, In Proceedings of Network and Distributed
System Security Symposium, ISOC, February 2005

[5] Microsoft Corporation, “RPC £ > ¥ —7 = 4
ADNY T 7 F—=N—F XY a— FRESF
Eh % (823980) (MS03-026)" July 2003,
http://www.microsoft.com/japan/technet/security/bull
etin/MS03-026.mspx

[6] Microsoft Corporation, “RPCSS ¥—E 2D\
»77 F=N—=F kY aA—FRETFEIDB
(824146)  (MS03-039)  “,September 2003,
http://www.microsoft.com/japan/technet/security/bull
etin/MS03-039.mspx

[7] Microsoft Corporation, “Microsoft Windows @
X2V F4BETO TS5 A (835732)
(MS04-011)" http://www.microsoft.com/japan/techne
t/security/bulletin/MS04-011.mspx

[8] Niels Provos. “Honeyd: A virtual honeypot
daemon (extended abstract)”. In 10th DFN-CERT
Workshop, February 2003.

[9] Felix C. ‘Freiling, Thorsten Holz, and Georg
Wicherski. “Botnet Tracking: Exploring a Root-Cause
Methodology to Prevent Distributed
Denial-of-Service Attacks”. AIB Technical Report,
2005-07, April 2005

[10] KeyFocus, “KFSensor*,
http://www.keyfocus.net/kfsensor/

[11] NETSEC. “Specter”,

hitp://www.specter.com/

[12] Junichi Murakami, “Dumnet”
http://tf.rootkit.jp/work/dumnet/

s



