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A Proposal of Distributed Authentication Method
Using Authentication Ticket
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Abstract For a ubiquitous network society, we studied a distributed authentication system in which multiple authentication servers
cooperate and perform user authentication. In our proposed system, each authentication server has two functions, issuance and verification of
authentication tickets, while each user carries his/her authentication data, issued by his/her local authentication server, using authentication
tickets. Each authentication server transmits its public key to each other beforehand, so that these public keys can be used for verifying the
authentication tickets issued by other servers. Thereby, any authentication servers can authenticate any users locally, without any inquiry to
the other servers. By the proposed system, we can provide a large scale distributed authentication system which satisfies the nature of a
ubiquitous network, “Anytime, Anywhere, with Anyone”.
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