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Privacy Oriented Attribute Exchange in Shibboleth
Using Magic Protocols

TOSHIHIRO TAKAGI,* TAKAAGI KOMURA,t SHUICHI MIYAZAKIt
and YASUO OKABEt

In frameworks for Shibboleth, there are cases where users must present detailed privacy
information which Service Provider (SP) does not actually require to authorize them. We
propose an extension of the attribute exchange protocol between an Identity Provider (IdP)
and an SP in Shibboleth. While in the conventional framework of Shibboleth attributes are
exchanged in immediate values, in our new extension an SP and an IdP exchange attributes
according to the protocol for Millionaire’s Problem and the protocols for Oblivious Transfer
(these protocols are known as “Magic Protocols”). This extension enables the SP to know
whether user’s attributes meet the requirement for authorization, without the SP and the
IdP revealing their confidential information. We also show how we can detect cheating in
execution of this protocol, e.g. the IdP tells an another value instead of a true value to the
SP in malice.
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