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An Analysis of Anomalous Queries on DNS Caching Servers

Tsuyoshi Toyono, Keisuke Ishibashi, Haruhiko Nishida and Nobuhisa Miyake
Nippon Telegraph and Telephone Corporation
NTT Information Sharing Platform Laboratories *
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The DNS (Domain Name System) domain names to be used in the Internet transactions instead of IP addresses. We analyzed user
DNS queries on caching servers in a large scale network. These measurements show user queries have the large number of anomalous
repeat queries, and we can separate these anomalous queries by using simple per-user query rate filtering.
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