2008—10T—1 (18)
2008/5/9

HEEA BROBYS HERE
IPSJ SIG Technical Reports

NV T AR NCEAF/NEBELAN AT T 7 4 v 7DV AT AORLE
| BAT k@ EHY R BEARS

t B EABERSEENEIRFERT T661-0974 LERBIFTHETF 3-11-20
1 KRIRAT SRR FBAIEE A ZeRt T558-8585 KERFEH KAZA 3-3-138
S EHREEMIERAT 4 T ¥ — T606-8501 FEHARKE B _AAET

E-mail: 1 susukita.masahiro@d5 kepco.cojp, I ueda@osaka-cu.ac.jp, §uehara@media.kyoto-u.ac.jp

HHEL TCPIP Tk 5 LAN HilfidE< ERLTEY, VB AER TH B, ERIOHP/IEED L 5 IR
M LAN BR+ScBBE2 ShTOARVWESIRTEENER LAV 5 REBSa—PIc X o TER I, Thbd
BEX2VT 4 DY RZLRBEERDD, £z, ERIERINTZEETH-oTH, ERLR2VWEIEIZL-T
KRR ER 52 AFIREMEN H D, ARLTIEI. LANFAD NI 74 v 7 2BERT3Z LIV EEBTHYWLNT
W30S RT 7V —a VEBEMICER L., FTELEBECERLA2WAARRBOBBERNTOIVRAT LR
KL, AELE

F—U—F EX2VF4, Xy hU—2, v FT7 4078, Ny VT RA¥xr

A prototype of network-traffic analysis system for small and middle-scale LAN
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Abstract TCP/IP-based LAN technology is widely spread and it is quite easy to construct a network based on IP
networking, Therefore it might be a risk on security when some machines without the administrators’ intention are connected
to the LAN when it is not managed enough like that of schools and small-to-medium-sized firms. Moreover, there is a
possibility of damaging those organizations by the unintended behaviors of officially connected machines. This paper proposes
a network-traffic analysis system which grasps the applications and operating-systems used on each machines on the LAN and
detects illegally-connected machines and unintended usage of the machines.
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+ CPU: Intel Celeron 1.4GHz

* Memory: 512MBytes(DDR2-400)

+ Chipset: Intel 915GM

+ Ethernetl: Marvell 8053 or Intel PRO/1000
+ Ethernet2: USB-FastEther Adapter

+ OS: FreeBSD 6.2
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[3] Snort: the de facto standard intrusion detection/prevention.
http://www.snort.org/

[4] POF: Passive OS fingerprinting
http://lcamtuf.coredump.cx/p0f.shtml

[5] MySQLAB: MySQL Homepage
http://www.mlysql.com/
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