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Secure Service Mobility Using
Key-insulated Publickey Cryptosystem

Kunitake KANEKO*, SoYeon Lim**, Hiroyuki MORIKAWA**, and Tomonori AOYAMA*

Abstract: In the environment where the computing devices and access links are ubiquity, it is desired to switch the
resources according to our context (service mobility). In order to realize service mobility, security consideration is
mdlspensable First, we use sesseion layer mobility support which provides an interface independent of the lower layer
details and enhance it to realize secure service migration using key-insulated publlc key cryptosystems. Key-insulated
cryptosystems have developed for using the private key on insecure device: Therefore, they use the private key refleshed
at discrete time periods-and realize terminal independent public-key cryptosystems. We enable the secure service
migration using the key-insulated private key corredpondent to every migration.
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