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Detect the Source of Worms with Spoofed Email Address

HIROSHI TOYOIZUMI*
*University of Aizu, Performance Evaluation lab.

E-mail: toyo@u-aizu.ac.jp

There are computer viruses or worms spreading by spoofing their email addresses. In this paper, we propose a
novel method to estimate the distance from the machine infected with a worm to the server who received the

infected Email, by just observing the inter-arrival time of infected emails.
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2: Intearrival time distribution of mails infected by
Swen. The infected mails are detected at the gateway

antivirus software of U. of Aizu.
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3: Intearrival time distribution of mails infected by
Mimail. The infected mails are detected at the gatewa}g

antivirus software of U. of Aizu.
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4: Intearrival time distribution of mails infected by
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