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Agenda

+ MISP protocol (Basic seamless hand over )
— Introduce our MIS Protocol (MISP)
— Comparison with IEEE802.11 and IEEE802.1x from the point of view of
handover latency
— Comparison with IEEE802.11 and IEEE802.1x from the point of view of
security
PDMA (Make before break hand over)
— Handover latency
— Packet Division Multiple Access (PDMA)
— Laboratory experiment

— Field experiment
Media hand over (Wireless LAN & PHS)
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Introduction of MISP
(Basic seamless hand over )

The combination of Wireless LAN and mobile IP is a
fast and low-cost mobile communication method.

* But there are some issues.

— Security Weakness

— Handover Latency

* So we developed a new link layer protocol, MISP.

MIS System Architecture

Home
Agent (HA)

A
MobilelP 1

BR | Base Route ‘

All APs act as IP routers.
So we call them “Base Router”.

(BR)

Effective for fast handover
— Encryption between AP and STA with periodic key update
— Authentication of every frame
Multiple Service Providers support
« It can be used with MISAUTH protocol (MISAUTHP) which
enables remote authentication over IP.
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MISP Overview Layer

« MIS protocol is a layer 2 protocol designed for public mobile In case of using IEEE802.11 as lower layer

internet services.

o

« IPv4 is mainly targeted as upper layer. B
* Lower layer is IEEE802.3 or part of IEEE802.11. *
* Features P *Beacon

— Mutual authentication, session key exchange and network layer setup «Session Management

between BR and MN by ONE ROUNDTRIP PACKET EXCHANGE *Encryption
MIS protocol

«IP Address Assignment

+IEEE802.11 encapsulation

*No DS

+Pseudo Ad-Hoc mode
(Ad-Hoc Demo mode)

Part of IEEE802.11 MAC

IEEER02.11 PHY
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MISP and MISAUTHP Sequence Pre-shared Secret Key
Authenticati
Mobile Node Base Router Server
Base Router uthentication|
MIsP MISAUTHP ‘ (BR) ’/\Servc‘r »s)
Beacon
Channel <‘§::>
Sean
- hare a secret key (BR-key)
Authentication Request Access Request « Each BR has a different key

* Mutual Authentication

« Identified by IP address

+ Session Key Sharing Lo Access Authorization

* Assign IP address Success < t<>
« Share an identifier and a secret key (MN-key)

Session Established « Each MN has a different key
* No pre-shared information between MN and BR
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MIS Protocol Frame Format MIS Protocol Control Message Format
0 1 2 3
« MIS Protocol Control Frame 01234567890123456789012345678901
MISP Header [ Code | Flags | Length |
‘IEEESOZ.II Header| IEEE802.2 Header | MISP Control Message Code Message
0x00 Data
0x01 Beacon
« MIS Protocol Data Frame (transferring network layer packet) Control | [0x03 Authentication Request
Message | [0x04 Authentication Success
IEEE802.11 Header| IEEE802.2 Header [MISP Header| IP Header | » 0x08___JAuthentisation Fai
0x09 Finish Session
- « Followed by some “objects”
Encrypted 0 | N 5
by MISP Formatof 01234567890123456789012345678901
* Ethernet number 0x8893 is assigned for MISP by IEEE. an Object [ e [ renewn | value. .
Siide Side 10
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Objects Security Types Supported by MI

Type [ Length Name Beacon |Auth. Req|Auth. Suc.] Auth. Fail

0x00 1|Padding Optional | Optional | Optional | Optional

0x02 10|Beacon Timestamp Required | Required | Reauired | Required + Null (Optional)

0x03 6[1Pv4 Local Address Optional | Optional _ No securit

0x04 6[1Pv4 Remote Address Optional Y

0x05 |Variable |ICV (Integrity Check Value) Regquired | Required + HMAC-MD5/HMAC-MD5/HMAC-MDS5-128bit (Optional)
0x06 |Variable [NAI (Network Access Identifier) Required . o .

0x08 [Variable Session Key Derivery Data Required - HMAC-MDS is used for authentication.

0x09 7 — HMAC-MDS is used for delivery of session key.

0x0a 31Pv4 available address number HMAC-MDS is used for authentication of frame.
0x0b 3|IPv4 Source Address Filter Optional .
0x0d "4|Error Reason Required «  HMAC-MD5/HMAC-MDS5/AES-CBC-128bit (Mandatory)
0x0e | 2+4n|BR Group Required ~ HMAC-MDS is used for authentication.
0x0f 4|[Session Key Valid Time Reguired < N . R
0x10 2[Serial Number Reguired — HMAC-MDS5 is used for delivery of session key.
0x11 4|Beacon Interval Reauired — AES-CBC-128bit is used for data encryption
0x12 Type Required | Required
0x13 8|Uplink Speed Optional
0x14 3|Channel Optional
0x15 Layer Type Reguired | Required | Reguired
Side 11 Side 12
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Beacon

* Beacons are transmitted in 30ms interval.

« Each beacon includes the following information.
— Timestamp

— Serial number

— Beacon interval

Group (like SSID)

Supported Network layer type

Remaining IPv4 addresses

Channel

Etc...
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Behavior of MN

An MN makes a list of BRs by scanning channels and receiving
beacons. The BRs in the list have corresponding “group (like
SSID)”.

The BR list is sorted by the signal strength of the beacon.

The MN try to authenticate to the top of the list of BRs.

If the authentication fails, the MN try to authenticate to the next
BR in the list until the end of the list.

After the authentication succeed, the MN can communicate to the
network.

The MN makes a registration to the HA.

The MN watches the beacon of connected BR. If the MR cannot
receive the beacons of the BR for a certain period or the beacon

strength becomes less than the threshold, the MN closes the
session and return to 1.
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Authentication
(HMAC-MD5/HMAC-MD5/AES-CBC-128bit)

Mobile Node: Base Router Authenticatior]
(MN) (BR) Server (AS)

o HMAC-MDS

(BR-key)

(e P

Compare

Message

Extrag

HMAC
(BR.

Extract

HMAC-MDS
o

1V (16byte)

HMAC-MDS
OMN-key)

Compare

V (16byte)
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Authentication (Cont.)
(HMAC-MD5/HMAC-MD5/AES-CBC-128bit)

Authentication

Message

e 1AC-MDS
Extract  (MN-key)

Auenication

Dua (léhyte)

\ | smacvps
i

ICV (16byte)
Towme

Session Key DD)|
(16byte)

Access

“Access
Approval

Compare
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Network Layer Setup

IPv4 Configuration
— Assign IP address and gateway
DNS server, SMTP server, etc. are not assigned because it is

premised on mobile IP. In case of using mobile IP, it is enough
that fixed servers are installed near the home agent.

— But it is easy to expand to assign them for non mobile IP users by
defining new objects.

Other network layer such as IPv6 support is also easy
by defining new objects.
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Data Message Format
(HMAC-MD5/HMAC-MD5/AES-CBC-128bit)

Code

- « IVh: Upper 8 octes of the Initalization
Flags ‘ Length Vector for AES-CBC

IVh « Payload: A packet data of the upper

tocol
« Padding: It makes the payload multiple
of 16 octets
« Protocol ID: Indicates the network layer
protocol

Payload

Encrypted
Portion

Padding (variable length)

cv
Protocol ID
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Encryption, Decryption and Message Authentication

(AES-CBC-128bit)

ItisIV.
4.1CV is upper 6 octet of IVh. cv

5. Encrypt the payload, padding,
ICV and Protocol ID by AES-CBC.

ICV s upper 6 octet of IVh

Decrypt the data message.

6. Make the message by adding
MISP header and the IVh.

Extract the ICV from the decrypted
‘message and compare it to the ICV
caleulated in 4 to confirm validity.

Transmit

Data
Message

Data
Message
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1.8 octet Vh is randomly generated.  [ITIOIIE] 1V 1. Extract the IVh from the data message.
2. Each octet of the IVh rotate D]]]]]]] i 2. Each octet of the IVh rotate
Ibit left. Ttis TVI. 1bit left. Ttis IVI.
3. Concatenate [Vh and IV1 3. Concatenate IVh and IV1.
) e
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Session Key Updating

60sec
Authentication |

— |
Key A [ > [
KeyB  70sec |::>

« The session key is identified by the flag in the MISP header.

l Time

|
> >
>
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Communication Blocking in Handover

Factors of Communication Blocking

TEEES802.11+IEEE802.1x Session Establishment

Mobio Aocess AADIUS

« 2 roundtrip packet exchanges between
MN and AP for association

« 3 roundtrip packet exchanges between
MN and AP for authentication.

« 2 roundtrip packet exchanges between

AP and RADIUS server for

authentication.

2 roundtrip packet exchanges between

MN and DHCP server for IP layer set

up

Slide 23
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g Ch 1S
s .
2 \@m BR2 ! annel Scan
g « Link Layer Set up
] R - - « IP Layer Set u,
/\ Se|[| Mobile IP Registration Request . v .p .
— * Mobile IP registration
< PN ) |
[S _/____:\ ____;__H“_—_’_“_—_: ___________
0 ty tdz 4 5 Time
HA send: L=l BR2
packets to
MN receives_BR1 ! Communication Blocking BR2
Kets b
packets-from : 7 .
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Handover Comparison with
IEEE802.11+IEEE802.1x

« If the authentication server is far away from BR(AP),
the time needed to establish session is significantly
affected by the ber of packet ex
And DHCP needs more time to set up IP layer.

So MISP has advantage to fast handover because it
needs only ONE roundtrip packet exchange between
MN and BR, and BR and AS to establish session
including IP layer set up.

h
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Security Comparison with . . .
Multiple Service Providers Support
TIEEES802.11+IEEE802.1x
Access
MISP+MISAUTHP Request for
Domain foo
‘ AS ‘ AS ‘ AS AS
Man-in-the-middle | Available by fake EAP | Unavailable Domain: foo Domain: bar Domain: foo Domain: bar
attack success message (avoided by mutual auth.)
Access Access, Access Accessy
Fake access points | Available Unavailable rccess Reply Reply/ [, Reply Reptyf [ oo
(avoided by mutual auth.) Request for Request for Request for
- Domain foo Domain bar Domain bar
DoS attack by fake | Available Depends on and foo
management frame implementation Base Router ‘Base Router
(BR) (BR)
Session Hijack Available by MAC Unavailable
address hijacking (avoided by packet auth.) (a) By BR configuration (b) By AS proxy
Stide25 Side 26
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* Net meeting over UDP .

Field experience

Slide 27

Video streaming over TCP/IP

PDMA (make before break)

* We developed a new link layer protocol MISP and a
new multiplexing method PDMA.
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Ordinary Handover Latency

Signal Strength of AP2

S Signal Strength .
] o APT Signal Strength of AP3
3
E
o {2
@ I TN
s 1 <
s 1L 7
toe N
AR Time
n7/ | 7w
Tiz Tz

Tae
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* Channel Scan (7 )
« L2 Setup (7,)

« L3 Setup (7,3)

« Mobile IP (7};,)

N

rRaoT N
Packet Division Multiple Access (PDMA)

All cells uses same channel.

« All packets share the bandwidth by CSMA/CA fully
dy ically and ically.

Mobile nodes don’t need to scan channels.

Copyrightc2007 ROOT I

Slide 30




} KUUL INC J RUUL INC
Handover Timing of PDMA .
dove go Implementation
Signal Strength of AP2
*  We implemented MISP, PDMA and mobile IP on a mobile router
£ Signal Strength . ROOT RMR2400G.
g of AP1 Signal Strength of AP3 - cpu: Intel Celeron 400MH
g — Wireless I/F: Atheros AR5212 (IEEES02.11a/b/g)
@ 0s: NetBSD 2.99.10 (-current in Oct. 2004)
2
o0
7]
£
&
TizTis Tup
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Laboratory Experiment Network
Laboratory Experiment
* Wireless Interface: SGHz, OFDM54
« 1200byte UDP packet at 20Mbps
« Observe packet losses and latency at handover
— No packet losses were observed
— No significant latency was observed @
RF Coupling
Siide 33 Side 34
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Throughput in Handover Field Experiment
* Wireless Interface: SGHz, 108Mbps (Turbo mode)
* 11 APs are installed along the road
@ 20k E .
s ~ 70-150m interval
= *« MR, PC and camera are installed in a car
3 10 | ~ The car was driven at 30km/h
<10 ]
g :\ * Observe signal strength, packet losses and 802.11 retry
E | Handover — 58byte UDP packet at 1000packets/sec (1Mbps)
. i, + DVTS (video streaming), Skype (VoIP)
(o] 10 20
Time [sec]
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AP Location

J KUUL INU

Field Experiment Network

= The lntemet}

Home Agenl

& JoN
Aulhenllcauon PC-CN
Server

100 Mbps Point-to-Poiat Connections

AP1 (router) AP2 (fouter) AP11 (router)

Subret 1 Amelnna Subnet 2 A Subnet 11
Authentication f MP‘M
The same channel (PDMA)

gcamera [[[]

PC-MN g8~

CopyighteRO01 et s eserves Copignozoor RooT.
Signal strength, Packet losses and IEEE802.11 retry Signal strength, Packet losses and IEEE802.11 retry (from PC-MN to
(from PC-CN to PC-MN) PC-CN)
3 3le
H sl 5
° ol =
2 z
2 )
3 2\ 7 35
? e
4 S8k “—
: £33 loss i
H g %’ % No packet loss M\‘ 1
5 88
zE = RENE|
g8 |
5 ]
83 |
ZE 1 1 sl
Time (sec)
Copyright©2007 ROOT Inc. All rights reserved. e Copyright ROOT.I
I'rOOT INC

I'ranT ™NC

One-way Delay

(ms/100ms)

One-way Delay

One-way Delay
(ms/100ms)

(b) From PC ON to PG-MN

Field experience
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Media hand over

Media Data rate Service cost Infrastructure Services
OPEX CAPEX area
Cellular <Mbps Packet charge | Operator’s property | Nation wide
High High
PHS <100kbps Fixed charge | Operator’s property | Nation wide
Low High
Wireless <54Mbps Free Low Limited
Lan area

A 4

The hybrid system of PHS and Wireless LAN can makes large service area
by low OPEX & CAPEX.

Slide 43
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Field Trial
+ Dates 2006/2/15-2006/3/31
* Area: Shuttle bus around Hakata area.

— Hakata ST— Gofukumachi —Tenjin —Canal city—Hakata ST
— Length : 5.4km
~ Round trip time: 30 to 60 min (depends on traffic condition)
« Number of Mobile (bus): 10
* Number of Warless LAN AP (2.4GHz, OFDMG6) : 9
= Service Contents:

— Operating information (Estimate Arrival time)

— News (Text . Video)

— Advertisement (Picture | Video)

~ Emergency information
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Filed Trial Area

o
1
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Wireless LAN anteena

Cardioids Antenna
(140° | 6dBi)
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Network shematics

Internet
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Mobile Router (RTMR2400)

CPU: Intel IXP425
OS : NetBSD

Interface

— IEEE802.11a/b/g

~ 100BaseTX x2

- USB x2
Size: 95mm X 139.5mm X 33mm
Weight: 500g
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Mobile system schematics
Antenna

<

Coax

100BaseTX
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Mobile IP Solution

(L Wik

1PEyE 7—5‘%3&1'&‘

BOX PC
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SIMPLE Ei:;;ﬁwﬁﬁﬁfﬁ:zhm%uﬂ o
Smart Internet Mobile Project av .
with Layered Effect (e E> Conclusion
B#: $hFE#7end-to-end;BIE
=) e |
R—rE
* We implemented MISP, PDMA and mobile IP
 FYRI—IBTOY—LLR . . .
IPV6 £ 82—k ELbAE kg R + We did laboratory experiment and field experiment
Rl Hobo—y + The combination of MISP and PDMA minimize
B handover latency without packet losses.
B89 S TN TERG SR * We deployed media hand over between PHS and
?2’1{"‘#: ‘Wireless LAN. This hybrid systems makes huge
o
F—i% |:> ) service area immediately with low CAPEX and OPEX.
- HBED . .
AR5y S MRS, 5 + All technologies should be optimized by module
EREOEEEBHRABES 2T LAOKR, TAMY B8 BiKE FIF architecture.
FOME RELEITES,
100Mbps BB kEIEE R RS p—
BV
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