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The New Logging Feature Against Attackers
for UNIX Systems.

Hiroshi TAKADA Susumu SANO
NEC Networking Systems Laboratories |

Abstract

As computer networks are becoming utilized more widely, crimes such as breaking into or de-
. stroying computer systems are increasing. However, normal logging features implemented in
- many UNIX systems, which is widely utilized platform for fire wall servefs, are insufficient.
With normal logging feature. It is hard to detect an attack or to specify who the attaker is and
how he is attacking. Besides, if attackers obtained root privilege, they often delete those logs to
wipe away marks of their deed. In this case, it get even more difficult to analyze the intrusion
when detected. This paper presents a new logging feature to be implemented on 'BSD’ UNIX
systems. Using this implementation, we’ll be getting necessary data to analyze and intruders
cannot delete log records. It will help you to analyze the attack.
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