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abstract

When we use X.500 directory service to verify a message which was digitaly signed in the past,
we meet two problems: non-verifiability problem and non-repudiation problem. Non-verifiabilyty
problem is the problem that verifiers can’t verify validity of digitaly signed messages which were
signed in the past because they can’t get past certificate and certificate revocation information.
Non-repudiation problem is the problem that signers of digitaly signed messages can repudiate their
messages when the signer’s digital certificate was revoked between signing time and verifiction time.
To solve these problems, we propose new certificate revocation information management system
which provide past certificates and certificate revocation information using directory service.
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