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Abstract Many Internet protocols and applications employ public-key technology forsecurity purposes
and also require a public-key infrastructure (PKI in short) to manage public keys. The X.509 standard
constitutes a basis for such an infrastructure, defining data formats and authentication framework.
X.509 certificates are already used in multiple appliations. This document proposes cross-certification

by using the X.500 Directory, and it is possible to verify certificates on another domain and also extend

scopes which PKI users can receive services.
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crossCerificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair

ID id-at-crossCertificatePair }

CertificatePair := SEQUENCE {
forward [0] Certificate OPTONAL,

reverse [1] Certificate OPTONAL }
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