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Abstract:

Tsukuba

SSL (Secure Socket Layer) and TLS (Transport Layer Security) are famous coded communications.

To establish the SSL connection, the server’s certificate, which is signed by' its certificate agency, is
needed. At this connection establishment, however, the CRL (Certificate Revocation List) is not
referred. Thus, the misuse of the revoked certificate is not quickly prevented, when the secret key of
the server is stolen. This paper proposes two kinds of PKI models to valid certification revocation
information in SSL/TLS communication handshake. For the first model, a SSL/TLS client obtains
. revocation information from Authenticated Dictionary to check validation of the server. For the

second one, the server sends the both of its certificate and Authenticated Dictionary to client.

From the network simulations, the performance of both methods are evaluated.
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