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A scalable framework for providing guaranteed QoS
using transit-rate-based flow management
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This paper proposes a scalable framework to provide guaranteed QoS to each flow originated by each
application. Our framework hierarchically distributes roles of admission control, policing and shaping functions
that are essential for gnaranteed QoS. Our method classifies packets into groups that are distinguished by a
pair of an incoming and outgoing autonomous systems (ASs). Each group contains multiple flows originated
by applications in multiple ASs. The aggregation of flows by the pair decreases the number of states managed
in routers especially in a backbone of the Internet. In addition, the aggregation of flows distributes a role of
signaling. This enables migration of reserved resource when a routing entry is updated. To reduce affection of
routing updates to real-time applications, we also propose a method to migrate reserved resource.
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1 Introduction

The more the number of users in the Internet, the greater
the variety of applications are used. These includes real-
time applications that handles time sensitive data such as

motion picture and audio. These applications are called -

a real-time application. Real-time applications are classi-
fied into two types: soft and hard real-time. Applications
allowing soft real-time are tolerant of infrequent viola-
tion of a deadline. These applications gracefully change
their quality so that users don’t clearly notice deterio-
ration of communication quality. On the contrary, hard
real-time applications, such as broadcasting of extremely
high quality continuous media and mission critical appli-
cation requires packets to be transmitted within a dead-
line with a high probability. In order to transmit a packet
in real-time, various researches and development have
been carried out. :
. These methods are divided into two types: reserva-
tion and policy. The former includes resource reservation
protocol (RSVP), stream protocol version 2 (ST-II). The
latter includes random early detection (RED), differenti-
ated services (DiffServ). The former executes signaling
to reserve network resources. Each router reserves band-
width of its link for the flow. It tests if characteristics of
the flow meets QoS parameters previously declared by an
application. If they meets these parameters, a packet is
forwarded and output. Output packets are shaped so that
its characteristics never violates the declared QoS param-
eters against a next router. The policy type does not have
any states for outside of a. domain. It treats packets based
on states of a router and/or groups of packets. For exam-
ple, RED keeps watch the number of packets in a queue
and drop packets so that forwarding delay does not ex-
tremely long. For another example, a framework of Diff-
Serv classifies packets and a domain has quality policies
for each class, such as bandwidth, priority and so on.
The reservation type can provide guaranteed QoS for
each flow generated by an application. However, it re-
quires management of a number of states to distinguish
many flows, so it is difficult to make it'scalable. On the
other hand, the policy type is advantageous in terms of
scalability and communication quality will be much im-

proved in some condition. ' However, it cannot provide -

guaranteed QoS for each apphcanon s flow i in any condl-
tion.

* This paper proposes a new framework to provide guar-
anteed QoS to each flow. Our framework hierarchically
distributes roles of admission control, policing and shap-
ing functions. In this framework, trusted autonomous
systems (ASs) connect with each other and provides guar-
anteed QoS by cooperating, while each AS does notneed
to trust users in it. Our method classifies packets into
groups that are distinguished by a pair of an incoming
and outgoing links, or interfaces, in a router of an AS.
Each group contains multiple flows originated by appli-

Figure 1: Three types of ASs in a scalable framework to
provide QoS.

cations in multiple ASs. The aggregation of flows by the
pair decreases the number of states managed in routers
especially in a backbone of the Internet. In addition, the
aggregation of flows distributes a role of signaling. This
enables migration of reserved resource when a routing
entry is updated. We propose a method to migrate re-
served resource so that real-time applications are not af-
fected by a burst of deadline violation.

This paper is organized as follows. Section 2 describes
a network model of the Internet that we assume in this
paper. In Sec. 3, we propose a scalable framework to
provide guaranteed QoS. Section 4 concludes the paper
by stating remaining problems.

2 Network model in the Internet

A router used in the Internet forwards packets to one
or more neighboring routers. This neighboring router is
called next-hop router. Next-hop routers for an unicast
and multicast packet is determined by a destination ad-
dress and a pair of a destination and source addresses,
respectively. A router manages a combination of a desti-
nation address and next-hop routers in a routing table for
unicast communication. A routmg table is constructed by
manual configuration, called static route, and/or routing
protocols such as BGP4 [1], OSPF [2], RIP [3] and so on.

“Routing protocols are classified into two, types. One
is an interior gateway protocol (IGP) and the other is an
exterior gateway protocol (EGP). IGPs are used inside
an AS. EGPs calculate routing entries for inter-AS com-
munication. Examples of IGPs are RIP and OSPF An
example of an EGP is BGP4. B

‘When we represent the direction from every router to
its next-hop routers for a destination address by a directed
edge, it should be a directed acyclic graph with only one
node whose out-degree is zero, because packets cannot
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Figure 2: Hierarchical role distribution.

be transmitted to the destination if it includes any loops.
BGP4 prevents loops by transmitting information about a
path toward a destination AS, called path attribute. Some
methods prevent even transient loops [4].

v

3 Transit-rate based framework

3.1 Approach

A key of our framework is to manage aggregated flows
by a pair of an incoming and outgoing ASs. A router in
an AS manages:traffic of aggregated flows.as transit-rate
by a pair of an incoming and outgoing interfaces. This
reflects AS-level transit-rate. Flows transmitted from an
end to the other end-are hierarchically aggregated.by a
chain of this transit-rate. The aggregation of flows dis-
tributes a role of signaling. ‘This enables migration of
reserved resource when a routing entry is updated.

3.2 AS types

A network of an AS usually has a hierarchical strycture.
It can simply be divided into a backbone network and the
others. In our framework, there are three types of ASs
for a pair of a source and destination: source AS, transit
AS, destination AS. A source AS includes-hosts sending
packets to a destination. A source AS forwards a packet
generated by a user’s host to a neighboring AS via its
own backbone network. ‘A transit AS recéives packets
from a neighboring AS and forwards them to anothervia
only its backbone network. A destination AS includes
hosts that receive these packets. Figure 1 represents three
types of ASs. For communication from S3 to D, AS1,
AS2, and AS3 are a source, transit, and destination ASs,
respectively. For communication from S; to D3, AS4 and
AS3 are a source and destination ASs, respectively. AS1

and AS2 are transit ASs. The thicker solid lines stand for
backbone networks of ASs.

33 ‘Reservatio‘n requests

! To guarantee QoS for each flow, a end-to-end reservation

of network resources is necessary. Our framework di-
vides a reservation request into two levels: inter-AS and
intra-AS requests. An inter-AS request is a request to re-
serve network resources from a border router in a source
AS to that in a destination AS. This request is initiated
by routers in a backbone network. An intra-AS request
is a request to reserve network resources from a source
host to a border router in a source AS and those from a
border router in a destination AS to a destination host.
Because border routers in an AS have to cooperate to mi-
grate reserved resources when a routing entry is updated,
information of aggregated reservation requests is shared
among border routers. For example, it is achieved by var-

- ious reliable multicast protocols [5].

For an example of Fig. 2, an inter-AS request between
AS3 and AS4 initiated by R;. This request is propagated
to Ry. This request message reserve network resource
along the path from R; to Ry via R3, Rs, Rg, and Rg. Intra-
AS requests for AS3 and AS4 reserves resources from S,
to R, and from Ry to 7, respectively.

3.4 Hierarchical role distribution -

Our framework provides guaranteed QoS by distributing
roles of admission control, policing, and shaping of traf-
fic. The distribution of these roles decreases the number
of managed reservation states and queue states for polic-
ing and shaping. A router in a backbone network of a
source AS identifies each flow and executes admission
control, ;policing, and shaping against each flow origi-
nated in it. A backbone router of a source.AS has sev-
eral states. It manages, transit-rate from inside of the
AS to neighboring ASs. A backbone routers of a transit
AS also manages transit-rate from every neighboring AS
to another. These routers executes pohcmg and shaping
against grouped flows. These routers have queues for ev-
ery pair of an incoming and outgoing interfaces. They
police and shape traffic for every pair according to an
amount of reserved resources. As described above, flows
are hierarchically grouped along a chain of transit-rate
managed by every AS. In our framework multlple ASs
provides guaranteed QoS by coopcratmg When traffic
that does not meet reserved resources, transit traffic in-
cluding such traffic are dropped.

This hlerarchxcal management of flows enables each
AS being ableto modlfy an amount of reserved resources.
Each AS manages an-amount of reserved resources to
transxt traffic to each destination AS that is a routing do-
main. Here, a routing domain means an area in a net-
work for which, a route is common among hosts in an
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area. Hence, each AS can migrates reserved resource on
current routes into new routes.

For example, R; identifies flows of S; and S; and po-
lices them. Then they are forwarded and merged with
flows of §3 and S4 in R¢. The merged flows are identified
as only one grouped flows forwarded from Rs to Rg.

3.5 QoS policy of AS

In our framework, QoS policy provided to users are de-
scribed by ransit-rate policy. This represents policies
traffic forwarded between neighboring ASs. These are

1. maximum transit-rate accepted when being re-
quested by a neighboring AS and

2. ratio between neighboring ASs .

1 means the allowable rate forwarded from a neighboring
AS to another when it determine the increase of a rate
by itself or a neighboring AS requests. 2 means the ratio
at which packets destined for a destination AS are dis-
tributed to multiple neighboring ASs when there exists
multiple next-hops for a destination. We call transit-rate
actually admitted committed transit-rate (CTR).

3.6 Comparing granularity of traffic iden-
tification

In RSVP framework, applications initiate a request to ob-
tain network resources when they want to receive a real-
time stream. Routers on a path from a sender to receivers
manages path state and reservation state for every flows
sent by applications even in a backbone core network.
This is necessary because RSVP aims at service with
strict quality and violation of flow’s actual QoS parame-
ter against previously declared QoS parameters must not
affect any other flows. Therefore, this framework needs a
number of queues to schedule packets in classified traffic.
The scalable core (SCORE) framework [6] accom-
plishes a small number of states by aggregating flows at
an ingress router to a multiple protocol label switching
(MPLS) domain. In the SCORE framework, aggregated
flows with the same label are treated in fair behavior of a
router. However, the larger the MPLS domain, the more
the number of identified aggregated flows. ‘
Guaranteeing QoS requires cost and causes decrease of
packet forwarding performance of routers especially in a
backbone network. Therefore, it is especially necessary
to reduce the number of queues for packet scheduling. In
our framework, each AS has to manages queues to tran-
sit. Aggregated flows are distinguished by a pair of an
incoming and outgoing ASs. This means that a router
needs to manage a queue for every pair of an incoming
and outgoing links, or interfaces. In the current Inter-
net, the number of physical and logical interfaces of each

reservation state | queue
Our framework | every AS every transit pair
RSVYP every destination | every destination
SCORE every labels every labels

Table 1: Summary of managed reservation state and
queues.

router might not exceed several ten. Therefore our frame-
work should be scalable in terms of the number of queues.
On the contrary, our framework has to reservation states
for every ASs. The SCORE framework needs to manage
reservation states whose number is equal to the number
of labels. In terms of the number of reservation states,
the SCORE framework is advantageous. Clarification of
this difference of the number of reservation states is our
future work. Summary of the managed reservation states
and queues is shown in Table 1.

3.7 Determination of committed transit-

rate

A reservation request for an inter-AS is originated by a
source AS. A reservation request message consists of a
prefix for a destination AS and a variation or absolute
value of a rate. When a source AS wants a an amount of
a rate and multiple next-hop routers exist, it is divided ac-
cording to a ratio described in its QoS policies described
in 3.5. Then every request is sent to each next-hop.

When a transit AS receives requests from neighboring
ASs, it then aggregates requests for the same destination
into one request and sends it to neighboring ASs.

A backbone router in a destination AS returns ac-
knowledgment messages to previous-hop routers. They
are propagated for a source AS that originates a reserva-
tion request. Each router manages a rate for a destination
AS that can be forwarded by it.

Initial state The initial value of a committed transit-
rate is zero. All the entry of a routing table is initially
disabled for real-time traffic.

Request message processing Let r,(co( Jj) be a rate, or
bandwidth, for destination j requested to k by i. Let N§.')
and PJ@ be sets of next-hops and previous—hops for desti-

nation j, respectively. Let t,-(j ) be a ratio of a rate at which
traffic is forwarded to next-hop router i by j. The rate
requested to neighboring router [ for destination j is

. (i)
.t
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Calculation of CTR By using Eq. 1, the CTR for tran-
sit fromito jatkis

(i) A
2 ()z

(k)
@

k )
N t,(,, )

where [ is a destination AS.

3.8 Packet forwarding

Packet forwarding process Routers forward packets
based on a routing table. When multiple next-hop routers
for a destination exist, packets are forwarded to multiple
next-hop routers according to QoS policies described in
3.5. Each next-hop router is used at a proportion of rates.

When a packet flows into a router, it determines a pair
of an incoming and outgoing interface according to the
following table. When multiple next-hop routers exist,
packets are distributed to pairs of an incoming and out-
going interfaces.

Policing and shaping process for transit Routers of
our framework manages queues for transit traffic. When
a neighboring router has more than two interfaces, Traf-
fic shaped by more than one queue of an upstream router
joins one queue. It causes narrower inter-packet gap than
determined by the CTR. A policing function for a tran-
sit queue has to allow a burst of traffic caused by merg-
ing multiple shaped traffic. Rate based packet schedul-
ing methods [7][8] calculates a rate of flow using inter-
packet gap. When using virtual clock [8] and maximum
packet length is L4y, VC;, which is a variable called vir-
tual clock, assigned to flow i whose average rate is R; can
exceed a real time by Ly, /R;. Because a router cannot
distinguish traffic merged in a previous router, VC; has
to allow 7 - Lyqx/R; of excess from a real time, where n
is the number of queues through which traffic joins one
queue for transit traffic.

3.9 Transit-rate migration in a route
change

When a router changes a nexthop router for a destina-
tion AS, real-time traffic should be transmitted within
its deadline even just after the change. In addition, net-
work resources reserved for traffic forwarded to a cur-
rent next-hop should be deleted due to effective use of re-
sources. Accordingly, before changing a nexthop router,
network resources along the path where traffic increases
should previously be allocated. After changing a next-
hop router, resources along the path where traffic de-
creases should be deleted.

Theorem 1 Assume node i changes a next-hop router
from node j to k for destination d. We consider two sub-
DAGs with only one node whose in-degree is zero. The

Router changing next-hop

10
Destination

Figure 3: Approach to view divergence control of repli-
cated data.

sub-DAGs are subgraphs of the DAG representing packet
Jorwarding route for a destination. One consists of nodes
that are ancestors of node j. The other consists of nodes
that are ancestors of node k and are not ancestors of node
J- We call a node via which all the routes from j to d and
from k to d modification end point. Downstream nodes
of a modification end point does not need to change any
committed transit-rate.

Proof: Traffic forwarded by node i does not change
both before and after changing a next-hop. Traffic for-
warded to m by p is equal to Eq. 1, where p is a modifi-
cation end point. Eq. 1 is not dependent on distribution of
traffic transmitted from previous hops but is determined
by only the total traffic destined for a destination. Hence,
Ancestors of a modification end point does not need to
change any committed transit-rate. .0

A router changing a next-hop router ¢ sends modlﬁca—
tion messages to the current and new next-hop routers.
These messages consists of identifiers of router c, a next-
hop router, a variation of a rate for a destination, fun-out
level, and joining level. A way to process two levels is
as follows. The initial values of both fun-out and joining
levels are 1s. When a path with fun-out level i and joining
level j branches out into » path, fun-out level is changed
into i-n. A way to change a rate increased or decreased
is the same as described in 3.7. When merging multiple
modification message with the same next-hop router and
the same destination AS, fun-out and joining levels are
I1; and ¥;Ji T1 j; F;, respectively. :

When a router receives different multlple messages
with fun-out level F; and joining level J; of message i, we
calculate ¥, J;/F;. If 3;J;/F; of messages with a current
next-hop and new next-hop is equal to 1, this router re-
ceives all the modification messages. This router notifies
termination detection of modification message propaga-
tion to all the previous hops.

‘We describe an algorithm to change reserved rate of
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current and new paths using the above techniques below.
Let O be a router that changes a nexthop router for a des-
tination address.

Initial process A router sends a modification message
for both a current and new next-hop routers.

Receive process of modification message

1. When a router receives a modification message, it
locks routing table entry for a destination included
in the message. )

2. A router modifies the variation of a reserved rate in
a message according to the method described in 3.7.

3. When there exists n next-hop routers, it changes fun-
out level f in a message inton - F.

4. A router sends a message to every next-hop routers.

5. Let F; and J; be a fun-out and joining levels in mes-
sage i, where 0 < i < n. If 3;J;/F; for a current
next-hop router is equal to 1 and Y ;J;/F; for a new
next-hop router is also equal to 1, then a router deter-
mines that all modification messages have arrived.

6. A router notifies the completion of reception of
all modification messages to all the previous-hop
routers.

Theorem 2 The above algorithm detects termination of
modification message delivery.

Proof: * When a modification message is delivered to a
current next-hop, a total amount of J; /Fj in a message is
1 because the initial values of F; and J; are 1s. Assume
that n messages exist in a network and a total amount
of J;/F; (1 < i< n)is 1. Then a modification message
k branches out m next-hops. ‘A fun-out and joining lev-
els of messages branched out from message k are J; and
m - Fy, respectively. Because the total amount of J;/F; is
Ji/Fy, the total amount of J,/F, (1 <r <n+m—1)is 1,
where r is a modification message. Hence, a modifica-
tion end point can detect termination of reception of all
modification messages. ‘ O

4 Conclusion

This paper has proposed a scalable framework to provide
guaranteed QoS to each flow. Our framework hierarchi-
cally distributes roles of admission control, policing and
shaping functions. This framework decreases the number
of reservation states and queues managed by routers es-
pecially in a backbone network. In addition, we propose
a method to migrate reserved resource when an entry of

a routing table is updated not to reduce communication
quality.

A method proposed in this paper is a framework to
provide guaranteed QoS. We have not gone into details
of this framework yet. We will investigate details of the
whole framework. In addition, our future work also in-
cludes to investigate the way to police aggregated flows
in a router of a transit AS.
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