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A Study of a Key Escrow System to Group Communications

Mirang PARK, Toru INOUE
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Security Technology Research Laboratories Co., Ltd

If the Internet and other public networks, such as mobile telecommunications networks, are to be used
for commerce, then in many cases privacy for confidential user information is required. Typically a certain
legal agency wishing to intercept the communications of a suspected criminal can do so if granted a
warrant from a judicial authority. -In this paper, we discuss about a key escrow scheme for a secure
communication group, which is satisfied with the requirements for legal interception. The idea of such a
scheme is that an interception agency becomes an inner member of a suspected group, when an agency is
given authorization to intercept a particular group communications. Therefore, interception agency can
escrow a session key near-real-time access when a warrant is held.
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