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Abstract  This paper studies the upper bounds of the maximum differential/linear characteristic probabilities
of Feistel ciphers with SPN round function. In the same way as SPN ciphers, we consider the minimum number
of differentially/linearly active s-boxes, which are proportion to the upper bounds of these probabilities, in order
to evaluate the security against differential/linear attacks. The purpose of this work is to clarify the minimum
numbers of active s-boxes in some consecutive rounds of Feistel ciphers, i.e., in three, four, six, eight, and twelve
consecutive rounds, using differential/linear branch numbers By, B;. As a result, we clarified that the minimum
number of differentially (resp. linearly) active s-boxes are 2, By (B;), B4+2 (Bi+2),2B4+1 (2B, +1), and 384+
1 (3B; + 1), respectively.
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1 ZL&HIC

FELY B (3] RO B [6]) 12 3P AT 2 ST A 7 O OFHE RTINS ORI BN TN DR, Fodn—
DIIRREN IR EREEZ WD FERH D, Zhd, BIRERRET 2 0B bEEN2ES %
AR A BRI R LT S GE LT 00 DS/ S RCBRISL AR ST+ B MR (B ks / st
TR) I MmN L RMEA 52 Lo T L0 TH S,

Rijmen Hl&, SPN B FIZ DV Tl RES /I FHERER O ERE4 R 572912, Branch number B # L
7o [8l. EDIAT, WMARENRGFFIEREED active s-box DEEUIETE L CE$ 5 2 &5 5, Branch number B
ZRA L TR TOESSAREIZIELIIRIT S active s-box DDA EZBR BMCT A Z LI X o TRAES /S
BRSO FREE R T2 BTV 5,

—75. Knudsen i, —fR® Feistel B§E120\C, RRZEL ISR D LRER 7 0 v 7 EOWETE
SNDEEMBELIT &5 2 EBREND D THNIZN D2 D ES S ARBIE L b W IR c& o
EEBWRTDEEZONDDT, TORESES (practically secure) THh D & AR5 T L BHEES L RATNS
4o LU, SCHK[4] Tid Feistel F B2 TICHB L Cmae L QD7 RRENRIBRERRO ERER
Ty FEBRTORRES RIEHR L BT IBE LERRE 2> TnD, BEMIZIZ. 90 FEROE
REL /WGHER % p, ¢ &£ LC, 2r-round Feistel B 5O R KRZEDIRBEIEHERO LRER v, ¢ THD, =
DD, Ty RO KES TREHERp, ¢ BHEV/NERVMETE S ERE TORKRES / IGHER &,
BTN SRD LD REEORE, 43 b Knudsen OFHEAE H b TlaRy, E5HICWAE, 57 FE
EOMRRIT L - TiE, Knudsen OFEMi L 0 b & SICBEBRFMENTREIC 2D 2 L b EX BN D,

TIT, AT, Uy FEEOWAEZ SPN BIZIRET 5 2 L2 & o T Feistel B3 DR k24 Sk
BEOLFEEZRTZEFENET 5, BEMNICIE. SPN BSOS L FEOHR, 77205, Branch number
B ZFIA L TE S AR IT 5 active s-box DD BB EF L MIIT B2 &I Lo TRAESYS /B
RO L REE =T,

2 #fE
2.1 &
o X =(z1,...,2,), z; € GF(2™), (1 <4 < n): vecter X over GF(2™)™ and element z; of X over GF(2™).
o AX, TV : difference of X, mask value of Y.
o X -T'X : parity bitwise product X and I'X.
o X @Y : bitwise exclusive-OR (XOR).

o X|Y : concatenation between X and V.

@

{5}, #{5} : clements in set S and a number of elements in set S.

2.2 EREFNL

AT mn-bit £D SPNR T v REISARIA LTz Feistel (552 %E 25 (K1), 7L, FERICHASH
DRGSO —BIZAER SN TEY, T—% & OPMABBEMCFIH SN D LRET S, Ebicinkgs
DHMAFREMZ R ON AT —Z LMD~ T U ALy MITH DL ERET D, TNLDEREICLD ., &
BB TR RBORBIIER OB LT 5,

FHOFRELTC, XOEZEBRTOT VL FER~OANT—%, YO 28 BEOT v FEKOW
NF—2e45, Znwfvsd e rround Feistel FE 2 TO L 5 12588 CTx %,

X0 = xC-Dgy® (1<i<r),

22T (XOXO)y B (XX D) REE A E T,
Eio, FUr FEEEUTOL I ICRET 5,
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Figure 1: SPN &5 v o FE9%L

S B%c:. GFE™)” —  GF(2m)"

X=(21,...,2,) > Z=05(X)=(51(x1),-..,8n(2n))
PR GFR@E™)" —  GF(@™)"

Z:(zl,...,zn) t— Y:P(Z):(yl,”.,’ln)
FR% . GF@2™)" -  GF(@2™)"

X=(21,..,2n) = Y =F(X)=PS(X) =¥, -,n)

2.3 T

EE 1 TED Az, Az, Tz, Tz € GF(2™) {Z2W T, s-box s; DED /BRI TOL S IXEHEEIND ¢
#{z € GF(2M)|si(z) ® s;(z ® Az) = Az}
2m
. #{z € GRQM)z o = si(z) -T2} . ?
2m
B 2 s-boz DRKRES /MEHBIIUTOL S CERESNRS

DP*(Ax — Az) =

LP*i(Tz - T'z) = (2

= Si A = Si F e
Ds Azr;lﬁz,iDP (Az — Az), s rzf??;{o,iLP (Tz — x)

IR psy g & LTAETD s-boz &3 U TR b KE RO KRES ST LA 5 2 L2 EE LT A,

B 3 ANEGMIEL 0 LD s-box DT & % differentially active s-boz. I~ A 7 EMNEP 11 L7425 s-bor &
linearly active s-box &\ [5],
EE  s-boe BEWHTHD L& MAES /AN~ AT EREL R L5 s-box b ZNEH active s-boz T 5,

B#E 4 X =(z1,...,2,) EGF™)" £55, 20L&, X ONIVIBERIUTOL 3 ICESESND
Ho(X) = ##{ilz; # 0}
AL mobit TEDERO I LIFE R THALODEKE X ONI VS BEARPELND L R BT D,
EHE 5 SPNEMSEIZRWT, differential/linear branch number By, By L F O L S Ic B S B
By = Arr)l{iio(h’w(AX) + Hy, (0(AX))), B = l1{{1/1;20(1{,,,(6*(1‘1/)) + Hy,(TY))

TICAX, HAX) TS (BIBEMIE) 0 O AN/ HMAESER L, TY, 0 TY) BH8E (Rt
J8) 6 xtd B~ A7 HIHUE 6* DN~ R 7l AN~ R 2 {ERET,
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3 Feistel BEDESFHEED LRE

AETIL, SPN AT 7 FEEEFIN LI Feistel B 5 CORSRERED EFEL T, I, O~
LTUTIRWS O DOEZEROHEE 525,

W 1 Feistel I 51250 C. T OBIRAHL Y 1 :
Hy(AYW) = H, (AXGD ¢ AXUEHD) < Hoy(AX6-D) —I—.Hw(AX(i“))
(proof)

H,(AY )

Hy(AX0-D @ AX (D)

#{s|Az{"Y 0 and Azl = 0}
+#{t]az{™ = 0 and Azl £ 0}

+#{ulAzET # 0 and AzSTY 20 and 207V # 24y
Hy(AXED) 4 40t Azl™ = 0 and Azl £ 0}
Hy(AXC=DY 4+ H, (AX )

INIA

Q.ED.

W 2 2 TO s-bor BVEBETH D H1E, MBEWRIE P TO differential branch number By XU TR L 912k
FIERTES
Ba= pyin (Ha(AZ) + Ho(AY)) = ain (Hu(AX) + Ho(AY))

ZIT, AZITHIEERE P OANES % AX, AY 27V REEOANES  HHES 2 EhEhET,

(proof)
s-box BEHED & & s(z;) # s(2)), v # o) £V Az, =s(2) D s(zl) #0 THB, LEEB-T,
F{Az|z; # 0} = #{Az]z # 0} & 725 DIEH B,
QED.

EH 6 SPNET U FEEAFIMA LTz Feistel EESIZDW T, 7 BB COESEMHERIIU T OBBRR L2,

min

(r) < (ax (O Ax M) ax(+1))%00.0...) Z::l H"’(AXM)
Py S Ps

ZIT, Hy(AXD) X5 i ByH T differentially active s-boz DB A F T,

IDXSWERTHZLIZEY, SPNEOHALFELL I, ENEMHERD LRELHERTLIZLE
differentially active s-box DEEFIZ DWW THIME T 52 & & BEMICRD, T2 T, ZhUBROHERZHEIC
T 5 729IZ differentially active s-box DEAMEEZLUTOLICERTH I LT B, £z, By > 2 LIRET 5,

,,,,,

EH 1 EBEOEFT D 3B TD differentially active s-boz DEAEEIZ. DO > 2 #1723,

(proof)
e AXD = gml&E, AYD = 0 THHOT, AXC = AXEH) Th 5, wiic, DY =
2 x Hy(AXG-D) > 2 75,
o HAXD 20 b &, WE1LY DY > H (AXD) + H,(AYD) > By £ 725,

Q.ED.
EH 2 EEOERT S 4 BTO differentially active s-box DEEEIZ. DO > By 2W7=9,
(proof)
T 5 2B0T7 7y REMA~ODANESNE R LD 2 L3RV OT, BT 8HEY DBAILH
WORRETTRIE L,
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(1) AXW #£0, AX® £0, AX® £0, AXW #£0
2) AXW =0, AX® £0, AX® #£0, AX® £0
(3) AXW #£0, AX® =0, AX®) £0, AX® #£0
(4) AXD £0, AX® #£0, AX® =0, AX® £0
(5) AXM #£0, AX® £0, AX®) £0, AXW =0
6) AXD =0, AX® £0, AX®) =0, AX® £0
(1) AX® =0, AX® £0, AX® £0, AXW =0
(8) AXM £0, AX® =0, AX® £0, AX® =0

1) DEe, EE 1; 0 D =D 4 H,(AXD) > By + Hy(AXD) > By+1 &7 5,

@) oA, AXV =04Y AY(2) =AX® L7235, EoT. DY = H,(AX®)+ H,(AY®) +
Hy(AXW) > By + Hy(AXW) > By +1 %5, (3), (4), (5) DA bR

6) DHE. AXD = AX® =0k AYPD =0ThHs, 2O L, AX® > B, ThHZ
EEERTEME, DY = Hy(AX®) + Hy(AXW) > By +1 Th 5, (8) DHa bRk,

(7) DHA. EELILD 73(4) D > By Th B,

QED.

EniC, LEROFEH LY UTORBEND,
% 1 FEOERET S 4 B TO differentially active s-box DB,

(i) 1IBB L JBEOAAESBY DL XITRY, DU > By &t
(i) ENLSADOHEE. DO > By +1 &7,

SBHE 3 EEOELET D 6 BT differentially active s-box DR EEIT. DO > By + 2 2T,

(proof)
o AX@ 20, AX® £omkx, w#1L0 DE® =dP + D >2x B, af;é
e AXD = AX® =0prx, AXD = AX® 22 AYB) = AXW = AXO®) L2535, LT,
DI =2 x (Hy(AX®) + Hy(AXD)) = 2 x (Hy(AX®) + Hy (AY®)) > 2 x By L7125,
0 AX® =05 AX® £0, bLIEAXD #0505 AX® =0mex, ER1L0 DY =
D+ DF) > B, +2 75,

QE.D.
FHE 4 TEOET S 8B TO differentially active s-boz DR/ BEIL. DB > 2x By + 1 2=+,

(proof)
R1EY, FEOHEFT S 4 B TO differentially active s-box OB AMELEKIL, (1) Fehl & KB OED
ANESPERD L ZIZBRY DW > B, ﬂ% D (ii) EFRUSDEZIEIDW > B+ 1 ThB,
—7. ST 2BOANESPRICE R IZRD I iE Vo, ()-1) LW EFSEID T
L1k, LENRST, DO > By+ (Ba+ 1) 2 2xBy+1Th5bB,
Q.E.D.

EBE 5 EEOERT S 12BTO differentially active s-box DI REIE DU > 3 x Py + 1 2T,

(proof)

D2 34 x D) 2x DO DO L DU DI ODEHETHET LN TES, LIL, TREIERFELS
DEEFRLTVRIETROT, DU = max{4 x DB 2x DO DO £ DO} > DO £ DU > 3x By+1
LB,

Q.E.D.

Knudsen 1. HRZELFERED ERENTEMEBELUT, +742b5 64-bit 7 r vy 7 HE 5 2704 128-bit
Ty sWEEe s 2718 T & D X O 7 Feistel B 5% 0BT L TR 4 (practically secure) REF 5 TH D
EMRMARTNG, Lo T, UTORICELY, Camellia [1] iEZHBEIZ% L C practically secure 2R 5 TH 5
ZEWREND,
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R 2 s-box DERESHEN p, = 278 T differential branch number By = 5 T B & 572 SPNE T v N
BaEZD, ZOXT7 70 FEEERM L 128-bit Feistel i ETIRA /< & b 16 By CR4BURIC A F 7ot
Sy ANITFIE LR,

(proof)
EHRGLEMLLY . p&w) < (2~G)2><(2><5+1) =182 £ 9128 LJpz
Q.E.D.

4 TFeistel EE DR EREED ERE

AETH, AIEER UL IR EERED LMEE R, 22T, 205X ERIBELL L OB [2, 7)
ZRA L. BFHERFEO ERE% lincarly active s-box DBV EMTHMT 2 5E2 5, 29, ZO2HO
EEE L CUTOEREZE Z LT 5,

EHE 6 SPNAIT v FEEEFIA L7 Feistel 8 B2 BT, BEERE P NEEN THAR LT, 5 FH
s PSNELE 72D Feistel B 5 SR TRETH 5,

(proof)
MILERE P B2 THH L0, PICLLERE P(Z), #F#HE P1(Z) L £, ,
TTIRHESNTND L DT, SPN BT v FEEEFIA Lz & &0 Feistel 5 TiE, X0 =
XEDGPS(XD)) &z LD, 22T, VO = PrYXO) k< &, £k, {£80 (4,B,0)
KOWTC=A@PB)e C=PP Y A)eB) tihndltinb, UTOLHERTES,

X(i-H) = x (-1 D P(S(X(i))) & X0+ P(P—I(X(i—l)) D S(X(i)))
& PWVUEHD) = p(vE-D) g S(P(VD)Y))
& VD v g S(P(VAY)

BEHORXVETD = v g 5(P(VO)) 3B 5202 PSN 2T o FEEEFIMA L7z & % O Feistel
e TOBMRRAR L T D, LEantoT, P30 (XM, X)) % SPNES & > FE3&FIH L= Feistel
W5 CHEBAL LIRS B30 (X, X+ L0 Far (XU, X Oy & p=L oL VO, VO oxf L
TPSN Ty FEIEZE R Lz Feistel BB CRSL LT (VD) VD) 248774 P CEEHT
HIERESTELRBERI (X0, X)) L% LN LRAR S,

QE.D.

T DT EH SR E IR & I % FIF L C differential branch number B, &R U X 5 (2. linear branch
number B; &Y, 2B, WEERE P IIxd 2~ A 7 LB P BEET 5. $hbh AY = P(AZ),I'Z =
PHLY) 2[RRI RERE P TH 5 LEET 5,

HRE 3 MIWEME P CD linear branch number B i IREL VLT O L 3 I0ET = L HIkS -

Bi = min (Ho (P (TY)) + H,(IY)) = min (H.,(IZ) + H, (T'Y))

T TY, TZ B ERE P OMh~A 7/ AP~ X7 lE2 TR ERET,

SHIT, BIELFAEIC. BAREBREED EREE linearly active s-box DEAEREAWTET 2L, LT
DRAGRKEEET D,

EE T SPNRT v RESERIE LTz Feistel BB IZ30 T, r B COBII MR IILL T O BRR2 574,

p(r) < pmin(ry“”‘ Ly ) ry (ttD) (L 0.0) Zi:l Hy(PZ9)
1l = S

ZIT. Hy(PZDY 135 i BYH CO linearly active s-boz DIBEE £+,

TR A MR T 57012, linearly active s-box DRAMAKEL TOL 510K RT 2, F. B > 2
LIRET B,

(r) = i AL
£ (ryw),...,rwr{f}lg(wl))#(.,qo,o) ; Hul )
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T 7 SPNELT v NEARIAH LC Feistel i 55 E 25, ZOL &, £TCO s-box &L BIPERSE P HEEH
THHRHE, LV BEOB B LT HEH 0B ER SO RIS R T D,
(proof)
WIEERE P REEFCHHOT, B LT, SPNET v FE#%EFIAE Lz Feistel By 5
WX PSN EIT v o REIBORFIR U7z Feistel B HICEB C& L, Tk & BB LEESE, UToOX
5 BRI CHRCE D,
i) = ye-D g g(pv)) = -1 g 5(x @) = yli-t) g z0)
e, VO = prix®), 20 = 5(x ) ﬂbza
Flo, EHNA &n‘y*iffﬂf_ru & DRSS BB LIRS0 T w v FEAEOBIEELIL. con-
catenation rules [2, 7] & D Z &Iz & > TLL T@i IFRBRTH LR HkD,
v =rz0-Y gzt = pr(rx®)
—J . BT s-box NWEHFTHD Z &b, linearly active s-box & 725 s-box DAS)~ A 7 {H
o, & A~ 2 7l Tz REVIIFE R ChB, LietoT, Hy(TX) = Hy(TZ) #il7EY, 9217,
W L=k 2 O linear branch number By 1L L TO L H I EHETE 5,

By = min (H,(P"(IX)) + Hy(IX)) = min (H,(I'V) + H,(I'2))

LibEn, AX® & AYE %%n%nrzti) ETVE m@BERMEZ D D LD LT, EE IS

5% TORER & EHEOTEHE ST 5 2 L kD

Q.E.D.

# % iE, Camellia |2 HFERE PRI U~ A ZEILBE P i3, UTOX I CRILTE D,
o 1 11 10 0 1] ror 1101 1 17

1 0 1 110 0 101110 11

1101 0110 11011101
Pcameumzlll()()Oll Péu-zlll()lll?
01111110 Famellza 110010 1 1

101 10111 01101101
11011011 00111110

1110 1 1 0 1] L1 0 01 01 1 1]

L7zSoTC, Byg=B=5THHEZEBONEDT, UTORBELT D,
=3 bbb 16 D Camellia 1\ C, BIBEEICA B 70BIBFEUTEE L,

(proof)
Camellia TP s-box DR KBBHERIL g, =275 THO, OB =5Thsd, LoT, BFHETLY
Bip< b 16 Bl o> Camellia TORBABIZAERED FREIL 27132 Lie s,
QED.

5 F&EOH

ART i SPN BT 7 v FESEFIM L7 Feistel B 512380 DR K220/ MUBHERER O EREIZ S n T
EBELE, ZZCHHA Lt 7= 7%, SPN B TO branch numbcr #FIA L7 differentially /linearly active
s-boxes DRI & o THKFES /RWFERE R O ERE % FHAI 4 2 Tk & AR O E 27 % Feistel 1 512
ALz bThd, Thicdn, SPNET v FEEER L7 Feistel B2V Th | s-box DIRKES
MR & differential/linear branch number 33 K OB % BT Koudsen OFER X 0 b el K=y / RIB
PEREED LREN G 2 iz,

FEEOFER L LT, 3. 4. 6. 8, 12 Bt Feistel I+ differentially /linearly active s-boxes O &/ EEIL .
FENEI2, By (B),Ba+2 (B +2),2B4+1 2B +1),3B,+1 (3B, +1) &7 %, 2ol b, 4B LICIRE
differentail/linear branch nuniber OMEES 7217 differentially/linearly active s-box DEEA ML TN Z & &
ARLTWS, 7725, differentially/linearly active s-box 7> b ¥ HIT 5 Be kB /MR EfR O FRELFIA
Lm0 W /IO T 5 B AMFHROBAN BIL, r B SPN #FR & 2r B0 Feistel B 52 TITRE D
T2 5 Z E RERIICHIB SN Z kit b,
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