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abstract: IPsec technology is noticed as one of the standard secure communication protocols to construct VPN
on the Internet. IPsec's cryptographic functions are highly computer-intensive and use complex mathematical
instructions. So, when building VPN in the high speed network environment, it is very important to consider
the performance of IPsec processing. We propose to use encryption hardware-based high speed IPsec
processing method to get high performance. Then, we describe the performance required of each component
which constitutes the proposed method in order to obtain enough throughput in 100Mbps network

environment as a result of our quantitative analysis.
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