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propolice: Improved stack-smashing attack detection
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Abstract This paper presents some new ideas for improving the state of the art in buffer overflow detection.
The main ideas are (1) the reordering of local variables to place buffers after pointers to avoid the corruption of
pointers that could be used to further corrupt arbitrary memory locations, (2) the copying of pointers in function
arguments to an area preceding local variable buffers to prevent the corruption of pointers that could be used to
further corrupt arbitrary memory locations, and the (3) omission of instrumentation code from some functions to

decrease the performance overhead.
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void foo()
{

char *lvar;
char buffer[128];

strcpy (buffer, getenv ("HOME"));
*lvar = 0;
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void bar( void (*func1)() )

{
void (*func2)();
char buf[128];
strcpy (buf, getenv ("HOME"));
(*func1) (); (¥func2)();
}
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Description [ None | propolice l libsafe [ StackGuard | StackShield

Protection Effectiveness

Jy¥y—07RUVR No Yes! Yes Yes Yes?

PFP No Yes! Yes No Yes?

52 Gk No Yes? Yes No No

T—hIVER No Yes!3 No No No

XFFIRIEAN DRI No All Not all All All

—RRELF A~ DAFIG No No No All All

Implementation characteristics

0S JElk7F - Yes No? No® Yes

70 v IERE - Yes Yes No No

Other Characteristics

A —IS—~w Fk None | Very low | Very low Low Low

V=R d— ROLEM: - Yes No Yes Yes
3 DI -5 4 1 FIvIS54 TS UDNDE

5 AEVREMENLE

185
2 BT H L DS D —EEM T
3 BRI RA L& BB E SCREFIDIEE L 20

# 1: Summary of Detection Technique Characteristics

KROS5 L | B Bt

xlockmore 3.10 root shell | terminated
Perl 5.003 root shell | terminated
elm 2.003 root shell | terminated
SuperProbe 2.11 | root shell | terminated

# 2: Penetration Resistance
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int test()

char buf[128];
strepy(buf, '1234567890");
return strncmp(buf, "1234", 4);
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run time run time (%)
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