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Abstract

SOAP (Simple Object Access Protocol) is a general protocol for exchanging
any XML documents. SOAP defines a data structure called the SOAP Envelope to carry XML
documents to be sent. The SOAP Security Extensions: Digital Signature defines a general
way of signing SOAP envelopes for the purpose of satisfying the non-repudiation -
requirement. In this paper, we analyze its security based on the message transmission
model of SOAP.
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SOAP(Simple Object Access Protocol) i&, £E&
D XML XEREZET B 00ORANET o b b
ELTHEEENTWS (9, SOAP OfHRIE . SOAP
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NEENBZH, "N F IR TSV r—arotx
VT4 7 ALIZEEEGROR VT —ZNETENSBT
ENEEEINT VS, —77. SOAP AE{kiZIE XML
F—&% XML F— 2B 5 RAEEHL T
By, T, RPCEEDT S Ur— 3V TOFH
MEEINTVS, 2FTIE, SOAP LYY zr1—
TOF— 2 EEEFVT., SOAP LY zu—7%
BYY B L HBERTHDT, SOAP FE{bkfkb
v, M1 SOAP TV zu—7DFEHIT %
(URI il & BB ETN TV 3), TOFITE.
SOAP A7 1icid . HROBVWEXOBHRIEEN
THD., SOAPNYXBETH 5,

SOAP T3 LD & SIZ SOAP LY z —7 I
Aye—UhaEhTEEIN S, XML B [12) %
FAWT. SOAP LV x u—TIc BET 37-HD—#
Mz k& LT, SOAP Security Extensions: Digi-
tal Signature WREETN T3 [10], LT T, TD
7% SOAP-DSIG EFERC LICT B, FTTDT
AT TIIBHTHMTH D, BEOMNG (SOAP T
VT =K TE, FDT ST AP TE L)
% XML E2%ZBVTBSL. EREhEB&T—
% (ids:Signature; BK) % SOAP ~\ v X iT{SOAP-
SEC:Signature; BEE L TRMTHL VW3 EDTH
%, E2icZ20FIERYT,

SOAP-DSIG D FE/x HiE. SOAP TXfEY %

XML 7 —Z D EZAHE (Non-repudiation) ZEH -

T5ZELTHB, AEDOEMIZ. SOAP-DSIG ZH
WT BRGNS RRT 370D THRMEIAIE
SOAP DBEEETIMICHE->T. BRWCERT ST
ETHB, L. BROBRI WA ZEDTH
D, TS SOAP DEFETFIVICHESIBRD .,
SOAP-DSIG ICBREEN 2L D TiEE 1, BITIC,
SOAP DFEEETF NV EBHEL TEL,

1. Ayt—YD—KmME: SOAP T XML 7 —&
DREER . BEAIC—ATH B, VIILAR/
L ARV ABDOFEERE R, FO—HEDT—

RREEHABEDETEREIN B LIk S,
Lleht>T. ARETIE. SOAP LYY za—7
EEET B, SOAP-DSIGIC X D BHEENY
HICHAUTRET S, LWV IENGERDT O
FaNVEEHRET B,

2. b5 AR—HIT  SOAP Tid, SOAP LYV
Tra—FEERHD SV AR—ER
FLTWEW, LizhoT. B A EDER
DI HTTP ® SSL 2 E DRFED M S A
R—FBOBHEHNS T LEEEL R,

3. ff/r# (Intermediaries) DFETE : SOAP Tld.
REZEADZEEBICSOAPILY Y 20—
EEET B, AN BIKEHFXET2OTER
., BROMNEZNL T, EEENTE IV,
ABTIR. BEEBEADBTONEREZ AVTE
LEERBIUREEL .. ZEEBIVRIET S
LEFIRET D, DED. FNFIBLEOERK
BIUREHTIE —YIES LRV, MNEZERE
BO—EpE HixEN D, BROSZMNE (T—
AEHTALEDTB)BEETZHEEE. 0
LS RMNEOEFER . BTSN TVWERWVER
#% (unauthenticated channel) 2{RGET 5 &I
Ko ThN—2EN b, EBE. ARTIETEELH
TWEWERER FTELEN/ZSOAP LYY x
=7 E2EETHTLERHRLL TV,

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://socap/envelope/">
<SOAP-ENV:Header>
</SDAP-ENV:Header>
<SOAP-ENV:Body>
<order: B\ X xmlns:order="http://stock/order">
<order: #>H AT A ¥ —I In</order: $5HH>
<order: #M1—F >1234</order : 881 —F >
<order: {1 #(E@>100</order : B8 E>
<order : f§H>10000</order : fEfH>
<order: fiif>= 2 — I —7 </order: Hilf>
</order: B\VHX>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

® 1: SOAP .oz —7 D]

ELHONTVR T ETHEN, HRATHE.
K2 D& SICHICT Y 2VEBRERNT BT
BRERTAH LR TERY, TOE3FA—T%k
ROATE, VIL—HBICHNT BN T
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TeHICE DK SICBENER SN BZRNEMZEHEL
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OO DOFIEHR 2. FLT, m& 2 IKNTBBHLD
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Ay —Y DEEEDENF. Ay t—VORESE
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ANZALBERET BTy ay FIVT =208
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NHERARAREDOERRDDICRATHHNEDN?
ZFL T, ENDEIBAIREN? LW S BElE T 5,

FREOEERFFRE ., BRO R —7 icETS o
P ANVOEEHDOEAW 25X | BEHEDOBIR
o ORI EET 5T L TH B, (R AvE—

VEBRE (message authentication 3 % & authenti-
cated communication) i BL Tk, BREREH
DN THONT £ [14][8]. AvE—YVFEHEE
%’EZ:—J’HEJ: DEFOEZTH S, BHE. Avt—Y
REEE . R OEEHT B )V (authenticated
key-exchange protocol) I & D | v av@kits
L. ZORERCTHEEINS MACE Xy E—
KEMTg 2T I K DERENS (SSL* TLS[11]
WHEWTH B ), T OBOEHEDROERNEE
MO 1)5] TEALBNTWVWS, Avt—UF&
A & L ERENC FEEAR A OB X 2 D T
RZNETIThhTWaEW, ABTHRITT37 0k
DHVIRAERITE ., (1] TRITEN TV 5 signature-
based MT-authenticator £ FIUC TH %, FRIC. £
DLEEMFFONELAENCIFACEDTH %,
FRTE., Ay -V TR AL, FTRAATHED
BlEho, 2070k aOReEDENZ1T S,
BETORMNC K2 L. —BEh Ay E—YBRITL
Ay —Y DOREZOBAFHT —ZEHEE L TN
ABNBIALIE ., BRAMHIME TS, Lich >
T SOAP-DSIG 2 #£DWT SOAP LV zt—7
ZEBHTHBL NS DT —XRENBHOMRIC
BENBTENRELIRD, FHETORTE, F—
I UDREEENSBEER . AL L (unauthenti-
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' <SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://soap/ envelope/ ">
<SOAP-ENV:Header>
<SOAP-SEC:Signature
xmlos : SOAP-SEC="http://soap/security/2000-12"
SOAP-ENV:mustUnderstand="1">
<ds:Signature xmlns:ds="http://xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://CR-xml-c14n">
</ds:CanonicalizationMethod>
<ds:SignatureMethod
Algorithm="http://xmldsig#dsa-shal"/>
<ds:Reference URI="#Body">
<ds:Transforms>
<ds:Transform Algorithm="http://CR-xml-c14n"/
</ds:Transforms>
<ds:DigestMethod
Algorithm="http://xmldsig#shal"/>
<ds:DigestValue>j61lwx3...</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>MCOCs. .
<ds:KeyInfo>
<ds :KeyName>FHH1 AR </ds:KeyName>
</ds:KeyInfo>
</ds:Signature>
</S0AP~SEC: Signature>
</SOAP-ENV:Header>
<SOAP-ENV:Body
xmlns: SOAP-SEC="http://soap/security"
SOAP-SEC:id="Body">
<order: B\ X xmlns:order="http://stock/order">
<order: $iHE> HAT A ¥ — L In</order: $Hif>
<order : $ifE1—F >1234</order : $EI—F >
<order: B8 E>100</order : E{1 5>
<order : #&{iE>10000</order : 5 fl>
<order: > 2. — I~ </order: Hii5>
</order: B\ FE>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

.</ds:SignatureValue>
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BEERE . BRAF5 L (unauthenticated) T, D, &
B8 (public) T % LREL T3, LA L. 88EED
¥ (authenticated) T. MDD, &2 (secure) XiAIER
& 1)[5] OFETHRMICLEBHETH Y. L
T. SSL*® IPSec 5 D K S I ERAWGERELSH
DExy b U= RETHRATRETSD S, FRVHES
2DOEOMER., FOX S HBERSFIHAIETS
bLE, —Bh Ay b—VFERNTOREEFEOHIT
LV ST —REHERABTHENTEEN? L
WO RIRETH %, Bah b ARFOREMEMMTIC &
3L, ZOXIBBEEEPFIFAENLLLTE, =
DOTFT—RIEHIEAETH B,

FRETOREEDERB LU ML Canetti D7
L—LU—2icEDNT 3 [3], CanettildIDT
L— LU= JICEDWT, RAEDEEER, ;M
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HENIEMET B, REVMOEBOU N EICEL
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T3, 3] Tk, BEBEIRTEIAOETHS LK
FEENTWAY, AFTIE., Fakl OBEERE F
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T, CanettiD 7L —LT—0% 1] DK ST
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AL Ay =Y NRBEIRC Y ¥ 3 /B
TREEINTBE LV, ThLEXFITB7HIC,
Frnr Tl REBICT AT —F §50IC—Ek
Ay —VEAFEE Ay L—VIKNA 508
NbHB, 2DXICEyyayFilFe Avt—
VEBRIFE XTGBT &R MR AR
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Ayb—I% FNpICEET B LICE-oT. &
B Xy =Y DREHE (P) dHEIMED/S—T 1
(Bic. B/5—F 14 (P)BEDAyE—T%
TERLRBEL LW HOERRAATE LN T
&%, FBRIAC, WHhRAERDDSEEEDL

S RIC AV RRELREEEERT S L
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L TWiEW,
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EHTEZHhELNEZL,

ZREENH D Av—VEZELIEy Yy aid.
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Bty arTthHoThiw, D&ED, via
v sid THB Ay -V RELZEZFINDOL Y
¥ av sid2iCBOTED Ay t—VBZELHEE
ZEHHALTE LWV, EVEZ 3L, Fngl3EDEY
2 avTAvE—I%ZEL MOV TOERER
AT R—F L TWERY, By a v EBRIFHT—
ZR—Z DBICEBRENTVDIZ NN EHTH 5,

HBAve—URRETD L., FarldHind 585
Awt— send_request & %\ & prove request
ETRN—YVICHEET B, Thid Fag BEHT S
TabaVOREEN T7RNN—FUN Ay -
OANBRERT Z/3—7 1 OFHNIFEMBI LIET
iV EVSREEERL TRWI RN EER
B9 5,

3 HRAAMHEERRTIIOran

FETE., T4V XNVBRICEDILTT bV mar
ZRL . ZOD Fyg ZEISHIC (adaptively) HIX
(corruption) 2475 7 K N—H VI ML TREILE
BRI 3T E7AWAT 5, ID(B)ICKD P, O#FRIF7=
RITLDLT B,

7NR (& 2EHD Ay E—VHENOBHEIN S,
ZORBEARYIEK 4 ITRENTVS, —
DD AvE—YEER, HB/IN—T1DBHB A
L=V MDIR—T 2 ICRET B DI EDN S,
(send, sid, ID(P;),m) WA ENB L, BB FV A
mid «— Gi;j(1F) BERL . (m,mid,\D(P)) LB
L. mEBHE LLIC P IR L OBEBLET
H#ETB, ThERETHL. B RBRLETF VR
D—BHERIEL . & URGED OK &5 ZNh 5
BT —ER—RAIERT 5, TTICbNIzE S,
FNrWBEDE Y a s T Ay E—UREEFEENZD
M AERATEIYR—FLEVDT, &y
¥ a VBT sid EBEOWHETIREV, 5D
DAy —VBERDH B Ay - OREENHID
R=F LI FD Ay E—V R EDREEE LT
REINTEVSHEERZARTHIHICAVLN
%, (prove,sid, ID(B,), ID(Py), m,mid) MASIEN

3L, P& (m,mid) DBEHET —EZN—AM 5L
DHL ., PICIXET %, DED. B ICEDBREER
HTBE ST B, TDAYE—VIRFTEEDE
DBEEBTREEINIEDLET S, ZRIE SSLDOX
SIBEBNMAVEATEIVWL., 7Oy E—T ¢
Ao E R EINECFEINTE LW,
LIFIC . mnr DY Far ZHESHICENZTS 7R
NP VICHU TREBICERT S5 L 25T %,

EH 1 ([6]) BRI Signature = (Gen, Sign, Ver)
WEROEM 2 T 378 DI BIR Ay b — VBT HL
THETAIRE (existentially unforgeable against cho-
sen message attacks) TH B, Vx5 (FE—iRx
EFITO) BEARE~ Y Y G (BEE) BT
&, GHOFHR PK BLUEF 2V T 4735 A—&
1k EANELT, Sign(SK, ) BBEHAZ 7VEL
THWT. Ver(PK,m,0) = Valid Zi7zL . hD.
mBEELZ IVICEVEDbELONTWERNK S &
(m,0) 2T HHERE kICEL TEHATES, T
T CHERIZ Gen BT Sign O S ELBETEHESE
ns,

EE 1 Signature = (Gen, Sign, Ver) %ZER A
TV HBI N THERTTRGBRETHE LT
%, TDFA., m~r & Frg ZECICBIZTS T
=BV TREICERT %,

HEBA: MEEOBEMATCOTRIS—H1U AL
T FhEHBIET 5 (simulate) BAEWZ T O T
DT FIN—31) SHEET BT LBRTBEND D,
FHIE AR~ 2 DA LEETBH ., LED Al
T5. TOXSHERNET 0L XATOT FX—H
U 8 ZM5IRT,

4 B

8] Tld. BEZOBUNTL AvE—IBAFIR
A7 avOF—2EETHID, AETOEL
MEHIC LB L. TNOOWAIE Fngp BLEICE
B3 LTHEATHBT bbb, SOAP-DSIG
KEDWT., BRAAEEET Y R T L BE
TH5ETE, COTLREFEETILEND S, L
TTE. 20T ZLHIPDLHLIHHAT S, ¥
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B A —ELMZELTVEL TS, #EE
BZELEEBOTIHEHT R LHAHETH S, #5
B, mng BB g ZEBT I LEEAR
Vo KO EKIICIE., WArRZERNET LR
TOTRA—FVELUTOL S HHEHROTF
N—H1Y AZBIHT S (simulate) T EIETEEN:
(1) A iZ (message_transmission, sid, m, mid, o)
% Phb P N\EET S, (2) A P ZEIXL.
Bix 3 Ay —I@BRNTF mid2 # mid ZRAWVWT
(verify, sid, ID(P;),m, mid2,0) ZHIDEREN T
WIEVIS—F 4 B ICREEE R 5, FAITF mid 138
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ID(P;) EBHDNETIRZVDT, Bl L 5BEH
FEERINL . P i& (proot, sid, ID(P;), m, mid, Yes)
ZHIT B, ;
LU ED#RIS message_transmission Ayt —Y
M, BEEDE T, D, REMERER ETREEIN
BERTHERDIAUD, ks, bl Zo0HE
HHRTOT F3—H U DiRZ NG, FHT28E
BOTFIERHNIL TWANLTHSB, DT
. ZOEHILBEEVHVLNZLLTE., BE
HZOBAFBBIC A vb—YBFREERTEEV
TEEREBEKRLTWVWS, DXD, HRRAEOBAD
5i3., mnr % SSL D& 5 HRFEED & DRIBIER
LETEIFLUTEERIIEVWEEASZES S, £BA
A, SSL IR EHEFICRERDT-DICIBERATR
b5, BLETHENZE DI, Bkdbyravic
Ele o T—EHOBFIEE NS Ay —UFFIF2
BEHTIC LRI TH S, R, H5
=T BRI B 5 a0 o — & ETEEL
TVWBEERIE, RoDPWVTHAS 5. BRIRTHBH.

ORI, Avb—Y@FlFeERTsC L
BRAAEOLRLBHERDTDIIILATH ST &
ZEHRLTVS,
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Functionality Fnr

DB ZREEEhe Avt—VZERTILHOD
FeRAR—RAE T B, Fap W X I——7F 4
PPy, B ETEN—YY Sk LBIC, UTD
EIRETEND, EELEF2UT 485 A—
HiE kTHB. (send,sid, ID(P;),m) H 3V
(prove, sid, ID(B;), ID(B), m) DWTNHWANE
hat, XI—N—FT ARBEICFDANZ Fnp N
TAT—F 9%,
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Ideal-process Adversary S R
Adversary S, interacting with the ideal functionality Fnr and dummy parties P, B, -, By, is activated
in the following ways. Recall that all participants have security parameter k.

1. When S is activated for the first time (either by Z or by Fnr), it initializes a simulated interaction
of the adversary A with real-life parties (P, P, -, P,) running the protocol nxr. S also generates
a key pair (PK;, SK;) « Gen(1¥) for each simulated real-life party P;.

9. When S is activated on an input value v (written by Z), it runs, on the input v, the simulated A
interacting with the simulated real-life parties (Py, Pz, -+, P,). S outputs whatever A outputs.

(a) When A delivers a message (message_transmission, sid, m, mid,o) from P; to P;, S runs the
simulated P; on the message. (1) If P; is uncorrupted and the message is generated by P; then
there must be a message (send, sid, ID(P ),m) for Fnr on P;’s outgoing communication tape.
S delivers it to Fnr and then delivers the response of Fngr to PJ, that is, Pj eventually receives
(message, sid, ID(P;), m, mid). (2) If the message is one forged by .A® then S runs the simulated F;
on the message. In addtion to that, S tries to simulate this forgery in the ideal process as follows
If both P; and P; are uncorrupted and P; outputs (message, sid, ID(B;), m, mid) then S outputs a
special message *I cannot continue’. If P; is uncorrupted, P; is corrupted, and the message is
valid for P;? then S outputs ’I camnot continue’. Otherwise, S delivers (send, sid, ID(P;),m)
from P; to Fng.

(b) When A delivers a message (verify,sid,|D(F;),m,mid,0) from P; to P, S runs the sim-
ulated P; on the message. (1) If P; is generated by P; then there must be a message
(prove, sid, ID(B;), ID(By,), m, mid) for Fyr on PJ s outgoing communication tape. S delivers
it to Fnr and then delivers the response of Fnr to Pk, that is, Py, eventually receives either
(proot, sid, ID(B;), ID(P;), m, mid, Yes) or (proof, sid, ID( (P,),ID(P;), m, mid, No). (2) If the mes-
sage is generated by A then S runs the simulated P; on the message. In addtion to that,
S tries to simulate this forgery in the ideal process as follows (Recall that since the verify
message is sent over an ideally authenticated communication channel, P; is corrupted.): If the
entry (P;, Pj,m,mid) is not in the database DB of Fnr®, Fx is uncorrupted and P outputs
(proot, sid, ID(P;), \D(P;), m, mid, Yes) then S outputs *I cannot continue’. Otherwise, S de-
livers a message (prove sid, ID(P,),1D(Py), m, mid) from the corresponding corrupted dummy
party P to Fnr and then delivers the response of Fnr to B

(c) When A corrupts a party P;, S also corrupts the corresponding dummy party P,. From this point
on, whenever A write a message on the output tape of P;, S write the same message on the output
tape of the corresponding dummy party F;.

3. When 8 is activated on a message from Fnr, it proceeds as follows:

(2) On receiving a message (send_request, sid, ID(P;),ID(P;),m) from Fyg (this occurs when B is
activated on a send message by Z), S runs the simulated P; on input (send, sid, 1D( P;),m). Thatis,
P, generates a message identifier mid — G; ;(1*), computes o = Sign(SK;, (m, mzd ID(F;))), and
sends (m,mid, o) to P;. Note that at this point, there is a message to Fnr (send, sid, ID(P;), m)
on P s outgoing communication tape.

(b) On receiving a message (prove_request, sid, ID(P;), 1D (B;), ID( (P),m,mid) from Fyr (this oc-
curs when 1-"J is activated on a prove message by Z), & runs the simulated P; on in-
put (prove,szd,ID(P),ID(Pk),m mid). Note that at this point, there is a message to FNR
(prove, sid, ID(F;), ID(Py), m, mid) on P;’s outgoing communication tape.

*When P; is corrupted, the message is always generated by A.
”S can check this because P; is corrupted.
S can check this by sending (prove, sid, ID(B;), ID(P;), m, mid) as a message generated by B;. Recall that P;
is corrupted.

5: The adversary for the ideal process with A and Fnr




