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Abstract The user identification based on PKI is currently necessary for electronic commerce.
Therefore, when a private key is revealed to an attacker, he can disguise himself as a legitimate
holder of the key. This can cause a financial damage to the consumer. In order to solve this
problem, we proposed a new security scheme which contains MAC as a stronger digital evidence

[1]. In this paper, we discuss the problem and possible solution from the viewpoint of both
technologies and social science.
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