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Abstract
The scalar multiplication on a elliptic curve, which plays a significant role in Ellipticy Curve Criptosystem,
may be discriminated by Power Consumption Analysis (PCA). In this article, we propose a new Window
method which prevents PCA and suppresses the fall of processing speed by cutting down the amount of
operations in the preliminary operation table of the Window method.
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E:yl=z"+az+b (1) »

TRINDHBOZLTHY, ZZTabe F i3
4a® + 2762 £ 0 (mod p) & i/ TE TAERRES
EHHINARAES OBV EDER BOL TS (Z
IT, IRTOEMEER F, LTiTabh b)),
BB EOMEIROL A ICEHINS, P =
(21.91),Q = (z9,y2) R ELDELTE, blLay =
Ty MOy =y R, P+Q=0%L, 5
TIRWIRE P + Q= (Ig,yg) Y5, 2T

z3=AN gy -z, ys = Az —23) — 3
PAQOLE X = (y2-w)(zs—21)7"
P=Qor& X = (3z1+a)(2n)”!

TH5S, £, ELOTRTODEPRMLUFD L

VILEHT B,
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2P+QEe T35 TOEDS r EHCEL THFRSE
P+Q & ¥5(H1). &7z, TRNTOP = (z,y) € E
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B BT 5 L BB SN L0T, SEIIRE
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(1) % (z,y) = (X/2,Y/Z2) L BB/ T 2HI L > T4B
515 Projective BEREERR (1,y) = (X/2%,Y/2%)

DB L Y BN D Jacobian HERRL M B .

INEIBIL T Projective BEAER DO EMNEERTH Y,
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REBLORE
BEA T m Py
A OM4+S+I112M+25+1

Pro 12M + 28 TM 458
J 12M + 48 4M + 65
Jm 13M + 685 4M + 45

P& Qi (1) LDAET, Playy,), Qag.y) PED
KRENs e T5, HBHBREETRIANS—EEL
MaEr L THGC N5, (3) 0 kP IZAEMM L
DEPREEETEETEEIBEORETIIR
<, MR DS TERL LB L FE->T, HH
BLoSPE¥ELTEERLADYE S Z L EHK
T2, COMBRED LT, TOAK (L) Eojlo
HIlBETE. ZoEXON kK PEERLTAS
S—{EE kP 2 ROLHENAH S ~FRETH 5.
Fie A H T —EEEHIE 2 5 (Binary Method),
Window ¥ (Window Method), NAF{(non-adjacent
form) Z BV BB & 2 EEREMH L. LATIK
238, NAF, BEfHE 2585, Window DTNV
oY XLERT.

Algorithm 1: 2 #i%

Input P, k = $icq ki2', ki € {0,1}.

Output @ = kP.

1. Q0] « P.
2.for it =£f~2 to 0 do:
3. Q[0] + 2Q[0].
4
5

ki =1 then Q[0] ¢ Q[0]+ P.
. Return Q[0].

2% BIAIZ100P 2RO B L &, 100P = 2(2(P
+2(2(2(P+2P))))) L KT, THhIC L) OHIE 100
BoOREMSME 2@ 2 EH 6 BTHETES.

Algorithm 2:" NAF
Input k= 3o ki2", ki € {0,1}.
Output k' = 5o k12, ki€ {~1,0,1}.

1.¢g « 0.

2.for i =0 to £ do:

3. Cip1 & [(k; + kix1 +€0)/2]s
4 ki ki +ci — 2¢i41

. Return (kpkyp_, - - ko).
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NAF #MAfig L oEER BOUINE L BEILE
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K o= (kjkj_y - k) DFARTD i > 0L T
Kix ki, =0&25k57%, kOFEAE 2:ERR
THD, Lhz, FEObit M1/ L REMELH D,

Algorithm 3: FE{1& 2 #E

Input P, k= Yi_g k2%, ki € {0,1}.
Output @ = kP.

Precomputation.

1. compute k' = f,_dk;?'., ki e {-1,0,1}.

Main

2. Q0] « P.

3.for i=£¢~-1 to 0 do:

4. Q[0] «+ 2Q[8).

5. if k; =1 then Q[0] « Q[0]+ P.
6. - if k; = =1 then Q[0] + Q[0] — P.
7

. Return Q[0}.

FEME 2k T NAF 2 HALFSE 28
FRICT B, EUDIC 2EEEATO Ak 2L A
Cehb. RISk (E=12...0 KEBRTS. K
DAED 1 ORIMEEEITL, K OED -1 ORI
BRELETT S, kL OES DL 3 ALL AR,

Algorithm 4: Window 3%

Input P, k = Yoo k2, ki € {0,1}.

Output @ = kP.

Precomputation.

1. P, «+ P, P, + 2P.

2. fori=1to 2% ! —1do: Pyy; = Pri1 + Po.
3. Q0] « Pn, (i = (kemrke—z-ke-w))-
Main

4.for i=(€~1)—w to 0 by —w do:

5. Q[0) « 2vQI0}.

6. h,' L (k‘,‘k,‘-] cee ki—w+l )

7. if ki # 0 then

8 if Py, is already computed then Read Ph,.
9 else compute Py,.

10. Q[0] « Q[O] + Pu,.

11. Return Q[0].
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FLESHEAT (Simple Power Analysis: SPA) £ EH

E5FRNT (Differential Power Analysis: DPA) 0 2
BB,

3.1 BMENHEN (SPA)

ENOMBELBNTS2 2T, HENIHEL
ROWBFETHY, 7Y XLPIERENT
WAMB L REDECARY RHBTEL SE )T
NI Y XLPICTF — FITREL 740N Thh T
HBE, SPAMHERAIhIERMENS L. WK,
2 ¥ (Binary Method) % 8B U T BHEE 5 AR
(SPA) MEHEL 7T Y XLkRT (1)

Algorithm 5: 2 itk (SPA 3%)
Input P, k = Yi2g ki2', ki € {0,1}.

Output Q = kP.

1. Q[0]

2.for i=£€-2 to 0 do:
3. Q[0] + 2Q(0].
4. Q[1] « Q0] + P.
5. Q0] + QIk:].

6. Return Q[0].
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NOFLFHEE L TR, EBEAERIET 2=

- OFENRRIN TS (1],

3.2.1 REBROSVHLLEBAVWESHLE
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L2y FEEOEH r, 285,

2. k' =k+4r#E %514,

3. Q=k'PREE 4EP=0TH5156, Q=
kPYith,

ZOFHEE RGBS, BERSL K %AV KP
REET B 2 LI B 0 BAESMATOERILR
ARTH Y, KBEWC ZEMTE B,

3.2.2 POFIS5AUK LR BN ILE

1. S ¥ LIEME oS R %8, S =kR
REETEL Q' =k(R+P)LEELTBL.

2. AAT—HEEIIQ =Q -

3. R SHEAR—FI—FRIKRDON TS
0, FILWHEDEIL R « (-1)'2R,S «
(— )%5&J§L125&E%NM17/5A
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BEEZL P =P+ ROBEMLIRV-DBELHES
B EEATERG, D20, WMERL 2 ETE
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3.2.3 HREEEROS & LML BV XLE
P = (z,y) OHEEREE (XY, 2) 3RO £ H1LB5.
r=X/Z, y=Y/Z -

I, AREOTN (A # 0ISHL T, (AX,AY,\2)
P =(X\Y,2) OffEEL 2> T3, 202
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AU EATIENBTOFETIIR M,
AR F % 2N KNG (ERIIEENEEIN TV L
BICHL THBEITIRE) 0—>L LT, DPA L
FESRCERRLOTH L, BELRITIBoORER
BN RERT — 5 IREL TRRLAEETHEA
. TOEEHIENANTL TREER (RER)
EHETLHETH S,

4 ERENREEEL
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4.1 HRE ORI

SPA M SPA XRIE Algorithm 5 %R T 52
ETHT- 7 WWE L TEEZ AL bit HIREL
TIRABOESERVWET, FOSELERLOM
Algorithm 6 @ 8.~16. TH 5. ¥ Oyl EY, ~1
DRABLEHBELOMNEL | B2 F—LEEF-T
B, Algorithm 5 & FA—O&RNEBENS,

DPA BB 24 Z —FEEL{T O BIHERo S
Y LMEERVSIETHAT S, £k, BET AL
CICHERBERIC L DT U F LML THIZ LT, T
LEEIRTERT L. HREERE L TIL, Jacobian
JEAE % & Modified Jacobian FEAER%Z B 5.,

42 FHEET —7 VEERES

SE Window 8% w = 4 KEBEL, FLT
AHZ—EEIENAFRFAOEI T 5. @%,
Window IECFHEET ~ 7NV EELBEAIE w =14
DT 1~15 2 RARLLENH S (P, P,..., Ppw_y
ERICANDLN, BRI 1~ 0F —T Vi
Bl b). TZTNAFOREDA D bit 0FREIZO0
KRBV IREEFIBT AL, Window B3 472
DT NAF 2EAL 2561 1 2D Window K213
(1010),~(1010)2, 2% 0 —10~10 L 2B Z
b b, HBEMBEDS kP OEEN kP O
TEICBL TRRREATHL I 2 LD, AHT—
Bk 1~10 EFTEHETHE LV, FED Window
ETRFHERET — TNV {P,P,,... Pis} BT &
BROIKHL, BREX (P, P, P} &P%L
TF¢. 22T, NAF ¥ Jacobian BEAER (J) &
Modified Jacobian BAER (J™) D 2 > DEERE
BT HEET -7V OEREEERERT.

1. P« P &b P %2155,
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2. Modified Jacobian FEAZRD 2 fZEIC L Y 2P, 4P,
8P %485, J213L 2P, 4P % J™ « J™(4M +
48), 8P J « JP(BM +45) K LYk 5.

3.3,5,7,0P % J « J™ + J™(12M +48) TR
® % (Jacobian FEAZR TONE L REEE).

4. 6P - 2P;,10P  2Ps % J « 2.J(4M +6S)
TRO5. ‘

4.3 BE7NIVXL

Algorithm 6: REE
Input P, k = Ef;é Ié,«2‘, ki e {0, 1}.
Output @ = kP.

Precomputation.

1. compute P;.

2. compute k' = Zf;o k2t Kkl e {~1,0,1}.
3. QU] & P, (hi = (kike_, - Ki_ysr)).
Main

4. for i=80~w to 0 by —w do:

5. Q[0 + 2vQlo],

6. hy e (KK, k),

7. Q1] « Pn,.

8. if h; > 0 then s

9. Q[l)y « =1 x Py,
10. © Q0] + Q[0]+ P,.
11. else if h; < 0 then

12 QUL « ~1 x Q[Ll;,
13. Q0] + Qo]+ Q[1).
14. else then

15. Q1) & 1 % Q[1ly,
16. Q] « Q0]+ Py.

17. Return Q[0)].

1.42&9 P (1=1,2,...,10) 2R 5.
. NAF 20T k 2 BT 2 ERERICAHR.
. Py, & QO] ISR

CwiE, 2fEERRYET. ZorEw-1HE
Tl J™ = 2J™ (4M +48) 0 2 fFHEE .
B0 1B J « 2J™ (3M +4S) 2F 5.

B N

5 h; #R®D 5B, T. Py, & QI ITfUA.

8. 8.~16. WENEFNOLEEITI. 11.T hy
NADEE, P = (X,Y,Z) tBE -P =
(X,~Y,Z) DT, 12.TY BROHEES
ET0B, E7, 9. 15 16 REMPY I
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2 - (12M +48) - &1 (4M +6S) - (£~

e & 258k - (12M +48) - £ (4M +65)-¢

Window 112M +708 | (12M +45)- =2 (4M +865) - (¢~ w)

RBR% 68M +425 | (13M +65) - &= ((4M +48) - (w— 1) + (3M +48)) - Lro=w

Bel-oTHY, EROMELITMFRE N
INKLVRBELKR LM TESD.

17. BIRIC Q « QIOJ I LV #T.

5 HFERLDOHE
5.1 FHEHEF—TNVEBEEBHE

£, Window tk #REL OFHEETF -
OFEERHE 1T, WindowiBl3 4 TH 5. Win-
dow #EiX P, 6 P, #R®D, i P2i+‘l = 2P +
Py #fToTn <. ZoOBSTMNETE, 2 /&E
1B, ZELTERYD Py (1=2,3,...w) bEEL X
ETHLEHTMETE, 2887 @t A5 Zh
513 Jacobian BEAER T OIRER DT (12M +45) -
T+ (4M +65) 7 = 1120 +705(= 168M) & %2 5.
—%, BREI42HTRLZEBYIC, HETS
Y, 68M +425(~ 101.6M) k72 5.

5.2 RERERLE

BER BERL = (kiorkez k) O bit i £
D, RBEOBAIE 321 HORBRDOT V5 I
L& BB LERT 0T, ¢+ n % bit e
T5, 22Tl 321 EH0EHr Obit HTH S,
FNAFAZAWTHLOM, (+1bit 725,

EEER A~ JOFBR(X =22%Y = yzﬁ) [
B3M+S, J—» ADER (z = £y = 5) 1K
M+ S+1h5. BREOBAIZI2.IMOHE
BT & LMk Bk % @R T 50T,
FEEMLET>% 5.

5.2.1 BEARLE

L BRREOEHE LOFEEL R 2ITRT.
Ik 2EBVT, Affine BERD P, QilBN
T, k& P&V Q=kPDANT—EHELRD
LOIREXHERYRIIGRT., Z0L SHER
k1% 160bit (£ = 160). Window I8 w = 4. FHR

@9~/5r‘Ml:c:ﬁ§mza r1% 20bit (n = 20) £ T 5.
S/M = 0.8, I/M = 30[3) L REL =HBEORE M

REEL L LRERLRT.
3 ANT - HEERIKR
WEFE | AAT-mEREE |
s | (1590M + 12725) .
2 3k (6M 254 1) 2645M
= " 1280M +11735 ||
S 285 +(6M 425+ 1) 2256 M
_ ) 1204M + 11625 |
Window ¥& | +6M 425+ 1) 2171M
] 1300M + 10108 |-
R +(8M +25+1) || 2148M
6 F&®

MBREHRITEZEL = 205 —EREIC DT
RBRL:. BEOFEL OREBOERE 1T - 128
&R, #BRL 2 FRL SPAS DPA KA, »o, B
BEOFELY bIREEMEERTCE TS 2 eMb
ol FliREEST — 7 VICBL TE AL, Window
EOEHEREH 40% BT E Tz,
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