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A proposal for the validation function of mobile node registration

process in DSRC IPv6 network

Teruharu Serada

NEC Corporation

In DSRC(Dedicated Short Range Communication) IPv6 network[1] environment, mobile nodes
send registration requests to network nodes to realize IP-level handover function. In such an
environment, there is a vulnerability that malicious users send bogus requests and destroy routing
tables owned by each network nodes.

To mitigate this vulnerability, we propose the validation function of registration requests using
IPSec AH[2]. This function protects the routing tables from unauthorized changes and keeps the
routing tables sound as the result. Our implementation shows that the processing time overhead is

small enough even if mobile node moves in highway speed.
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