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A method to deal with Name Comparison in PKI

Naohiko IMAEDA Hiroshi MASAMOTO Takeshi NAGAYOSHI
NTT Information Sharing Platform Laboratories

This paper proposes a method to solve tasks where name comparison rules and methods apply to PKI. To
store certificates in all directory entry to show the same user, is used to get a certificate of the purpose by
optional informations about verification target. To store a name comparison rule in the directory attribute

type, which is possible to define a new name comparison rule, is used to grasp the Name comparison rule

for a user which to be using with CA.

PKI
PKI
CA
PKI CA
CA
CA
PrintableString
UTF8String StringType
PKI DistinguishedName DN

0370

1060 O
led O


研究会Temp
マルチメディア通信と分散処理
コ ン ピ ュ ー タ セ キ ュ リ テ ィ

研究会Temp 
106－７

研究会Temp 
16－７

研究会Temp 
（２００２． ２． １４）

研究会Temp 
－37－


DN
P

PKI
PKI

PKI
RFC2459[ ]

RFC2459
RFC459
X.500

arty

Subject

CA

DN

D

CA

Subject

X.500

DN

DN

CA

Web

RFC2459

N

DN

RFC2459
X.500 RFC2459
String
o (Printable) _
( )
_.___(Printeble) _
( )
DN
RFC2253[ ]
CA
X.500 “ "
RFC2459 “
PrintableString 16
PrintableString "
/
CA
ﬁsoo
RFC2459
CA (Printable)/
@ / 16  (Printable ——
>
RFC2459 RFC2459
(Printable)/
16 (Printable )
" X.500 or
Bl g RFC2459
) ( )
CA
( )
PKI

0 380



研究会Temp 
－38－


CA

CA RFC2459
“ DN=A’"
“ DN=a"
CA
“ DN=A"
“ DN=a"

CA

X.500

1 DN:an

1 _\—u p 16 “12020041”
)

( )

CA X.500
“ DN= UTF8String A’
X.500
: DN
“ A PKI X.500
CA RFC2459
“ String
RFC2459 “ "
PrintableString
16
“ 12020041(UTF8String “ A’ 16 )’
- [ 1] X.500
CA RFC2459

0 390


研究会Temp 
－39－


“

Nippon Telegraph and

Telephone Company” “ NTT’
X.500
RFC2459
X509 ] - -
RFC2459 Subject CA
Extension SubjectAltName
SubjectAltName
DNS 1P
DN

* Nippon Telegraph
and Telephone Company”  SubjectAltName
“ NTT”

SubjectAltName  Subject

Subject

Subject “ A’ ‘B

DN
CA RFC2252[ ]
NameComparisonType
_ “ g CHOICE{ X.500, RFC2459,
Yy Ry J-X.500,J-RFC2459
. 2 |:>% o ; ,'):;:'j . . ’ 1
. : ) ind ‘\—:‘.;( el ) NameComparisonType CA
CA
X.500 RFC2459

5 J-X.500 J-RFC2459

0400


研究会Temp 
－40－


Subject SubjectAltName
Name
CA
CA J-X.500
NameComparisonType “ J-X.500"
CA
J-X.500
NameComparisonType “ Nippon
Telegraph and Telephone Company”
“ NTT" SubjectAltName
J-X.500
CA “ Nippon Telegraph and
Telephone Company” “ NTT
Subject Name
Name SubjectAltName
CropD
CA I NameComparisonType | |CN  Nippon Telegraph and
/ [ J-X.500 Telephone Company ( CN NTT )
I
—_— |
\ SubjectDN SubjectDN
JX.500 e Nippon Telegraph anc Nippon Telegraph anc
Telephone Company Telephone Company
SAN NTT SAN NTT
-
SubjectDN X500
Nippon Telegraph and JX.500 SubjectDN
Telephone Company Nippon Telegraph and
SAN NTT NameComg Telephone Company
arisonType _ SAN NTT

SAN  SubjectAltName

(> M

0410


研究会Temp 
－41－


NameComparisonType

X.500
RFC2459
X.500
RFC2459

Nippon
Telegraph and Telephone Company”
NameComparisonType
“ J-X.500"
“ J-X.500"
[ ]
X.500

Nippon Telegraph and Telephone
Company”
“ Nippon Telegraph and Telephone

Company’ “NTT

“

Nippon Telegraph and Telephone Company”
“ J-X.500"

Name

Name Subject SubjectAltName

PKI

0420

PKI
PKI

SIN(Social Insurance Number)

“ YahOO" DN
" Yahoo'
1 1" 13 I”

[ JRFC2459(Certificate and CRL Profile)
IETF PKIX\WG(1999)

[ 1RFC2253(Lightweight Directory Access Protocol
(v3):UTF8 String Representation of Distinguished
Names)(1997)

[]

Vol.36
No.08(1995)

[ 11TU-T Recommendation X.509(1997E)

[ 1RFC2252(Lightweight Directory Access Protocol
(v3): Attribute Syntax Definitions)(1997)


研究会Temp 
－42－




