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Deploying User-based Extranet without Global Addresses
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Extranet is known to pose a number of threats to the confidential data exchanged among partner sites. End-to-end VPN
network solutions are sometimes deployed to cope with both the external threats from the Internet and the internal threats
within the mutual sites. However, because existing end-to-end VPN technologies require al participating hosts to have a
global address, it is often speculated that the limited address space of 1Pv4 would eventually thwart their acceptance.
Although we can wait for the arrival of 1Pv6 to aleviate this problem, in this paper we propose a method for deploying an
end-to-end VPN using only private addresses by incorporating the Twice-NAT into our VPN-Exchange System (a star-type
end-to-end VPN that we have proposed).
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1 Introduction the public network, most existing end-to-end VPN technologies
require dl participating hogts to have a globd address directly. It
is therefore speculated that the limited address space of IPv4
would thwart the acceptance of end-to-end VPN. In addition,
NAT (Network Address Trandator) technology commonly used
in IPv4 may thwart the acceptance of end-to-end VPN because it
affectsthe integrity of encrypted packets.

Although we can wait for the arriva of 1Pv6 to dleviae the
address problem, it is certain that 1Pv6 and 1Pv4 will co-exigt for

Until  recently, data encryption within an extranet
(inter-organizationd network) was performed from gateway of
the sending party to the gateway of the receiving party. Because
internd lesks caused by madicious users within the same
organizaion are aso posshle [1], end-to-end VPN (user-based
VPN) network solutions are sometimes adopted to completely
sed the sensitive information exchanged between two parties.
However, in order to congtruct direct encryption channes across
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Fig.1 Conventlonal end-to-end VPN

many years to come. We need viable solution to support such
heterogeneous network environment.

In this paper, we propose amethod for deploying an end-to-end
VPN between organizations without using any globd address.
This method is to be adopted on the network provider’s side
rather than theuser’'sside.

In section 2, we briefly explain the VPN-Exchange System,
which we proposed in the padt. In section 3, we describe our
proposed method in detal. We then evauae our proposd in
section 4 and outline our future work and condusion in the last
section.

2 Deploying End-to-end VPN using VPN-Exchange

We have proposed the VPN-Exchange System, in order to
solve the inherent problems with the conventiond end-to-end
VPN [2].

2.1 Problemswith the Conventiond End-to-end VPN

Problems with the conventiond end-to-end VPN are listed as
follows

() Since the contents of the communication cannot be
investigated on the fly, it is imposshble to enforce network
security policy using afirewdl.

(2) Interconnections between different encryption sysems or
different authorization sygems are difficult.

(3) Since the number of encrypted communication channels can
amount up to a sguare order of the number of users, the cost
of management isextremdy high in large-scde settings.

(4) Since the packet heeder is not encrypted, the communication
partner can be easily identified by sniffing apacket.

(5) Globd addressesarerequired for dl communication hogts

Notethat this paper focuses on tackling the last issue listed above.

2.2 TheVPN-Exchange System

We have proposed the VPN-Exchange System to solve the
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Fig.2 Basic VPN-Exchange

Fig.3 Scalable VPN-Exchange

problems (2), (2), (3) and (4) listed in section 2.1. To establish an
end-to-end VPN, the VPN-Exchange System does not adopt the
conventiond mesh-type connection modd (Fig. 1), but instead
the star-type connection modd, which places a VPN rday point
in the center (Fig. 2). Each user establishesone VPN tunnd to the
relay point respectively. At the rday point, access control is
performed based on the result of the user authentication, which is
performed prior to the establishment of a VPN tunnd. This
mechanism ensures secure communications within the specified
user groups. Although this VPN modd is not exactly end-to-end
since data packets are decrypted a the relay point, it practicdly
prevents internd lesks since there is no way to siff the daa
packets inside the same user’s network. Moreover, by sharing the
relay point among mutudly unfamiliar users, the extranet can be
easly recongtructed by changing the access control rules at the

relay point.
2.3 Achieving High Scaability

The VPN-Exchange System introduced in the previous section
auffers scaability problems because the traffic converges a the
rlay point. In[3], we have made a proposa to addressthisissue.
In order to achieve high scaability, the relay point was considered
as a wide area backbone network (cdled "Ex-Net"), and the
functions of the rday point are offered by the digtributed
gateways (cdled "Ex-GWS'") placed on the boundary of the
Ex-Net and the exterior network (Fig. 3). The rday point of the
VPN-Exchange System has two basic functions: (1) establish a
VPN tunnd upon a successful user authorization; (2) perform
access control on al communicationin VPN tunnels according to
the results of the user authentications. These two functions are
offered in Ex-GW. However, when two or more Ex-GWs have
been placed, the gateway that performs user authentication and
the gateway that performs access control may be different. In this
case, information of user authentications needs to be ddivered
between Ex-GWs. In our proposd, Ex-GW assgns each user an
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Site A

NAT Rules:
Al >>X1
A2 << X2

NAT Rules:
X1>>B1
X2<<B2

Notes:

Access controller (FW)
Twice NAT

SiteB

VPN tunnel terminator

Ingress Filter
N 72 VPN tunnd
----------- Hopl @ P4ch ~
A3 B4 <
B2 N
B1—B2' \ Host address
€] 2 &) 4 6) (6) ) Tunne I/F address
Al'—A2 Al1—-A3 Al —A2 X1—X2 B1—B2' B4—B2 Bl1—B2 Terminator’s address
~ — Addres el g Dst address
Address-realm of Site-A ofrg:\l etm Address-realm of Site-B Src address

Fig.4 Proposed Method (Ex-GW with Twice-NAT)

address upon a successful user authentication. We cdl this
function “address-mapping.” When auser who has been assigned
an address by addressmapping sends a packet, he can be
identified by the source address. In other words, the information
of user authentication is ddlivered on a per-packet basis between
two gateways to ensure security. The addressmapping can be
implemented by assigning atunnd interface address [4]. In order
to prevent unauthorized uses of addresses reserved for the
addresssmapping  function,
implemented in Ex-GW.

ingress filtering [5] can be

24 Evduation of theVVPN-Exchange System

Table 1 shows a comparison of the VPN-Exchange System
with the conventiona mesh-type end-to-end VPN.

3 Deploying user-based extranet without Globa
address=s

This section describes our proposed mechanism of deploying
the VPN-Exchange System for hostswithout agloba address.

3.1 TheBadcldea

We propose a method of using private addresses as the source
address and the dedtination address of a packet in a shared
backbone network (a Ex-Net of VPN-Exchange System). When
these private addresses overlgp with private addresses used in the
usr’'s network, the Twice-NAT function, explained in the next
section, is performed at the Ex-GW to convert the addresses into
non-overlapped addresses. It is then possible to identify the same
hog by a different private address respectivdy in each

addressredms, that is, each of user networks and the Ex-Net (Fig.

4),

32 Twice-NAT

Our proposed mechanism uses Twice-NAT [6] on the
boundary of different address-realms that may have overlapped
private addresses.

The regular NAT (Network Address Trandator) converts an
internd address into an externd one to dlow hogts access to the
public networks, such asthe Internet. Therefore, each host behind
the NAT can be recognized by aglobd addressin public network.
However, in our proposed mechaniam, globa addresses are not
required Snce private addresses are assigned as the source
address and the destination address of every packet in the shared
backbone network (a Ex-Net of VPN-Exchange Sysem). If the
assigned private addressis dready in use by the users networks,
this address is converted into another private address on the
boundary of the user stes and the Ex-Net. Because conversion of
both the source address and the dedtination address is reguired,
two NATs are required for each ste:  the outbound NAT converts
the address of the hogt indde the user Stein the same way as a
regular NAT, while the inbound NAT changes the address of the
host outside the user site. The mechanism, which combinesthese
two NAT, iscommonly caled “Twice-NAT”. Each site connected
to the Ex-Net deploys Twice-NAT in its Ex-GW. Communication
across the Ex-Net traversestwo Twice-NATson asingledirection
course.

Since it is difficult to convert the address of encrypted packet
[7], Twice-NAT is performed right after the decryption process, or
right before the encryption process a Ex-GW.

Each Ex-GW have NAT rules for converson between
addresses usad in the user’s Ste and addresses used in the Ex-Net.
In fact, the source address of a packet sent directly from a VPN
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Table.l Comparison of the conventional end-to-end VPN (Transport-mode | Psec) and our proposed system (VPN-Exchange).

Note: A - Good, B - Fair, C -Poor.

Transport-mode | Psec

VPN-Exchange

Redlizi - i i - i . .
izi rjg : Spem_al system, which perform UDP-encapsulation, - No Special system is needed on end host.
extranet without | B | isrequired on each end host. A lication lavd i b formed
global addresses - Some protocols (FTP etc.) bring problems. - Application level transiation can be performed.
. - Since the data portion is encrypted, there is no way ! . .
Policy to enforce policy on the communication contents. - S|'nce apacket isfully decrypted ai_the.relay point,
enforcement | B . . ) A | policy on both the contents and destination addresses
on gateway - Since the IP header is not encrypted, policy on the can be enforced.
destination addresses can be enforced.
Inter- - In order to establish secure connections with - By equipping Ex-GW with multiple encryption
ectivit C | partnersusing different encryption methods, a A | methods, VPN-exchange facilitates communication
connectivity terminal needs to support all encryption methods. between hosts using different methods.
- A user need to provide alot of parametersin - A terminal can establish safe communication with
Ease of c proportion to the number of partners. A many partners only by setting up one secure connection.
configuration - When there are n hosts, the secure connections at - Even when there are n hosts, the secure connections at
number of o(n?) are used. number of only o(n) are used.
P ! . - Since al packets are destined to an end terminal of Ex-
Destination -
C Since Fhe gddreﬁes of egch pa}cket I not encrypted, A | GW in appearance, the actual destination is well
conceal ment the destination can be easily sniffed.
concealed.
" - The contents of communication cannot be ] . -
Third part -
|r- party A | monitored by any third party, therefore thereis no B Need gtrusted th rq party since administrators o f t_he
requirement relay point can monitor the contents of communication.

need for atrusted third party.

Communication

- Since only one encryption is performed on one-

- Since two-time encryptions and additional access

A . - B | control processing are performed, delay is
delay way, delay is comparatively small. comparatively large.
Overhead of - Establishment of secure connection takes several - Establishment of secure connection takes several
connection C | seconds. The overhead occurs at every timeto A | seconds. However, since the overhead occurs only once,
establishment establish a connection to new partners. it isnot affected by the number of partners.

tunnd is the address of the tunnd interface. Also, the destination
address of a packet forwarded into VPN tunnd used by the
dedtination hogt must be the address of the tunnd interface of
degtination hogt. Therefore, an address of a user of VPN tunnel
configured in NAT rules isthe tunnd interface address. Note that
converson between an address in a user’s Ste and an address in
other user’s Ste does not appear directly as a NAT rule because
the address of each packet must be trandated into an address in
the Ex-Net once, ingead of directly trandating into an address
that belongsto the partner’ssite.

33 AnExample

Figure 4 illugtrates an example of a communication process
using our mechanism.

Each dte is directly connected to Ex-Net, without traversing
the Internet. Host Al with a private address Al resides in
Enterprise A, while Host B2 with a private address B2 resides in
Enterprise B. VPN tunnd teminaors a the Ex-GWSs of
Enterprise A and Enterprise B have private addresses A3 and B4
respectively. Between each host and the Ex-GW, aVPN tunnd is
edablished after user authorization. A1' and B2' are assigned as
the addresses of the tunnd interfaces to Host A1 and Host B2
respectively according to address-mgpping.

In Enterprise B, Host Al is recoghized by the private address
B1. On the other hand, Host B2 is recognized by the private
address A2 in Enterprise A. In the Ex-Net, Hogt A1 and B2 are
recofnized by private addresses X1 and X2 repectively.

Thee assgnments are configured as the NAT rules for
Ex-GWs. As described in previous section, these rules involve
tunnd interface address. As the NAT rules of Ex-GW for
Enterprise A, two rules appear in Figure 4: arule for converson
between indde address A1’ and outdde address X1 on outbound
NAT (denoted as “Al’ >> X1"); arule for converson between
indde address A2 and outdde address X2 on inbound NAT
(denoted as “A2 << X2).
Ex-GW for Enterprise B, two rules appear: arule for converson
between outsde address X1 and inside address B1 on inbound
NAT (denoted as “X1 >> B1"); arule for converson between
outside address X2 and indde address B2' on outbound NAT
(denoted as “X2 << B2 ). Note that the direction of these
expressons arein accordance with thetopology in Figure4.

Each dte and Ex-Net is an independent addressredm. A
private address in repective address-redm referes to exactly one

Moreover, as the NAT rules of

hogt. However, asame private addressin different address-redms
may refer to different hosts. For example, it is possble that
addresses A3, B1 and X2, each of which refersto adifferent host,
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arethe same private address.

Next, we explain the proposed mechanism by consdering a
scenario in which apacket is ddivered from Host A1 to Host B2.
In the explanation below, apacket isexpressed as"'S-> D", where
S is the source address and D is the dedtingtion address of the
packet.

(1) Since Hog B2 is recognized as A2 in Site A, the packet
transmitted towards host B2 from Host Al is generated as a
packet "Al'-> A2." Note that the source addressisthe tunndl
interface addressAL.

(2) InddeHog A1, this packet is encrypted and encapsulated as
apacket directed to the gateway (A3), the packet is expressed
as"Al-> A3". Note that the source address of this packet is
the host address A1 because of encgpsulation.

(3) This packet arives a the gateway (A3). Then dfter
decapaulaion and decryption, itisresored to "Al' -> A2".

(4) This packet is changed into a packet "X1 -> X2" by the
Twice-NAT in Ex-GW of EnterpriseA.

(5) On the route towards the degtination address X2, this packet
is ddivered indde the Ex-Net, and reeches Ex-GW of
Enterprise B, and is then changed into "B1 -> B2 " by the
Twice-NAT of the gateway. Note that the destination address
becomes the interface address B2' of the tunnd for the
encrypted communication.

(6) This packet is encrypted and encapsulated as "B4 -> B2"
when it goesthrough the VPN tunnd established between the
Ex-GW and Host B2.

(7) Findly, this packet arives & Host B2. After decgpsulation
and decryption, the Hogt B2 receives the packet from Host
Ales"Bl1->B2'".

34 Utilizing DNS and Dynamic AddressAssignment

If the TwiceNAT has a DNS-gpplication-leve-gateway
function shown in [§], it is then possible to make an inquiry of
DNS across borders of different address-redms.

In our proposa, each site reserves a set of private addresses to
diginguish every hogt in the partner networks, and regigters them
as NAT rulesfor Ex-GW. However, it is possible that most of the
private addresses are dready in use by the hogtsingde. Although
it is difficult to reserve additiond private addresses for partner
hogts under such circumgtance, by registering address to NAT
rules dynamicaly according to the DNS query, it is possible to
communicate with many partners with only a few reserved
private addresses. Thisisshown in[9] in more detail.

If it is not necessary to digtinguish each hogt accessing from
outside of a user ste, dl unregistered externd hosts can be
assigned a same address by NAPT (Network Address and Port
Trandaor) on the inbound NAT of the TwiceNAT. Access
control according to the user authentication can Hill be performed
becauseit is performed in the address-red m of Ex-Net.

4 Reasonsfor using the VPN-Exchange System

TwiceNAT comes in handy when there are address
overlapping problems in  communications across different
addressredms. However, end-to-end encryption is difficult to
perform with the conventiond VPN solutions since encrypted
packets cannot traverse aNAT. The VPN-Exchange System gives
us a dear technicd advantage NAT cen be peformed on
decrypted packets Snce packets are decrypted a therday point.

Other than the VPN-Exchange System, the VPN system
destribed in [9) and [10] dlows encrypted packets of
transport-mode |Psec to traverse a NAT. By usng TwiceNAT
and Ex-Net as described in this paper, it is possble to deploy an
endto-end VPN without globd addresses (Fig.5). However,
interconnectivity can be logt because this proposd requires the
specid VPN systems on the end-hosts. Because the conversion of
an encrypted payload is technically impossble, some protocols
(such as FTP) that require payload conversion in addition to
header trandation would make address trandation difficult.
Furthermore, this VPN system dso has the various problems with
the conventiona end-to-end VPN shownin Table 1.

Enhanced
Twice-NAT |Psec+IKE
Dedicated
. Backbone .
Site A\ SiteB

Fig.5 Alternative method of
end-to-end-VPN without global addresses

5 FutureWork and Conclusion
51 Usngthelnternet

Our current proposd is to be deployed on a dedicated
backbone network (Ex-Net). However, because most enterprises
are connected to the Internet, we should consider bridging the
Ex-Net to the Internet. Therdevant subjectsto be sudied are:

(1) Connection between Ex-Net and a customer network on the
Internet
(2) Remote accessto Ex-GW from ahogt on the Internet
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(3) Remote accessto Ex-GW from a hogt with a private address
in acorporate network on the Internet.

52 Migrationto IPv6

Although users can be diginguished in Ex-Net by private
addresses usng our proposd, private addresses themsdves are
limited, too (about 18 million). Therefore, the scalahility islimited
by the size of the private address space. Eventudly, we will ill
need the enormous address space that IPv6 can offer.
Therefore we should consider supporting IPv6 in the Ex-Net.
Some possible solutionsindude the use of V4-V6 trandaor (ST
[11] and NAT-PT [12]) ingteed of the Twice-NAT. This method
does not require any change to the user network, o end user will
not be avare of the Ex-Net'smigration to IPv6.

Moreover, since end users will eventudly use IPv6 directly, we
should fully support IPv6.

Usng both IPv6-supported Ex-GW and v4-v6-trandator-
supported Ex-GW will make it possible to relay end-to-end-VPN
between 1Pv6 user and 1Pv4 user without an IPv4 globd address
(Fig. 6). Therefore, we bdieve that this VPN-Exchange System
can be effectivdy deployed in networks where IPv4 and 1Pv6
co-exig.

IPv6 Ex- GW V4~v6 Ex-GW

S|teA S|teB

Fig.6 Extranet across
IPv4 and IPv6 Environment

5.3 Concluson

This paper proposes a mechanism of deploying user-based
extranet by establishing end-to-end VPN without globa addresses.
This proposa is useful for networks where IPv4 is deployed.
Using this mechanism, network service providers are ableto offer
anew network serviceto ther customers.
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