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Abstract  The cryptographic hash function provides the services of information security, authentication, integrity,

non-reputation in a branch of information secret. A cryptographic hash function has been developed since MD4 was proposed
by Rivest. In present, U.S standard of a hash function is SHA-1 with 160 bits of output length. It is difficult to be sure of a
security of a hash function with 160 bits of output length. In this paper, we propose a hash function, namely SHA -V, with
variable output-length based on SHA-1, HAVAL and HAS-V. The structure of SHA-V is two paralle]l lines, denoted as the
Left-line and Right-line, consisting of 80 steps each and 3-variable 4 Boolean functions each line. The input length is 1024 bits
and the output length is from 128 bits to 320 bits by 32-bit. SHA-V has the most advantage of SHA-1. That is, the message
variable creates in combination with input message and step calculations. This new message variable provides the resistance

against most of attacks that search the collision resistance by the fabricating of input messages. When we compare SHA-V and
HAS-V in side of operation, SHA-V is 10% faster than HAS-V on a Pentium PC.
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1. Introduction
Hash functions[2] take a message as input with an
arbifrary and produce an output referred to as a
hash-code, hash-result, hash-value, or simply hash.
In 1990, Rivest proposed the cryptographic hash
function MD4[18]. MD4 is a 128-bit hash function
and consists of 3 rounds. Den Boer, Bosselaers[4]
and Dobbertin [8] proposed an attack method on the
each round of MD4. So, it is undesirable to use MD4.
But, There are hash functions, MD-5[19], SHA-1[15]
and RIPEMD-160{7], that is based on the MD4. We
call the customized hash functions based on MD4. It
was not known the attack method about these hash
functions. As the development of computer
technologies, the ability of computer processing has

been increased.
As the growth of computer technologies, the hash

value has been become longer based on the complexity

of calculation. It was known to be desirable that the
output lengths of hash functions are more than 160 bits.

The 1* edition of Hash Function Standard-160 of
Korea, namely HAS-160[20], was published in 1998
and the revised edition was published in 2000. P.J.Lee
et al. proposed HAS-V[16] with variable output length
based on HAS-160[20] and HAVAL[22].

The important properties that a cryptographic hash
function must satisfy are the following [2].

a) Preimage Resistance: it is computationally
infeasible to find any input which hashes to that output,
i.e., to find any preimage x’ such that & (x’)=y when
given any y for which a corresponding input is not
known.

b)  Second

computationally infeasible to find any second input

Preimage Resistance: it is

which has the same output as any specified input, i.e.,

given x, to find a 2"-preimage x’ Zx such that
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h(x)=h(x’).

¢) Collision Resistance: it is computationally
infeasible to find any two distinct inputs x, x” which
hash to the same input, i.e., such that h(x)=h(x’).
The attack method of hash functions based on the
properties of a cryptographic hash function was
introduced by several cryptography-researcher. We
introduce cryptographic hash functions in Section 2 and
propose SHA-V in Section 3. In Section 4, we compare
with HAS-V and we analyze the security against
Kuwakado and Tanaka’s attack method[9] in section 5.
In section 6, we compare to SHA-1 / 256 and
SHA-V(160bits, 256bits) and analyze the parallel
implementation of SHA-V and HAS-V in Section 7.

2. Introduction of Cryptographic Hash
Functions
In this section, we introduce to the cryptographic
hash function. <Table® 1>[10] shows features of

cryptographic hash functions.

2.1. SHA-1/ SHA-256, 384, 512

SHA-1 (Secure Hash Algorithm)[15], based on MD4,
was proposed by the NIST (U.S. National Institute for
Standards and Technology) for certain federal
government applications [2]. The hash-value is 160 bits
and five 32-bit chaining variables are used. SHA -1 uses
four non-zero additive constants, whereas MD4 used
three constants only two of which were non-zero.

SHA-256, 384 and 512 [14] are the longer version of
the output length based on SHA-1, MD4 and MD5.

2.2. HAS-160

HAS-160 (Hash Algorithm Standard)[20] provides
the methods to compress bit strings with arbitrary
lengths into a hash code with fixed lengths (160 bits).
This hash algorithm inputs messages of the random
length with block unit of 512 bits. The length of output
is 160 bits and the co:ﬁpression function deals with
block of 512-bit unit. It is composed of 4 rounds, 80
steps and 5 words of chaining variables. The number of
variable message to apply in each step is 20 words. If it
inputs the message M of the random length in this hash
algorithm, M is made up of the multiple of 512-bit
through attach processing and divided into the block M;
of 512 bits.

2.3. HAS-V

HAS-V[16] was proposed to meet the needs of
various security levels desired among different
applications. The length of the hash-code is an
important factor directly connected to the security of
the hash function. KCDSA (Korea Certificate-based
Digital Signature Algorithm) is an example of a
cryptographic application where a variable length of
hash-code is needed. There exists an optional extension
of RIPEMD-128 and RIPEMD-160 to produce 256-bit
and 320-bit hash-code. However, these methods do not
provide any increase in security level, but merely an
increase in the length of the hash-code. This gives a
clear motivation to design a new hash function with

variable length hash-code, which is both efficient and

secure.
<Table 1> Features of cryptographic hash functions
Message | Digest Word The
Endi-
Algorithm Block Size Size Number
aness
Size (bits) (bits) of steps
MDs5s Little 512 128 32 64
RIPEMD-
Little 512 128 32 2X 64
128
RIPEMD-
Little 512 160 32 2X 80
160
SHA-1 Big 512 160 32 80
SHA-256 Big 512 256 32 64
SHA-512 Big 1024 512 64 80
HAS-V Little 1024 128-320 64 100
SHA-V Big 1024 128-320 64 80
3. SHA-V

We propose SHA-V based on SHA-1, HAVAL and
SHA-V. The structure of SHA-V is two parallel lines,
denoted as the Left-line and Right-line, consisting of 80
steps each. The input length is 1024 bits and the output
length is from 128-bit to 320 bits by 32-bit. SHA-V has
the most advantage of SHA-1. That is, the new message
variable creates in combination with input message and
step calculations. This new message variable provides
the resistance against most of attacks that search the
collision resistance by the fabricating of input

messages.

3.1. Initial Values
The initial values of the chaining are used in SHA-V

are given in follow Table 2. It is divided two parallel
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lines: left-line and right-line. The initial values of left
line, Ho" , H:®, H,®, H;®, 1,0, are the same SHA-1.
The initial values of right line are based on HAS -V[16].
In order to increase the output length, SHA-V has ten
32-bit words.

<Table 2> Initial values of SHA-V

Left-line
H® u,® H,® H,® u,®
67452301 efcdab89 98badcfe 10325476 c3d2elf0
Right-line
HS(i) H6(3) H7(i) Hs(i) Hg(i)
8796a5b4 4b5a6978 Ofle2d3c a0blc2d3 68794e5f

3.2. Constants

The constants are taken as the integer parts of the
number given in <Table 3>. The constants of left-line
are based on SHA-1 except K[3]. K[3] is Oxca62c1d6
(2°°J710) in SHA-1, but K[3] of SHA-V uses the
Oxa953fd4e (2°°4 7). The constants of right-line are
based on HAS-V, but the constants sequence is different
with HAS-V. Also, the constants of HAS-V consist of
five 32 bits for 5 rounds. SHA-V consists of 4 round
and the constants of four 32 bits. SHA-V can be

decreased the computation number than HAS-V.

<Table 3> Constants of SHA-V

Left-line
KI[0] KI[1] K(2] Ki3]
52837999 6ed9ebal 8flbbede a953fd4e
@*J2) @/ 3) @*/5) @ 7)
Right-line
K’[0] K’[1] K’[2] K’[3]
7a6d76€9 6d703ef3 S5c4dd124 50a28be6
@®37) @®3/5) (2%33) @3 2)

3.3. Boolean functions
The Boolean functions to be used each step operations
are as follows. It consists of two parallel lines. The
Boolean functions of left-line are based on SHA-1 and
the Boolean functions of right-line are the reverse order
with left-line.

- Left \

£ (%,9,2) = (xAy)V(~xAz) (051£19)

E(xy2)=x@®@y®z (2051£39)

f. (x,5,2) = (xAY)V (xAZ)V(yAz) (405t£59)

£ (x,y,2)=x®y ®z (60<t<79) :

- Right

% (%y,2) =x @y ®z (051£19)

g (%,3,2) = (XAY)V(xA)V(yAz) (2051£39)
g (xy,2)=xDy®z (4051<59)

2 (%,¥,2) = (XAy)V (~xAz) (601579)

3.4. Append Padding Bits

The message words to be used in the compression
function are 32 words, or a 1024 bits block, of the input
message. The padding bits of SHA-V are based on
SHA-1 and HAS-V. The message is padded so that its
length is congruent to 952 modulo 1024. Padding is
performed by appending a single “1”bit and necessary
“0”bits to satisfy the above constraints. The remaining
72 bits, in order to be a multiple of 1024bits, are filled
by appending the desired length of the hash-code

represented in bytes.

3.5. Output Tailoring

In order to creates the output length with variables,
the hash-code is computed as <Table 4>. These methods
are based on PMD-V[14]. The output length is 128 + 32
(t-3).
The character of SHA-V is fairly to be computed in
each line. For the computation speed, it uses only shift
and addition operation. The output length is from 128
bits to 320 bits. For example, in order to create the
128-bit output, it adds to the each two by two in 10
chaining variables.
In the case of 320-bit hash-code, the output length is the
same is given as the contents of the 10-chaining
variable concatenated, i.e. Ho(i) ” Hl(i) I Hz(i) || H3(i) H
HO O B [ H, || 1© [ H®.

4. Estimation of HAS-V and SHA-V
In this paper, we analyze HAS-V[16] and SHA-V
through the step computations of two papers. <Figure

1> shows the structure of the proposal SHA-V.

4.1. Endianess

The basic structures of the compression functions of
HAS-V and SHA-V are two parallel lines and an input
1024 bits, too. HAS-V
“ little-endian’ architectures such like MD4-family

messages  are favors
whereas SHA-V favors ’big-endian’ architectures such
like SHA-family. In the result of implementation, the

both methods unify for fairness. Because, Little-endian
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<Table 4> The calculation methods of a variable output-length

le;::}fut Oo 01 02 O3 O4 Os Os O7 Os Os
128-bit a+v<? | bav©? few€? | gw®?
160-bit a+f b+g ct+h d+i e+j
192-bit a+j<? | b€ | erj©? 42 | g+ | he©?
224-bit A N T R e A R A I
256-bit a+j<? | b+ | er© | dH fve€? | g+e®® | hee®® | ive’
288-bit atj<? | baj€? ctj€S | avi @ eS| € | g€V hej €1 | <
320-bit a b c d e f g h i j
(z=f®gPh@i®j, v=c®dDe, w=h@idj)
fact can also be seen in Table.5 where HAS-V is 31%
architecture is suitable in the Pentium processors and faster than RIPEMD-160 on a Pentium PC[16].
Bit-endian architecture is suitable in the SUN system. In the case of SHA-V, the step operations of SHA-V
consist of 80 steps each line, a single step operation
4.2. Boolean functions will consist of 10 unit operations, have not the message
When we compare SHA-V and HAS-V, it is the same expansion. Therefore the number of unit operations to
in the critical path length (CPL) (<<<, (), +). <Table hash 1024 bit block is given as follows.
5>[1] shows the CPL of a step for each hash functions. 1 (block) X 160(steps) X 10 (step operations)
= 1600 (unit operations)
<Table 5> Lower bound on the CPL of a step Let assume the speed of HAS-V and SHA-V using a
Operations in . . proportional expression. HAS-V is about 17% more
Algorithm min.CPL . .
CPL operation than SHA-V. SHA-V is 10% faster than
MD4,RIPEMD,RIPEMD-128 (), +, <<< 3 HAS-V on a Pentium PC. But, these values are the
MDS5, RIPEMD-160 (), +, <<<, + 4 computed values.
SHA-1 +, <<< 2

4.3.Step Operations and Comparison of Speed
Performance with HAS-V

The step operation of HAS-V consists of 3 additions,
2 circular shifts and a Boolean function. Since the
Boolean function consists of 4 unit operations, a single
step operation will consist of 9 unit operations,
assuming both addition and circular shift to be
equivalent to unit operation. The total number of unit
operations for generating the extra messages is
2(lines) X 5(rounds)X4(messages)X 3 (unit operations)
= 120 (unit operations).
Therefore the number of unit operations to hash 1024
-bit block is given as follows[16].

1 (block) X 200(steps) X 9 (step operations) + 120
(message expansion) = 1920 (unit operations)
In the case of RIPEMD-160, the total number of unit
operation to hash 1024 bit block is given below.

2(block) X 160(steps) X 9 (Step operation)

= 2880 (unit operations)
This is about 33% more operation than HAS-V. This
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5. The Security of SHA-V  against
KUWAKADO and TANAKA’s Attack
Methods

We analyze the security of SHA-V against Kuwakado
and Tanaka’s attack method[9] of hash functions. In
Kuwakado and Tanaka’s paper, they proposed an
efficient algorithm for for the
reduced MD4 that consists of the first round and the

finding preimages

third round. We apply these attack methods to the
SHA-V. We reduce the first, the third and the fifth
round of SHA-V.
B Algorithm
- Input : Messages A, B, C, D, and E
- Output : Message words mg, my, ..., M1y
(@ Choose ag and e randomly
@ Set b, < OxfF{ffff, c; < OxfEffffff, and d, <
Ox fEfFEEeE.
(€) According to steps 0,1,2,3,and 4 compute ﬁlg, my,
m,, ms my from a.s, b_y, ¢4, ds, €4, ag , bs, C3, do, and

ey.



Hy <= 67452301

H; < efcdab89

H, <= 98badcfe

H; < 10325476

Hy < ¢3d2elf0

for i < 1ton

M= W, || wy || W, el Wis,where each W;is a
word

fort < 16079

Do W, <-ROTL ' (W s0OW,s® W, 1,0W, 15)
A < Hyg

B < H;

C < H;

D < H;

E < H,

for t < 0to79

Temp < ROTL'®(A)+f, (B,C,D)+ E + W, + K,
E < D

D < C

C < ROTL?*'(B)

B <« A

A < temp

Hg < Ho+ A

H’; <~ Hi+B

H’, < H;+C

H’; < H;+D

H’, < H4+E

Return (o | 10y | 1o, [ 1025 || 12y)

Left-Line Right-Line
Message padding M < SHA-V-PAD Message padding M < SHA-V-PAD
Global. X, ..., X790 Global X, ..., X7

M= M || M, [ M; || «+ || M, where each M is a 1024 -bit block

Hs < 8796a5b4

Hg < 4b5a6978

H,; < 0fle2d3c

Hg < a0blc2d3

Hgz < 68794e5f

for 1 < 1ton

M= Woo | W2y | Wy Il |l W2y, where each
W’; is a word

for t < 161079

Do W« ROTL (W’ ;@W’ 4@ W’ 1,0W’15)
A’ < Hs

B’ < Hg

C’ < H,

D’ < H,

B’ < He

fort < 0t 79

Temp<-ROTL ! (A%)+f, (B*,C”,D")+ B +W’+ K,
E <D

D <« C

C’ < ROTL *(B”)

B’ < A’

A’ < temp

H’s < Hs+ A’

H’¢ <= H¢+ B’

H; < H,+C

Hg <= Hg+ D’

Hg <~ Ho+ B’

Return (1, || Bl 7 | B2 |l H’g)

<Figure 1> The structure of SHA -V

miz < (29 >>5) ~(as+ F(b_y, ¢y ds, e4))

mo <= (e1>>11) —(es+ F(ag, by, c, dy))

my < (dy;>>7) —(ds+F(ey, a9, by, c2,))

my < (c3>>13) - (c+ F(dy, €1, ag, b g )
@ After setting a5 to Ox 00000000, compute m;o as
myy < (as>>) —(ag F(by, ¢35, dy, €1))
That is

myg < (a5 >>) —(ag + —ey)

® mjg = ? Considering operations from Step 6 to step

19. We observe that d, ¢, b ?

® Setags— A-as, bogc Bby, cog— C-cy, dore

D-d;,eg— E-e,4
@ By executing' from step 99 to step 84 in reverse
order, compute agg, bgs , Cg3, ds; , eg.For example, at
step 99, we
have bos (bgy >>14) — (K(cos, do7 , €gs, ags) + mo+ ts)
Focusing on steps 95, 90,85,80, compute m;7, mys,
Mg, mig. For example, the formula for my;is given as
my; <= (ags >>8) — (agp+ K(bes, o3, doz, €01) + ts)
At this time we have determined the values of all m
(i=0,1,..,19)
@ Froe steps 80,15,10, and 5, compute ajs, aq , as,
and a’g as follows.

ajs < (ago >>5) — (K(b7s, ¢73 , d77,. €76) + t1)
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as < (ayp>>7) - (F(b14, c15, dy, ey) + t;)

a0 < (ay5 >>8) — (F(bus, 15, dys, e11) + ty)

a’g < (as >>6) — (F(by, c5, dy, e1) + )

We note that all variables, except for ag, are
consistent,

© 1f a’g is equal to ag , which was determined at A-1,
then output m; (i=0,1, --,19) and terminate. Otherwise,
go to A-1.

®  The results of attack
Dobbertin[6] has proposed an algorithm for finding

preimages of MD4. Dobbertin’s algorithm based on the
inverted steps and used G functions of Boolean
functions of MD4. That s, G(xy.2) = (x,y,2) = (x A y)
V(xAz) V(yAz), ( A:AND, V:0R)

G has a character as follow: '

G(x, x, y) = G(x, y, x) = G(y, x, x) =x

Dobbertin used this point. Kuwakado and Tanaka’s
used the same character although Boolean function is
differ.

F(x,y,z) = (x AVV (=xAz).

F(w TEEELEEFE, EFFIFFEE) = FEFFEEEE

F(00000000, w, TEFEFEFE) = FREFFELF

(FEEFEEEEE, 00000000, w) = 00000000

In order to find Primages in a reduced version of
SHA-V, we must find the relationship in the Boolean
functions as the upper conditions. In the case of SHA-V,
See section3.3.

The Boolean functions of SHA-V have each three
Boolean-variable. Although two varjables are same,
output is not a fixed value. That is not correspond with
the previously conditions. of Kuwakado and Tanaka’s
attack. We could not suppose message digest through
input values (ex. as, b4, ¢y, d, e.4). For example, in
the next Eq. let the constant values are as follows.

by —OXfEFFfef, o < OxffEfffff, and d, < Ox{FEErees,

a.5=0x67452301, b ;1=0x efcdab89, c.2= 0x 98badefe,
d.;= 0x 10325476, e ,=0x c3d2elf0.

And then, we cannot the calculations about Myg.

Mg <~ (a0 >>5)-(as+F(b.y, cy, ds, €.4)

=(ag >>5)-( a5 +Ox 18315c7e)
= (a9 >>5)-( 0x67452301 +0Ox 18315c7e)
=(ag >>5)-(0x TLTETETE)

In the previously @ , it must be same the value of 2%,
and ag. Becauée we don’t know the ap and cannot
compare a’q, the next Equation is impossible because

the value of ag must be used to the next Equation. This

problem is caused by F functions. The HAS-V employs
4-variable Boolean functions. The computations of
Boolean functions require about 3 or 4 unit operations.
It cannot find the previously conditions of MD4’s attack

method.

6. Compare to SHA-V and SHA-1/ 256
6.1. SHA-1 vs. SHA-V (160-bit)
We compare to the SHA-1 and SHA-V with 160 bits of

output length as following <Table 6>.

<Table 6> Features of SHA -1 and SHA-V (160 bits)

Big

Endianess Big

Message
Block Size

Digest Size(Bits) 1
Word Size (bits) r

The number of steps

® A Number of Computation and Speed

The step operation of SHA-1 consists of 4 additions, 1
circular shifts and a Boolean function. The Boolean
function consists of 3 unijt operations and the step
operations consists 80 steps. That is

1 (block) X 80(steps) X 10 (step operation)

= 800 (unit operations)

The SHA-vV (160-bit) consists of 4 additions, 1
circular shifts and a Boolean function. The Boolean
functions consist of 3 unit operations of 2 lines and the
step operations consist of 80 steps of 2 lines.

1 (block) X 160(steps) X 10 (step operation) +5(butput
message expansion)

= 1605 (unit operations)

That is, SHA-1 is faster at computation about double
than SHA-V(160-bit)

M Security Aspect

The existed attacks on MD4 and MDS were based on
the weakness of simple Boolean function and the rather
straightforward usage of the message words. A single
message word of the input is only used once in every
tound of MD4 and MD5[11]. We discuss the security of
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SHA-1 and SHA-V(160-bit) through such aspects.

- Input messages and Padding

The message block length of SHA-1 is 512 bits and
SHA-V(160-bit) has 1024 bits(See Table 6). If SHA-1
and SHA-V(160-bit) have an input message of same
length, the expansion function of SHA-V(160-bit) is
large than SHA-1. It means that the diffusion of input
messages in the SHA-V(160-bit) is more effective and

provides the high security against attacks.

- Boolean functions .

The existed attack methods on the cryptographic hash
functions employ 3-variable Boolean functions. The
SHA-1 has 3-variable Boolean functions. So, we cannot
convince the security of SHA-1. The SHA-V(160-bit)
has 3-varible Boolean functions of 2 lines. That is equal
to the twice computation. Although SHA-V(160-bit) has
3-varible Boolean functions, it is equal to the.twice
computation on the same input message in other kind of

Boolean functions.

6.2. SHA-256 vs. SHA-V (256-bit)
In this section, we compare SHA-256[14] and
SHA-V(256-bit) as following <Table 7>.

<Table 7> Features of SHA -256 and SHA-V (256 bits)

SHA-1 SHA-V(160-bit)
Endianess Big Big
Message
512 1024
Block Size
Digest Size (Bits) 256 256
Word Size (bits) 32 64
The number of steps 64 80 X2

B A Number of Computation and Speed

The step operation of SHA-256 consists of 7 additions,
2 summations and the step operations consist of 64
steps. That is

1 (block) X 64(steps) X 15 (step operations)

=960 (unit opeiations)

SHA-V (256-bit) consists of 4 additions, 1 circular
shift and a Boolean function. The Boolean functions

consist of 3 unit operations of 2 lines and the step

operations consist of 80 steps of 2 lines.
1 (block) X 160(steps) X 10 (step operation) +16
(output message expansion)
= 1616 (unit operations)
That is, SHA-256 is 40% faster at computation about
double than SHA-V(256-bit)

B Security Aspect
- Input messages and Padding

The message block-length of SHA-256 is 512 bits and
SHA-V(256-bit) has 1024 bits(See table8). The security
effect is same as SHA-1 and SHA-V(160-bit)

- Functions

The SHA-256 used six logical functions which
consist of XOR, AND, OR, Shift and Rotation. Bach of
these functions operates on 32-word and produces a
32-bit word as output. The SHA-V(256-bit) has
3-varible Boolean functions of 2 lines. For 256 bits of
output in the SHA-V(256-bit), it has additionally 8 shift
operations and 8 additions. Although SHA-256 is faster
than SHA-V(256-bit), SHA-V(256-bit) is better in the
security point of view than SHA-256 when it compares

the number and units of computation.

7. Analysis of a Parallel Implementation

In this section, we introduce the analysis of a parallel
implementation based on the Nakajima and Matsui’s
method[10],  A.Bosselaers, R.Govaerts and. .
Vandewalle’s method[1].

B Processor Aspect

The different of CISC(register-memory architecture),
including the Intel 80X86 family, and RISC(register-reg
ister architecture), including SPARC, Aplhé, and MIPS,
is the number of on-chip general-purpose registers
[1][16]. Pentium processor has only 7 general-propose
registers on its chip. In case of SHA-V and HAS-V, a
twin structure was employed and the number of
chaining variables used in the step operation was

chosen to be 5.

B Hardware parallelism

The basic implementation technique to improve CPU
performance is pipelining. A pipeline is organized in a
number of stages, each of which executes part of a CPU
instruction. To enhance performance even further two

approaches are available: increase the number of
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pipeline stages, or use . a number of parallel
pipelines[1].

The SHA-1 has a natural algorithm parallelism in its
compression function.[1][16]. The updated chaining
variable in not used in the Boolean function of the next
step operation, which has the effect of reducing the
critical path length (CPL). This mechanism has been
employed in the step operation of HAS-V and
SAH-V[16]. The critical path of SHA-1 is shorter than
any hash functions (see Table5). This result can apply
to the SHA-V because Boolean functions and operations
of SHA-V are based on SHA-1.

8. Conclusions

Hash functions play an important role in a branch of
information secret. The hash algorithm provides the
services of information security, authentication,
integrity, non-reputation and so on. As the growth of
computer technologies, the hash value has been become
longer based on the complexity of calculation. It was
known to be desirable that the output lengths of hash
functions are more than 160 bits.

We propose. a hash function with variable output
length. This SHA-V can be the selective using of output
length by the program. Therefore, we can expect a lot of
the practice. In the future, we must verify more security

test of SHA-V and speed test in the hardware/software.
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