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Abstract Two-key XCBC proposed by Moriai and Imai is a CBCMAC-based method to generate a message au-
thentication code. This method is optimal from several aspects, the number of PRP invocations, key setups, and
key materials. This mode is alsp proven the security as a MAC. In this paper, we discuss how masking a secret
key for a plaintext block effects to its security. Concerning that the PRP is limited to the special permutations, we
show the two-key XCBC is forgeable if one uses Even-Mansour constructions. In case of using DESX construction
for two-key XCBC, the necessary complexity to attack the scheme is below that what is proven for DESX. We also
study the security of AES and Camellia when they are used in two-key XCBC mode from another aspect, rather
than the context of the provable security.
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ez, BIDR vy E—Y L MAC OXT Thb, (M), tagu,)
ZRWS, TIT MY (M ERUHFET) Avk—Y
My CAF 4 v 7 LbDTHD, ZOLITLT, HEHEIT
(Ka, Ko) DIELWERRT 235k 5, Zhb% (K., KL) L LT,
KRIZAW5,
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IIT, tag BAvE—Y M IZR L TESZR MAC TH D
MEIDERIET D, M X0 | M| <b &b X HICBIRE
NEOT, Ave—Y M OEYR MAC I TO X D ICEH
¥ (%

tagay: = DESXPK‘],K,,,KC(MH— ® Ky)
= Px,(M™" @Ky ® Kp) ® Ko
= Px, (M) ® K..

D tag' 1X. BEERERLE tagyy & —HLTWS, m]
ZOWBEIZ LY, oS XiE DESX i1 Z o#E&. DESX IZH#
BENIBEOT Ty 7HSICHT 2ELEOFAR 2N &
BEZD, ZOBRICHLERT —FIHIADESRT DA vE—
DL MAC THDH, ZOKEIZIE. AR THAVS T vy 7IES
DROLEFRLIFEFMCHBEEDPLETH LN, AF—2%
R T DO LERFERIL DESX THHINLTWEE
S TRIEINDFNIY bIXDTLRY, L VBB,
cE?D DESXpy k. x. PFEIHL Y, 2" BOFT7 54 V7% P
DOFEHL, ZFLTERTEZYA ADATYBLETHS,

6. 7OvIRE%EMES 2-key XCBC & &M%

T ZE T, 2-key XCBC O#{EE— FRFTHV ZIEEE
MERZAENCEDTLED X ABRIREaEE L, T
DRI, EATTREL 22 PRP BEEOLIZEASND O
TREARL, Ty 7BEOLSRESEO LY X250 (FEH
T2 <) BROFEORLER» LERNIZHLN D HLOIZ
LEATE B,

ZO—o0FN AES BB TH B, AHTIE. (FEENHITIT
HEFZEMOEELL2D) EHBRE LV IBRALLIT. 2-key
XCBC #5 AES BEE#BHTWH T L &FT, KOFIL LT,
KR T my 7S L LTEARENS Camellia IC2WTH
ERTDH, HICABTIL. 2-key XCBC IZ Camellia Z AV 7z
BAEORRMEE DV TRFT S, BICB RS Va— LEOFF
fliZ@EC T, ZORRD»DOELMUFHEOMFRL LT, 2-key
XCBC % Camellia DS FMR LML TRV LERT,
L LARRS, e D Z OBENDOREMFMIL. Camellia
DRAY Y 2 —VIOWE RN LIcbDTH Y, BHLRFER
TRV,

6.1 AES

AES[13](b & b & Rijndael[9] & LTHREILE) BRE
128/192/256 £'v b 128 ¥y bRy 7HEE CH D, B r
IFEE (128, 192, 256) DL T 10, 12, 14 L EHSN D, #
AR V2= AT, (r+ 1) H0 128 By MERSEEERT
b, BYOB, T2bbEbEMOBREIRERO AL 128
vy MZRLUTH D,

EXEREETH & &, ASTRDOIKE L HhiREm L
bl HE—BOMEE LT, FRPBEME, shiftrow, mixcol-
umn, % L CEME (FEILEMAOTRERM) 256 < . BfsE (128
vy MEOHEH 10 B) T, mixcolumn FHEITLE2,

Z 2T, 2-key XCBC % AES & —#iICAWEHEITONT
L0 BEMICRET 5, H5AvE—Y M € MIZOVT, 2-key

XCBC iZ—f#ICU T X 5 EEIC LD MAC 24K T 5 -
tagm = P, (f(M,K1)). ZZCB¥ f % frighison M &
KiDOEMbEy Mz XD by MEbRER, T2, 08
< A7 Ky DEHEL. BEMEORNE L L EDAA SR,
WELIZRRY BOTHATHERLLTHY Y DHEETH D,

ZOFE. AES OYBEEMAIL, 2-key XCBC &— FTL
BT AR LESFAUERERD, oT, Zhb
DOFEEBENVITHLHELD Y, BRLLT, XF 10 7%
DAyE—TTuy s Thbd Mt ZOHLO, VIBMERD
FEfEL 25, AES Tik, B—BORRITHDIEME £ TI3R
IHRTE LR S eV . BIREIIREROEEE M LI,
FRELZ —BSOETTHIENTED, DI LL, KEE
12t 5T, 2-key XCBC &— REBETBHATIE, (r—1) &
DOFEF AES ZBIRFEXHBIZ L VKBS HZ L THH LD
Lz s,

Tuy 7S OREORTLEIFMIT T OB L RE LR
b5, &L OHSPRRBFEL, 1BOHVOWEEZEN, =
NERDBAELL DBRBTHRHTE D LS ITHITT 5, 20
L2 RT vy JEROREHERHEICET 5 —RELBE, I,
AES %572 2-key XCBC ®— FiZ, FTHVWTWA 7 7y
J S AES ZAREAICHDTND, LEXHILENTED,

6.2 Camellia

Camellia IX AES & Ffk, #& 128/192/256 © 128 £'> b
Ty 7S THS (1), Camellia (R2HKIC Feistel #iE % 1%
DARTNWAD, ZHICEBMOERRBRBSAVLN TV ; 7]
. RRENE, BXOFL, FLT'BE¥TH D, Ry Va—
AFTIE, ZoOHBB K. Ka(Eh, 85 192,256 £ b
DFARFINLITME Kp, Kp b)) PRERIVAERSND,
&4 OEREE (BRE) X, TnOFHBOOLESEZKES T FL
LD, EEE TRES (64 Ey b) THa,

Camellia 7% 2-key XCBC THW O hZHA. W5 FHRE
B Camerct (F(M, K1)) KOV TR BT 2 BB BH 5,
Camellia CiE, FXITET 128 € v FOYHIE (kwy, kws) T
PEfiBRERfI S L5, 128 By MMERIIXTT2RR 7 Va2 — L
DR T (kwy, kwe) PEEP S, kunllkwe = K1 £72->T
W5, £, thOREDEE. 2-key XCBC ORMEEMK 7 %
f= f)u'ghlzg.q; DESITEETH L TRILEREREONS,

& 5T, 2-key XCBC % Camellia & & bIZAWZHE, &
BAvE—=Y M e MIZxT 5 MAC 24K LizH&. AES
DEFE L FRIC, 2-key XCBC Dt~ 2 7 L | PIHIEME R
UHEhBABAEE L 2%, Lo T, ¥IH@MEDH & OPHEIE
FRF 4 TENF Ay E—=VDEERLTHD, LoT. Z
DFE— KT, THREME ORI’ 25,

ZOMEIZAES FRICZ L EEX A ENTEBAN, HKIC
Be BRI LR B, AES O LIi1EV Camellia 1, 3
DEMA DK 2 ORI L TRBIND, LoT
WEREL, B OEROANDOEEMD Z LITTER,
BRELT, BICERODBET 0y 7R OEEOIBEL L
TEXEHE. VHRMEOHENHE LD Z Lk, BeHIE
LT, RALEEZRIETHOTIIRY,
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Lo L7228 5 Fesitel IEEOMEN S, BESMEIIXNTS
BEMERFTHLERS D, Feistel BT, FIHEME,
ERBEMEXT RTORKBICRELRERTEE LS, T
bbb, I SMH/ERBEMELS 2 OBRBEE~BBHT 52
LRTE, IRBLEHEDEBZ LB TE B [16], ZOHE
I, SR OLTLEEZR 2B RICIBO TEETH D,
#il 21, LOKISY[4] 133~ TOTH LT 15 @ (A5 B& %
BH5HE 16 8) OEMBEREO[16]. LHLEBL, ThbD
LOKIBY i3 2 S Mgk, #IfgmEAs B EE, Boci
FHELAV, 20 LOKI8Y DFERND ., FIRME R & OFE
CEY, BELET, BEEHELMNHBES/HMEDONE
HE TRV,

PAF TiE, Camellia % AV 2 2-key XCBC DR 2R
FTBH10IT, TIEMEAD 2V Camellia DEEEEZBRET 5,
RS EBOS ML R OFETREMEIC OV TRE
T3, i EEIZT 570, PIHMEME O Camellia 254
L. BIOREICLDEMRFESELEZLD, ZORLTIX. BK
@MBEITE 2 DIEKRBICHIAEND, BRELTELNDE
LWER@E % RE PK; LFES, bL. REET (K, K')»
L@l XD, BHRAMEEH B THo LT H L, BES
Ak = KO K' I3, BEOKE PK; OESETSTICEE
ERIZER, 3720 Deltapy, =0 b EExbhh 5,

Z 2T Camellia DR Va2 — >NV T, HRT D,
BRI, 128 By MBORITHOWTHR S, RU L 3 72845
11192, 256 £y NOBEORR 7 Vo —VEIC bEHTRETH
5, 128 £y MEAID Camellia DEER 7 V2 —A i3, BER
K. 55, BB RFETINV Yy hO Ky 24ERT 5, &~
DIRFEOEREIC OV IR () 28ROz L, REOER
K0, BERFEREOW ODRUTOLIICERIND

PKi3 = (K <<<12894) 1 @ kw4,

PKy7r = (KL <<<128111)1 &® kw4,
PKiy = (KL <<<12894)r @ kw3,
PKis = (K1 <<<128111)r & kw3.

ZIT. kwd = (K4 <<< 128111)r 20 kw3 = (K4 <<<
128111), TH 2,

T IT, BRBIODEICOVWTHEENREE Y RT 5
DI, TATORBES Apk, B0 LRDIBFACERTD, =
DIDDOVBBEFMHFIIUTOLEY TH S ; BMEZED Apws(F
7oL Agws) . HBEELEZREOST (K, K') K20 T, 8§
13, 17 BrDEERGESy (F 72135 14, 18 B) X v 2A LA
JhiEie by, ThERIRTEUTOL RS :

Agiy = Ak = Drws, Axyy = Dkyg = Dkws.
INGIE1Iom 128 By FOMBRE LTRETE S,
(Bk, <<<12894) = (Aky <<<128111) = Ak, <<<128111).

IIT, HHEE LT (K, K') IToWT, FRIEES

Ag, & Ak, HEETHD, Z2o0 K BOKEY 7 b
7 MBIX 17 THY, LIORFP A XD 128 LEWVKETH B,
FoT, Ky & Ko ODEZICOWTH—H R RERESHIT
vy hXFFI 112 0B TH S,

KA 37— 2 HBRSTHOWON S EBEKE 4 B VIET
LT KL MOEREND, BEOESEREOCBANOIL.
ZODENE Ak, L Ak, BRI BHEIIEBD THEV,
IO EITFEBETE AROMER T NE 13,14,17,18 B
TRENP—HTHILERT, TOZ b, MHgENEO
720N Camellia I3, gz ICELTAHEEZbOX 52
BOZTAIFELBRNIENELD,

7. £ & ®

2-key XCBC E— FORL&EIZ>VWTH#HBLE, TL T,
PRP MSEHARER 272 PRP BEETHH L 5T -0 EE
RBEEBIR LI, £D 5 HD 1D, Even-Mansour #HEIET
2. BHEHLREOFELTLE, £ 9—F D DESX #
FiEaEo7BE. DESX OXEMRFE->TWAH T LERL
Teo THH XY 2-key XCBC MAC AKX A F— Ak, 72& XFE
TR RIS FNERE AVHBIC b, VWO bERTH
BEIIRORNZEERLTE,

b OEATRESMOF &L, REgELV) (PRP 2 &
DEBHWBE L EHETE DI OREFRIEICK L T) s
DVRVHEERICLS PRP OBEEEXTWAHZ L, %
DR LN-HEFHE PRP O THEERAVOR TV L,
DODZRICERT DO THD, LrL, ZAMICAVLNB
PRPDIELAYIITuy /S THY REROESIIE LK
BHEY MRETHD, L=-T. BEOHE, BROT v 7
£, 7 5TNZ PRP OBEHIZ OV T, 2-key XCBC DIEHT
AW PRP OETFNAVEDX ¥y TRERTERVWBENH S,

BICRERICL 2B~ A7 2 RBOT ey 7SR LTS
IRoTHE . EOELMORKRILX, LE PRP ffE0RE
HEDRRFEIZHB LT, L <25, Camellia DFE L EERICH
KONORBEFERT 0 v /IS OWE IOV THEEEOFE
BULERBERD D, WERBCLIEXDORZ 21T HIHBE.
AFx— b LESENERORE OB TOFMZHESLET
5B,

X [

[1] K. Aoki, T. Ichikawa, M. Kanda, M. Matsui, S. Moriai, J.
Nakajima, T. Tokita, “Camellia: A 128-Bit Block Cipher
Suitable for Multiple Platforms —Design and Analysis,” In
Selected Areas in Cryptography, 7th Annual International
Workshop, SAC 2000, Proceedings, LNCS 2012, Springer-
Verlag, 2001.

[2] M. Bellare, A. Desai, E. Jokipii, P. Rogaway, “A
Concrete Security Treatment of Symmetric Encryption:
Analysis of the DES Modes of Operation,” Proceed-
ings of the 38th Symp on Foundati of Com-
puter Science, IEEE, 1997, full paper is available at
http://www-cse.ucsd.edu/users/mihir/.

[3] M. Bellare, J. Kilian, P. Rogaway, “The Security of Cipher
Block Chaining,” Advances in Cryptology, -CRYPTO’94,
LNCS Vol. 889, Springer-Verlag, 1994.

[4] L.Brown, J. Pieprzyk, J. Seberry, “LOKI- A Cryptographic

—195—



Primitive for Authentication and Secrecy Applications,”
Advances in Cryptology - AUSCRYPT 90, Springer-Verlag,
Lecture Notes in Computer Science Vol. 453, 1990.

[5] J. Black, P. Rogaway, “CBC MACs for arbitrary-length
messages: The three-key constructions,” Advances in Cryp-
tology, -CRYPT02000, LNCS 1880, Springer-Verlag, 2000.

{6] J. Black, P. Rogaway, “A Block-Cipher Mode of Opera-
tion for Parallelizable Message Authentication,” Advances
in Cryptology, -EUROCRYPT 2002, LNCS Vol. 2332,
Springer- Verlag, 2002.

[7] A. Biryukov, D. Wagner, “Advanced Slide attacks,” Ad-
vances in Cryptology, -EUROCRYPT 2000, LNCS Vol
1807, Springer-Verlag, 2000.

[8] J. Daemen, “Limitations of the Even-Mansour construc-
tion,” Advances in Cryptology - ASIACRYPT’91, LNCS,
Vol. 789, Springer-Verlag, 1993.

[9] J. Daemen, V. Rijmen, AES Proposal: Rijndael, AES
Algorithm Submission, September 3, 1999, available at
http://www.nist.gov/CryptoToolkit.

[10] S. Even, Y. Mansour, “A construction of a cipher from a
single pseudorandom permutation,” J of Cryptology, 10(3)
151-161, Summer 1997.

[11] National Institute of Standards and Technology, Federal In-
formation Processing Standards Publication 46-3, Data En-
cryption Standard (DES), Reaffirmed 25/10/1999.

[12] National Institute of Standards and Technology, Federal In-
formation Processing Standards Publication 81, DES Modes
of Operation (DES), 1980. .

[13] National Institute of Standards and Technology, Federal In-
formation Processing Standards Publication 197, Advanced
Encryption Standard (AES).

[14] O. Goldreich and S. Goldwasser and S. Micali, “How to
Construct Random Functions,” Journal of the ACM, 33(4),
1986, 792-807.

[15] E. Jaulmes, A. Joux, F. Valette, “On the security of ran-
domized CBC-MAC beyond the birthday paradox limit: a
new construction,” in the Preproceedings of the Fast Soft-
ware Encryption 2002, Leuven, Belgium, 2002.

[16] L.R. Knudsen, “Cryptanalysis of LOKI,” Advances in
Cryptology- ASIACRYPT ’91, Springer-Verlag, 1993, pp.
22-35.

[17] J. Kilian, P. Rogaway, “How to protect DES against ex-
haustive search (an analysis of DESX),” Advances in Cryp-
tology - CRYPTO’96, Lecture Notes in Computer Science,
Vol. 1190, Springer-Verlag, 1996.

[18] M. Luby, C. Rackoff, “How to Construct Pseudorandom
Permutations from Pseudorandom Functions,” SIAM J.
Comput., Vol. 17, No. 2, April 1988.

[18] M. Liskov, R. L. Rivest, “Tweakable Block Ciphers,”
available at the ePrint archive of iacr web site,
http://eprint.iacr.org/.

[20] C.J. Mitchell, “The security of two-key DESX,” COSIC
Seminar, Katholieke Universiteit Leuven, 15th March 2002,
Leuven, Belgium.

[21] S. Moriai, H. Imai, “2-Key XCBC: The CBC MAC for
Arbitrary-Length Messages by the Two-Key Construction,”
In the Proc. of SCIS2002, The 2002 Symposium on Cryp-
tography and Information Security, The Institute of Elec-
tronics, Information and Communication Engineers, 2002
(in Japanese).

[22] A. Berendschot, B. den Boer, J. Boly, A. Bosselaers, J.
Brandt, D. Chaum, I. Damgaard, M. Dichtl, W. Fumy,
M. van der Ham, C. Jansen, P. Landrock, B. Preneel, G.
Roelofsen, P. de Rooij, J. Vandewalle, Final Report of Race
Integrity Primitives, Lecture Notes in Computer Science,
Vol. 1007, Springer-Verlag, 1995.

—196—



