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Abstract Tamper-resistance,which means secret data protection in this paper, is important for softwares in which secret data
are stored and calculated. There is a method to evaluate tamper-resistance of a software, the runtime data exhaustive search
method. We developed a tool to extract runtime data in JVM(Java Virtual Machine). ~ This tool is an implementation for the
runtime data exhaustive search method. Then, we carried out experiments to use this tool for RSA signature software written
by Java to extract RSA private key.
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