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A Behavior-Based Intrusion Prevention System for

Web-servers.
Masayuki NAKAE*, Masaya YAMAGATA** Kazuo YANOO¥*, Ryuichi OGAWA*

Abstract

In order to prevent unknown attacks from external networks, the concept of dynamic
defense has been proposed. The system employs intrusion detection and filtering
technologies to take adaptive measures against anomalies detected on the network.
However it cannot guarantee that internal servers are securely protected against attacks.
To solve this problem we propose a new dynamic defense model called “prudent dynamic
defense (PDD),” that separates the internal network into two parts: monitoring area and
protected area. This report describes the outline of the model and its experimental
implementation.
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