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As web applications become common, the number of security breaches continues to grow steadily.
Particularly, security of signed Java applets are quite important because users will suffer
directly if they are exploited, and it is known that there are some typical coding defects that
allow such exploitation. Although Source code auditing is a good way to find such defects, it is
incomprehensive and inefficient to do it manually, and there is no good assisting tool suitable for
our purpose. To cope with this problem, we have developed a tool to assist in auditing Java

applet source code in security aspects.
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public class BadLot extends Applet {

Victim victim = new Victim(Q);

// ""/etc/passwd"
victim.setFile("'/etc/passwd™);

//

// '""/etc/passwd" InputStream
InputStream is = victim.openFile();
// /etc/passwd"

public class Victim extends Applet {
//
private String file;

//

public void setFile(String file) {
this.file = file;

3

// setFile(Q)
public InputStream openFile()
throws 10Exception {
//
//
PrivilegeManager.enablePrivilege(
"“UniversalFileRead™);
//
return new FilelnputStream(file);

openkFile()

PrivilegeManager.enablePrivilege() Netscape

JavaVM
openFile()
"UniversalFileRead”
openkFile()

FilelnputStream()

}
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