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Hyper-decentralized Authentication Architecture
for ubiquitous environment

Takahiro Mizuno, Toshimichi Fuda, Takashi Hayashi and Shigefumi Takahashi

With the coming of the Ubiquitous Society, a huge increase in number of non-PC appliances
connecting with a network and intercommunication between these appliances without a user are
to be expected. One of recent major authentication architecture is Centralized Authentication
Architecture in which a server manages authentication data, and this may cause a problem of a
load concentration on the server under the above environment. In this paper, we propose
Hyper-decentralized Authentication Architecture which eases a load concentration on the server
by transferring the server function to a number of appliances under user control. Moreover, we
examine the scalability of the proposed architecture in comparison with the conventional
architecture based on numerical calculation, and present security requirements for operating

securely based on threat analysis.
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