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An Anonymous Buyer-Seller Watermarking Without
Trust Assumptions

Jae-Gwi Choi” - Kouichi Sakurai* - Ji-Hwan Park”

Abstract: Digital watermarking scheme has been proposed as a method of copy protection and copy
restraint for multimedia content. In copy restraint, a content owner (seller) inserts a unique watermark
into a copy of the content before it is sold to a buyer. If the buyer distributes the unauthorized copies of
the watermarked content, the buyer (a copyright violator) ¢an be traced using a watermark detection
algorithm. Recently, Ju et al., proposed an ‘anonymous buyer-seller watermarking protocol, where a
buyer can purchase contents anonymously, but anonymity control is provided. The significance of this
protocol is that it first offered the anonymity of a buyer to watermarking schemes. But problems of this
protocol are that the private key of a buyer can be exposed and whenever unauthorized copy is found, the
three parties (the seller, the watermark certificate center, the judge) must all participate in the copyright
violator identification process. In this paper, we propose a secure buyer-seller watermark protocol which
can solve this problem. In the proposed scheme, the private key of a buyer will not be exposed if discrete
logarithm problem is hard. Furthermore, we do not make any trust assumptions about the watermark
certificate center or other authorities. Also, a seller can identify the copyright violator without the help of
the watermark certificate center and the judge under robust watermarking schemes.
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