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The Extensions and Evaluation of Web service port/host conversion system

Masato Teradat Hiromi |sokawat Y asuhiko Nagai t Makoto Nakaharat
terada@sdl.hitachi.co.jp  isokawa@sdl.hitachi.co.jp  y-nagai@sdl.hitachi.co.jp mnakaha@itg.hitachi.co.jp

T Systems Development Laboratory, Hitachi Ltd.
890 Kashimada, Saiwai-ku, Kawasaki, 212-8567 Japan

T Information & Telecommunication Systems, Hitachi Ltd.
6-23-15 Minamioi, Shinagawa-ku, Tokyo, 140-8570 Japan

Abstract: We challenge the issue to tackle a problem about self-propagating worm of Web service based; how one can
suppress Web service based worm propagation and support the stable Web service operation. We propose a "Alternative
Service Plane" to provide multiple application service stage which responded with the threat type or level. Alternative
Service Plane provides the framework for changing from one service stage to other service stage to reduce the threats.
This paper described the extension of a proof-of-concept prototype "Web mapper (Web service port / host mapping
system)" and the process for functional evaluation in our intranet environment.

key words. Unauthorized Access, Network Security, Worm, Web Service
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