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Abstract Carry save technique, which delays propagations of carries, is a classical technique for fast hardware multiplication and
register blocking technique is a efficient coding technique for matrix multiply, both of which was shown by Ohta to be applicable to
multiprecision multiplication. In this paper, effectiveness of carry save and register blocking techniques for Ohta Multiplication, which is a
modular multiplication using multiprecision multiplications, is compared against Montgomery Multiplication with most efficient coding
known so far on Intel Pentium4 (1.8GHz) processor. For 220 bits of modular multiplication coded with C, Ohta Multiplication and
Montogomery one take 1.74us and 1.79us, correspondingly, that Ohta Multiplication is about 3% faster than Montgomery one. The program
is expected to be applicable to computations of public key cryptography, esiecially Elliptic one.

Keyword Ohta method, Montgomery method, modular multiplication, Register Blocking, Carry Save, High Performance
Computing, Elliptic Curve Cryptography, RSA Cryptography

LI

x&@"%ﬁ% B OS5 TIE, RSA B 5110/ H fhi#
BE ECC2IB1OME(t - BBICBTDEARERET
HARLREE, AEHBEOERBAE->TVS. &
SBERITHOFEZRLBH DY, TOPTIRIEREL

AuwPlcer I Y REEMANL, AET AT ) X AL
LTELERAERTWS., L2L, Tryra XU RRE
DOEBETHE, 2EV—T7REHEETHI 2OV —TIT
KR EEREL DD, TOEFEANEZDZ LI
TEP, ¥, RTFERZEFRLLSNEETEOLE



BhHd, Z20d, ZHEEREO2ELVL-TICLDH
FMEET. MAQEFZAREZONDIZEEZFAL
L VRETR yF U TFERL, MEORKREZERL
LaVWEEmE2HKET o2 E2FALEFY Y —
E—7FHES] EVWIEERa T 4 VS FETE S
TRAYRBEHRCEATERY., —F, DETHx BER
LELW)—RBOBELRKRAEOKARRIECIE,
SREOREAPZER 2EN—THNERETH LD,
IThboBERa—FT 4 VI FHERIERTES.

FrTERBILTIE, VI2REFTu R IFELE
YV —k—T7FEPEALLKARERL, Y—R =2
— FRBEENT-TEVIAVRRESERL.
Intel ¥t @ Pentium4(1.8GHz)® Y u k& v ¥+ L, CEFED
FETIX, 220 ¥y FOFLREICK LT, KAERE
ERR1.74ps, TITAYRBEERN 1790 s OFE
BERAELONLE. KEREEREVIAYREELY
3REHEDOZ EIRARENTE.

REYUT, B2BTREVyIAYVREEEZRRS.
EIETRARREEREZR . F4ETH VIR
Tuy s FEERRDS. ES5ETEFY Y —&—
TEHRERRD., BE6ETRY 7 V2T EEILLS
FEELBRERELRRT. E7TETHELDLLSBORE
DOWNWTHRARS.

2. 8 I XY REWLE
pEnbit ODRFE LT, REGF(p) LEDPEH 4,6 DM

c BRATRENLS.

c=abmodp (0<ab<p<2") 2.1)

RITREZARBCEOBEORRZAVRIET AR
B cEHATEDD, BARHEREA»»S.
FITEVIAYRRAER, BEZBVWIMNER
By 7 MNEBOAR L PBERKRELEMRLTS.

2.1 BEVIRAYREETATY XL
EUAAVREOBEERSII REDCEE P OERE
ns. (x,y:nbit DEH, p:RE)

0<x,y<p<2",R=2"IKXH LT

z=REDC(x,y) = xyR™" mod p 2.2)

EIHETS.
mBEOTay 7 E Lty IXAYREEOT NV
Y XA[TBIRAUTOE IR B. (EL, B=2)
[Algorithm 1]

X :{xm—x""’xnxo}mY={ym_|a"”y1,)’o}3
P={va_1,"',Pl,Po}3y05x,)’<P,
R=B",gcd(p,B) =1, p'=-p;' mod B

Z=XYR"'modP (Z=(z, ,,+21:2))

1.T=00=(,,.t.t))

2. for i from 0'to (m—1) do:
T=T+yX
u=t,p'mod B
T=(T+uP)/B

3.if T 2P) then Z=T-P

else Z=T
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#define LOMASK 0X0000FFFF
void rede(x, y, p, p0, 2)
unsigned int *x, *y, *p, p0, z
{
£ 3
for (1=0; i<14; i++)
{
Nz=z+y*x
ec = y[i] * x[0] + z[0];
z[0] = ec & LOMASK;
ec = y[i] * x[1] + z[1] + (ec >> 16);
z[1] = ec & LOMASK;
ec = y[i] * x[2] + z[2] + (ec >> 16);
z[2] = ec & LOMASK;

ec = y[i] * x[13] + z[13] + (ec >> 16);
z{13] = ec & LOMASK;
z[14] = ec >> 16;

u =(z[0] * p0) & LOMASK;

ec =u * p[0] + z[0];

ec =u * p[1] + z[1] + (ec >> 16);
z[0] = ec & LOMASK;

ec = u * p[2] + z[2] + (ec >> 16);

z[1} = ec & LOMASK;

ec =u * p[13] + z[13] + (ec >> 16);
z[12] = ec & LOMASK;



z[13] =z[14]+ (ec >> 16);

B

3. KHEHEE .
TUTAYRBELRER, KEREEGIIBREL

AT, ZEEORBELNBESCY 7 NEEOART

FIAREZRETZBATAVIYXALATHS.

3.0 KEAREEOTNVIIZA
FRFHKX c=abmodp 3.1
0<a,b<plBVT, mrR*/p) e KEEHK L L,
KEHoPULOEBLTEBL I LIZEYVRGCDHEUT
DEICHETLIZENTESD.
[Algorithm 2]

¢ =abmod p

1. H=ab

2. d = int(HK /R*)

3.f=H-dp

4. if f2pthenc=f-p
else c=f
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[Algorithm 3]

1.H=a*b

2'.d =int(HK /R*) or d =int(HK /R*) -1
3.f=H-dp

4.if f>dthenc=f-delsec=f
5.if czd thenc=c-d
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void mul(a, b, ¢)
unsigned int *a, *b, *c
{
for ( i=0; i<14; i++)
{
ec =0;
for ( j=0; j<16:j++)
{
ec = a[il * b[j] + c[i+j] + (ec >> 16);
c[i+j] = ec & LOMASK;
}
cli+j] = (ec >> 16);
}
}
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void mul(a, b, c)
unsigned int *a, *b, *c
{
unsigned int a0,al,a2,b0,b1,b2;
a0=a[0]; al=a[1]; a2=a[2];




b0=b[0]; b1=b[1]; b2=b[2];
c[0]=a0*b0;
c[1]=al*b0+a0*bl;
c[2]=a2*b0+al*b1+a0*b2;
c[3]=a2*bl+al*b2;
c[4]=a2*b2;

b0=b{3]; b1=b[4]; b2=b[5];
c[3]+=a0*b0;

c{4]+=al *b0+a0*b1;
c[5]=a2*b0+al*b1+a0*b2;
c[6]=a2*bl+al*b2;
c[7]=a2%b2;

}
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void mul(a, b, ¢)
unsigned int *a, *b, *c
{

for (i=0; i<16; i++)

{

for (j=0; j<16; j*++)
{
cli+j} += a[i] * b-[jI;

ec=0;
for (i=0; i<32; i++)
{
ec +=cfi];
c[il=ec & 0X00003FFFF;

ec=ec>>14;

}
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-fno-force-addr
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