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Abstract

In recent years, security enhanced OS such as SELinux has been focused on. Some access control
extensions are implemented in its OS kernel. Security enhanced OS has several security functions such as
MAC, TE, RBAC, and its security intensity is improved. But some problems with the field use of it can be
pointed out. They are the lack of flexibility on writing access control rules for it, the risk that is caused by
the efficiency of security administrator role during runtime of the system, and disability on dealing with
illegal access reactively.

In this paper, we proposed SELinux based extensions and implementations those enabled intrusion
detection and dynamic access control.
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»  Type Enforcement (TE)

» Role Based Access Control (RBAC)
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2.2 SELinux

SELinux
3 1

1 allow

allow sysadm_t sysadm_home_t:file {
create execute ioctl read getattr lock write
setattr append link unlink rename
2

sysadm root

auditallow
auditdeny dontaudit
2

2 auditallow/auditdeny/dontaudit

auditallow sysadm_t kernel_t:system avc_toggle;
sysadm kernel
avc_toggle

auditdeny sample_t Id_so_cache_t:file {*};
sample

dontaudit httpd_admin_t boot_t:dir read;
httpd_admin /boot
read
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allow ] auditallow] auditdeny | dontaudit
<subject> <object>:<class> <perms> <LABEL>;
subject:
object:
class:
perms:
LABEL:

4

allow secadm_t seccmd_exec_t:file { getattr read
execute ioctl execute_no_trans } O; #
secadm

allow sysadm_t httpd_conf_t:file { create ioctl read
getattr lock write setattr unlink..}1; #
sysadm  httpd

allow sysadm_t httpd_conf_t:file { read getattr lock
ioctl } 2; #
sysadm  httpd

4.4

strict Jwatch
<subject> <object>:<class> <perms> <LABEL>;
<subject> <LABEL> 3
strict ~admin { lib_t bin_t sbhin_t }file { write
append unlink rename };
. admin lib,bin,sbin
{ write append unlink
rename }
watch httpd_admin_su_t shell_exec_t:file read;
httpd_admin_su_t

shell_exec_t read

strict
watch
"detected’
6  strict
6
strict staff_t var_log_t:dir search
. staff /var/log

Nov 5 9:38:20 infini kernel: avc: detected { search }
for pid=123 exe=/bin/cat path=/var/log dev=08:02
in0o=246  scontext=root:staff r:staff t tcontext=
system_u:object_r:var_log_t tclass=dir slevel 1->2
1
2

4.5

0 280



研究会Temp 
－28－

研究会Temp 
 


4.6 Tampering strict/watch

] "detected’
Tampering
_ >
Tampering
strict/watch >
allow

_ >

Tampering
2 >

e
\X 5.2 secadm
:(Q secadm
secadm

0 allow
4.7 7
strict watch
> ASCII
2 2 [etc/security/selinux write
1 >
checkpolicy execute
2 write
>
load_policy execute
5. >
. setfiles execute
5.1 SELinux
SELinux 7 secadm
T
allow secadm_t seccmd_exec_t:file { read getattr
> access vector execute ioctl execute_no_trans } O;
strict/watch
allow secadm_t setfiles_exec_t:file { read getattr
> execute ioctl } 0;
... setfiles
f Ism-2.4-SELinux-2003071106 (kernel
2.4.21)
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5.3

ftpd bind

strict watch
strict
> shell
shell
watch
strict
>
>
strict
54
>
>
Web

>
6.
0sS
>
Tampering
>
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