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NIDS for eliminating false positive and detecting unknown DoS attacks
Yousuke Inagaki’ ,Haruyuki Furuya' ,Yoshiyasu Takefuji'

NIDS (Network Intrusion Detection System) is a software program for detecting many
kinds of attacks including BOF (Buffer Overflow) exploitations, worms, DoS (Denial of
Service) attacks, scanning, and so on. Most of NIDS are based on stored signatures, which
are stored in a “signature” database with written any attacks in the text style where the
system compares the packets against its signature entries. However the signature based
approach makes many false positive. In this paper, we have developed the NIDS in the dual
way of cluster analysis and training by the neural network. First, we have created a new
concept of this NIDS and verified that it could find some DoS attacks. Then, we have
discovered the unified parameter set for detecting many attacks. Based on the result of the
experiments for detecting DoS and scanning attacks, the proposed approach provides a
near-perfect detection and successfully reduces the false positive rate.
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Table 1 Focused attacks
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Fig.2 Plots of normal and attack pattern (in case of Synflood)
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Table 3 Detecting objects
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Table 4 Experimental results for each attacks
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Table 5 Experimental results in case of same scale of site data and testing data
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Table 6 Experimental results of false positive rate for each scale site
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Table 7 Detecting for variation of attacks
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