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Shellcode Analysis Intrusion Detection Method

Takayoshi Hojo” " Hideo Sakuma” ™ Fumiyuki Tanema™ -

Abstract  The importance of the Intemet increases, and so  does the damage caused by illegal access. Moast
security attacks such as system takeover exploit a security flaw called buffer overflon.  To detect such
attacks on the network, many IDS (Intrusion Detection Systems) use a matching method, which compares
the data segment of each network packet with a list of signatures. Each signature defines a specific packet
pattem in a known security attack. However, such matching method cannot detect attacks exploiting
unknown buffer overflow problems.  In order to defend against unknown buffer overflow attacks , we present
a new detection strategy which detects illegal access by analyzing data segment of network packet as a
machine language code and validating code by executing it in a virtual machine. We also present the
evaluation results of our method.
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